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BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF FINANCE AND ADMINISTRATION                                                                             DIVISION OF HEATLH CARE FINANCE AND ADMINISTRATION                                                          CONTRACTOR NAME

This Contract, by and between the State of Tennessee, Department of Finance and Administration, Division of Health Care Finance and Administration, hereinafter referred to as the ‘State” or “HCFA” and Contractor Legal Entity Name, hereinafter referred to as the “Contractor,” is to provide services relative to  HCFA compliance with federal tax reporting required of certain providers of minimum essential coverage (MEC) to generate proof of such coverage for enrollees on an annual basis and to report such coverage to the Internal Revenue Service (IRS), as defined in the "SCOPE OF SERVICES."  State and Contractor may be referred to individually as a “Party” or collectively as the “Parties” to this Contract.

The Contractor is a/an Individual, For-Profit Corporation, Non-Profit Corporation, Special Purpose Corporation Or Association, Partnership, Joint Venture, Or Limited Liability Company.
Contractor Place of Incorporation or Organization:  Location
Contractor Edison Registration ID #  Number

A.	SCOPE OF SERVICES

A.1.	The Contractor shall provide all goods or services and deliverables as required, described, and detailed below and shall meet all service and delivery timelines as specified by this Contract.  Terms associated with this contract are located in Attachment A.

A.2.	Tax Form Generation and Reporting.  The Contractor shall support the State’s efforts to comply with the requirements to report minimum essential coverage to enrollees and to the Internal Revenue Service (IRS).  Specifically, the Contractor shall produce and mail separate 1095-B forms for each individual enrolled in Tennessee’s Medicaid program, TennCare (inclusive of TennCare Standard).  Additionally, the Contractor shall produce and mail separate 1095-B forms for enrollees in Tennessee’s CHIP, CoverKids. CoverKids. The Contractor shall also file 1095-B forms with the IRS through the use of 10-94-B transmittal forms.  Unless otherwise directed in writing by the State, the Contractor shall generate individual-level (rather than household-level) forms.

a. [bookmark: location]Location. Unless otherwise directed in writing by the State, the Contractor’s primary Mail and Operations Center and its staff shall be located in the forty-eight (48) contiguous states or the District of Columbia within the continental United States so as to facilitate prompt mail delivery and receipt.  Additionally:
i.	At the Contractor’s discretion, the Contractor may use a multiple Mail and Operations Center model to ensure adequate staffing and back-up capabilities.  In the event that a multiple Operations and Mailing Center model is used, all Facilities shall comply with location requirements as specified in this Section. 
ii.	All performance standards, reporting, training, and quality assurance requirements of this contract shall apply to all Contractor Facilities and staff.  Under no circumstances shall the Contractor transmit data to or conduct business under this Contract at any location outside of the continental United States. 

b. Facilities. Unless otherwise directed in writing by the State, the Contractor shall maintain Mail and Operations Center facilities for the performance of its responsibilities under this Contract in a location specified in Section A.2.a.  Additionally:
i. The Contractor shall not change the location of its Facilities without prior written State approval.  If the Contractor wishes to relocate its Facilities during the term of this Contract, the Contractor shall provide thirty (30) days prior written notice to the State of its intent to relocate.  The State shall not unreasonably withhold its consent to the relocation, provided the proposed relocation site complies with the requirements of Section A.2.a and is otherwise acceptable to the State. The Contractor shall accomplish such relocation in such a way as to prevent any down time to Mail and Operations Center operations.
ii. The Contractor shall ensure that office space, mail room services, telephones, and computer equipment and networks, staff, and other requirements needed for the operation of the Facilities are in place and functioning throughout the duration of the Contract.
iii. The Contractor shall have sufficient space within its Facilities to accommodate all staff, equipment, and systems necessary to ensure efficient performance of its responsibilities under the Contract, and allow for expansion as Contract needs evolve.
iv. The Contractor shall ensure that its Facilities and any facilities used by its subcontractors are in compliance with HIPAA/HITECH and other applicable federal and state privacy and security laws with respect to administrative, physical and technical safeguards. 
v. The Contractor shall ensure that appropriate and adequate insurance is maintained for the Operations and Mailing Center described in this Section A.2 and any other facility at which the Contractor performs work under this Contract.
vi. Unless otherwise directed in writing by the State to implement at a later date, the Contractor shall ensure that the Operations and Mailing Center is fully operational by the Operations and Mailing Center implementation date described in Section A.14.  

c. Mailing Services.  Unless otherwise directed in writing by the State, the Contractor shall generate the 1095-B forms using a single-sided format on standard white paper and standard white envelopes with the return address of the Operations and Mailing Center.  Additionally:
i. The Contractor shall maintain an electronic record of all mailed 1095-B forms that captures the recipient name, address, and postmark date of each mailing.  The Contractor shall also maintain indexed electronic copies of each mailed 1095-B form for an individual enrollee, including copies of all amended and regenerated forms required pursuant to Section A.2.d.  
ii. Unless otherwise directed in writing by the State, the Contractor shall not include any additional content or send other outgoing mail to members other than the specific documents described in this Contract.
iii. The Contractor shall make use of all reasonable measures to mail to a corrected address any mailing that the United States Postal Service (USPS) returns as undeliverable.  At minimum, the Contractor shall use the USPS Address Correction Requested service.  Further, the Contractor shall develop a procedure (subject to State review and approval) for the processing of all returned mail and change of address notices received from the USPS and other sources.  The procedure shall describe in detail the efforts that the Contractor shall undertake to obtain updated mailing and contact information for the individual(s) associated with each piece of returned mail. In addition, the procedure shall describe how the Contractor shall archive copies of returned mail/envelopes.

d. Performance Standards. Unless otherwise directed in writing by the State, the Contractor shall adhere to the following performance standards:
i. Initial Mailing.  Using the file that the State will provide on or about January 5, 2016, the Contractor shall mail a 1095-B form to all enrollees and shall ensure that forms for such enrollees have a valid postmark date on or before January 31, 2016. For initial mailings in subsequent years, on an annual basis, Contractor shall mail 1095-B forms by January 31st of the year immediately after the tax year for which the data applies.
ii. Subsequent Mailings and Mailings of Amended Forms.  The State will send the Contractor updated enrollment data on a weekly basis, and the Contractor shall generate the 1095-B forms within ten (10) business days of receiving these data.
iii. Regeneration Requests.  The Contractor shall mail a 1095-B to any enrollee who makes such a request to the Tennessee Health Connection (TNHC), the State’s Eligibility Service Center.  The State or the vendor operating TNHC will send the Contractor such requests on a weekly basis, and the Contractor shall generate the 1095-B forms within ten (10) business days of receiving these requests.

e. Electronic Reporting.  Unless otherwise directed in writing by the State, the Contractor shall electronically transmit the 1094-B transmittal  and accompanying 1095-B  to the Internal Revenue Service on behalf of the State by March 31st of the year immediately after the tax year for which the data applies.  The Contractor shall transmit such data using the ACA Information Returns (AIR) program in XML format and in a manner consistent with IRS Publication 5165.  After March 31st, the Contractor shall transmit corrected data for the corresponding tax year on a recurring basis on a scheduled approved in advance and in writing by the State.

f. Compliance.  With regard to the generation and mailing of 1095-B forms and related electronic filing to the Internal Revenue Service on behalf of the State, the Contractor shall comply with all of the reporting requirements as described at 26 USC § 6055, 26 CFR § 1.6055-1 et seq., and related IRS guidance (including IRS form instructions, IRS bulletins, IRS publications, IRS frequently asked questions, etc.).

A.3.	Workforce Requirements.  The Contractor shall provide staff that shall be responsible for each of the functions detailed in the Contract. The Contractor shall staff the Operations and Mailing Center with sufficient numbers of trained administrative and programmatic personnel – clerical, program, technical and management – to ensure efficient, timely and satisfactory completion of its responsibilities within this Contract.

a.	The Contractor shall ensure that all persons assigned to perform under this Contract, including independent contractors, subcontractors and consultants, shall have the credentials necessary and be fully qualified and trained, as required and specified in this Contract, to perform the services required herein

b.	The Contractor shall notify the State in writing in advance whenever the Contractor has reason to believe that staffing levels are too low and will temporarily adversely affect operational levels.

c.	The Contractor shall ensure that all Contractor workforce members (employees, consultants, contractors, subcontractors, or any other member of the Contractor's workforce) assigned to this Contract, are adequately trained to comply with Medicaid and CHIP safeguarding regulations, HIPAA/HITECH and any other federal or State privacy and security laws, including, but not limited to the Gramm-Leach Bliley Act (GLBA); the Privacy Act of 1974, as amended; the Tennessee Consumer Protection Act, Identity Theft Safeguards, The Red Flag Rules; and 26 U.S.C. § 6103(p)(4) that applies to authorized recipients of FTI. The Contractor and its subcontractors shall comply with the provisions of 42 U.S.C. § 1396a(a)(68) et seq. as applicable, regarding policies and education of employees as regards the terms of the False Claims Act and whistleblower protections. 

d.	Key Personnel.  The Contractor shall submit to the State for prior review and approval the names, titles, and résumés of candidates for initial engagement of Key Personnel and whenever a change in Key Personnel is proposed.  If, during the term of this Contract, any Key Personnel should leave the Contractor’s employment or the State requests that a specific Key Personnel no longer work onsite, the Contractor shall fill the vacant Key Personnel position, within thirty (30) days from the date of the Key Personnel leaving his/her position with the Contractor or being barred from working onsite, with a replacement that is satisfactory to the State. Until a qualified and acceptable replacement is available, Contractor shall temporarily fill such Key Personnel position, within three (3) business days of a vacancy occurring, with a qualified Contractor staff resource who shall perform the Key Personnel duties at the Operations and Mailing Center location if this Contract requires that particular Key Personnel position to be located onsite.  Failure to timely replace Key Personnel may result in Liquidated Damages as set forth in Attachment B.

i.	Upon the State’s request, the Contractor shall offer the State an opportunity to interview any proposed replacement(s) to Key Personnel. The State may, at any time during the Contract period disapprove any staff person(s) assigned by the Contractor to perform work under this Contract.  Upon notification by the State to the Contractor that a staff person has been disapproved, the staff person shall immediately cease work under this Contract.  The decision of the State on these matters shall not be subject to appeal.
ii.	The Contractor shall not remove any approved Key Personnel from her/his assigned duties under the Contract for any period of time exceeding two (2) weeks without State prior written approval.  The Contractor shall notify the State in writing of any proposed change in Key Personnel at least thirty (30) days prior to the change or as soon as the change is known if the employee’s notification to the contractor is less than this period. The State understands that Key Personnel will on occasion take vacation time or attend corporate functions, which will require brief time away from their assigned duties.
iii.	For each position designated as Key Personnel, and other positions upon State request, the Contractor shall identify the individual(s) who will serve as “back up” or interim successor(s) to these Key Personnel positions in the event the Key Personnel position becomes vacant.  Both the interim and permanent replacement shall remain subject to the State’s right to review and approve such appointments.

iv.	The Contractor shall designate as Key Personnel the following positions:

(a)	Project Manager.  The Contractor shall provide a dedicated Project Manager who shall manage the enterprise-wide project management effort and Project Management Plan for activities under this Contract, including both implementation and ongoing operations.  This individual shall have demonstrated experience implementing Operations and Mailing Centers of similar scale and scope on behalf of one or more public sector health and human services agency(ies). This individual shall be onsite for the duration of the Contract.  The Contractor shall provide additional project management to the Operations and Mailing Center onsite and full-time in the event of major changes including but not limited to HCFA policy and procedural changes.

(b)	Technology Manager.  The Technology Manager shall be responsible for oversight of systems performance and shall be accessible and available on a full-time basis as needed.  This individual shall be onsite for the duration of the Contract.

(c)	Privacy Official. The Contractor shall designate a Privacy Official who is responsible for the development and implementation of the policies, procedures and practices according to the HIPAA Privacy and Security Rules, as well as all applicable federal and state privacy and security laws. The Contractor shall designate a contact person or office who is responsible for receiving privacy and security-related complaints and who is able to provide further information about privacy and security-related matters. This position must be documented pursuant to federal privacy regulations. 
 
. 
 
(d)	On Call Staff. The Contractor shall designate an individual responsible for being on call to the State after business hours, on weekends and State holidays, three hundred sixty-five (365) days a year, with the skills and authority to research, report, and resolve urgent matters as determined necessary by the State. The Contractor shall establish a single direct contact number for the individual assigned to perform on call duties. This individual shall be onsite and full-time for the duration of the Contract.  At the Contractor’s discretion, this position may be combined with any other Key Personnel position that is designated as onsite and full-time.

e.	Operations and Mailing Center Staffing.  The Contractor shall provide adequate staff to perform all Operations and Mailing Center functions as specified in this Contract.  The Contractor shall use proactive recruitment and retention practices to maintain the capability of responding quickly to staff turnover and attrition, absenteeism, poorly performing personnel, and/or increases in workload volume.  The Contractor shall meet the Performance Standards as specified in Section A.2.d and shall be subject to liquidated damages as specified in Attachment B for failure to meet the Performance Standards even in the event of staff turnover and attrition, absenteeism, poorly performing personnel, and/or increases in workload volume.  The Contractor shall make every effort to retain qualified staff and minimize attrition.

A.4.	Technical and Infrastructure Requirements.  The Contractor shall be responsible for obtaining, installing, configuring, testing, deploying, and operating the technology and infrastructure, including hardware and software, that meets the requirements specified in this Section.  The Contractor’s Operations and Mailing Center shall provide services management systems and communications infrastructure that can manage all contact volume and achieve the performance standards described in Section A.2.d. The Contractor’s services management systems shall be scalable and flexible so they can be adapted as needed, within negotiated timeframes where applicable, in response to program or enrollment changes.  The Contractor’s services management systems shall have the ability to provide system-generated, auditable reports required under Section A.6 of this Contract. 

a. 	The Contractor shall maintain secure connection to Contractor systems for designated State staff.

b.	The Contractor shall maintain all necessary hardware required.

c.	The Contractor shall maintain current and adequate virus protection software on all Contractor hardware and software.

d.	The Contractor shall ensure the privacy and security of member information and comply with all requirements as outlined in Section E.

e.	Document Management System (DMS).  The Document Management System shall serve as an electronic repository of mailed correspondence and returned mail.  
i.	The Contractor shall fully process all returned mailed within one (1) business day (ending at 11:59 p.m.) of receipt.  For scanning returned mail, the Contractor shall utilize scanning and conversion technology that is compatible with and/or required by the State’s systems. The resulting electronic product from the scanning effort shall be in a format that cannot be altered and can be preserved for the contractually required retention period as stated in Section D.11.  Once the contractor has checked the scanned image for quality and accuracy, the Contractor shall properly dispose of the paper product within HIPAA-compliant guidelines.
ii.	The Contractor shall utilize a document scanning solution that produces a digital -image that meets an image quality standard (at least equivalent to that used by the U.S. National Archives and Records Administration) that is capable of supporting character, data, and form recognition.  Scanning solution must be capable of recognizing scanned bar or Quick Response (QR) codes.

f.	Information Retention.  The Contractor shall maintain in Contractor’s Systems all data it receives in accordance with this Section A.4 and shall retain such information for seven (7) years in either live and/or archival systems and for a minimum of five (5) years from date of last payment under this contract in live systems.  The State reserves the right to  extend the duration of the retention period at its discretion as needed for ongoing audits or other purposes.  Additionally, the Contractor shall retrieve any information retained in its archival system(s) within two (2) business days of the request by the State. Such retrieval shall be at no cost to the State. The provisions of this Section shall survive the termination of the contract.

g.	Routine System Maintenance.  The Contractor shall pay all costs associated with routine maintenance, defect correction, system changes required in accordance with State and Federal statutes and regulations, and production control activities requested by the State for all Contractor’s Systems. 

h.	Interfaces and Data Exchanges to Other Systems.   The Contractor shall install, configure, and maintain State-approved technology to allow for secure information exchange between the Contractor’s systems and State-designated systems through interfaces or file exchange as directed by the State.  Unless otherwise specified by the State, the format specifications associated with a file or a stream of data being exchanged between the Contractor and the State will conform to applicable HIPAA standards.

i.	TennCare Systems Connectivity and Access. The Contractor shall maintain dedicated connectivity to State systems, including InterChange. To this end, the Contractor shall coordinate with the State as required by Section A.5.d.iii.
i.	On an on-going basis, the Contractor shall submit appropriately completed TennCare Management Information Systems (TCMIS) and Acceptable Use Policy (AUP) forms to HCFA Security to request access to necessary State systems and applications for all Contractor staff and subcontractors.  The Contractor shall immediately inform the State through State identified procedures when any employee leaves the Contractor’s employment. Where possible the State should be informed of an employee’s termination prior to the termination date.
ii.	The Contractor shall acquire and maintain proficiency in using State-owned systems and applications in operation of the Operations and Mailing Center, and shall be responsible to identify and timely notify the State of any technical problems associated with such systems that impact the Contractor’s ability to perform contracted activities.

A.5.	Materials Development.  The Contractor shall be responsible for writing, editing, updating and obtaining State approval on all written materials used in and for the Operations and Mailing Center, including but not limited to training materials, quality assurance materials, and reporting analysis formats and templates.  All materials produced by or at the direction of the Contractor for use in the course of this Contract are subject to prior, written approval by the State.  The State reserves the right to require changes as it deems appropriate.

a.	Unless approved in advance and in writing by the State, the Contractor may not place Contractor’s corporate or other identifying brand, logo, or trademark on any materials produced by the Contractor for use in the course of this Contract.

b.	The Contractor shall use commercially available software to develop all written materials.  If the Contractor prefers to use a software product other than or in addition to the following list, it must receive prior written approval from the State.  Acceptable software includes InDesign, Quark Xpress, Microsoft Office, Microsoft Publisher, Adobe Pagemaker and Adobe Acrobat Professional.

c.	The Contractor shall provide to the State electronic templates of all materials in a format that the State can easily alter, edit, revise, and update.  

d.	Operations and Mailing Center Standard Operating Procedures (SOPs). The Contractor shall develop electronically accessible Operations and Mailing  Center SOPs (with comprehensive business process diagrams) for staff’s instruction and reference.
i.	SOPs shall include but not be limited to instructions related to mail operations, redetermination processing, use of translation services, and emergency procedures for business continuity and disaster recovery including, but not limited to, fire drills, temporary technical computer/application/server outage issues, and temporary power outages.
ii.	The Contractor shall submit this SOP deliverable for State review by the date described in Section A.14.  The State will review and approve this deliverable and may request modifications or revisions as it deems appropriate.  After obtaining advance written approval from the State, the Contractor shall implement and comply with these SOPs.
iii.	The Contractor shall maintain all approved SOPs and their revisions/versions in a searchable format so they can be quickly located in the Contractor’s Content Management System. 

e.	Contract Policies and Procedures (Contract P&Ps).  The Contractor shall develop Contract P&Ps for the on-going scope of this Contract, for the Contractor’s and the State’s reference. The Contractor shall maintain all approved Contract P&Ps and their revisions/versions in a searchable format so they can be quickly located in the Contract Management Portal (CMP), a separate site to allow for deliverables to be posted for the project team to see.  Contract P&Ps shall include but not be limited to: 
i.	Coordination with Other State Contractors and State Agencies:  Describes processes for coordination with other contractors and agencies including but not limited to TennCare Member Services, HCFA IT, HCFA Security, HCFA’s Office of General Counsel, TennCare OIG and HCFA’s Office of Civil Rights Compliance Nondiscrimination.
ii.	Administration:  Describes hours of operations, HIPAA/HITECH compliance, systems and facility security protocols; workplace principles, including, but not limited to civil rights compliance and cultural competence; chain of command, and responsibilities.
iii.	Document Processing:  Details processes required to ensure incoming and outgoing materials are managed, protected and secured. 
iv.	Systems Documentation:  Details processes required to ensure that all systems operate with correct business rules and are maintained on a consistent basis.
v	The Contractor shall submit this Contract P&Ps deliverable for State review by the date described in Section A.14.  The State will review and approve this deliverable and may request modifications or revisions as it deems appropriate.  After obtaining advance written approval from the State, the Contractor shall implement and comply with these Contract P&Ps.

A.6.	Reporting Requirements.  The Contractor shall accurately compile and submit to the State the required reports at the times and dates specified in writing by the State.  Unless otherwise directed in writing by the State:
	
	a.	The Contractor shall ensure that reports are systematic and automated rather than manually-developed.

	b.	The State will review and approve all reporting templates and may request modifications or revisions as it deems appropriate; the Contractor shall modify its reporting formats and methodology to report additional information as requested by the State. 

	c.	The Contractor shall supply On Request Reports (ORRs) to the State per the State’s request, within the timeframe specified and at no additional cost to the State.  Consistent with Section A.7.g, the Contractor shall also store all such reports in the CMP, allowing the State to have access to the electronic version of each report through said portal.  

	d.	The Contractor shall deliver a weekly electronic report in Microsoft Excel or other approved format a comprehensive inventory of records with data for each member including but not limited to the following data fields: 
i.	Contractor-Assigned Case/Household Number; 
ii.	Contractor-Assigned Individual Identifier (if any);
iii.	RIDS Identifier (currently or most recently active);
iv.	First Name;
v.	Middle Name;
vi.	Last Name;
vii.	Date of Birth;
viii.	Social Security Number (most recent/as updated);
ix.	Street Address (most recent);
x.	City (most recent);
xi.	State (most recent);
xii.	ZIP Code (most recent);
xii.	Date of first 1095-B mailing (first for corresponding tax year);
xiii.	Date of transmission to IRS of first 1095-B;
xiv.	Date of second 1095 mailing (second for same corresponding tax year, if applicable);
xv.	Date of transmission to IRS of second 1095-B;
xvi.	Date of third 1095 mailing (third for same corresponding tax year, if applicable);
xvii.	Date of transmission to IRS of third 1095-B;
xviii. 	Date of fourth 1095 mailing (fourth for same corresponding tax year, if applicable);
xix.	Date of transmission to IRS of fourth 1095-B;
xx.	Date of fifth 1095 mailing (fourth for same corresponding tax year, if applicable);
xxi.	Date of transmission to IRS of fifth 1095-B;
xxii.	Hyperlink(s) to DMS record(s) (if any);

A.7.	Business Continuity and Disaster Recovery.  The Contractor shall submit a formal Business Continuity-Disaster Recovery Plan (BC-DR) by the date specified in Section A.14.  The Contractor will apply recognized industry standards governing disaster preparedness and recovery including the ability to continue operations during normal operating hours, in the event that the central site is rendered inoperable.

a.	The Contractor will maintain the ability to implement the BC-DR plan within a two (2) hour window from the time of the State’s direction to implement such plan.  Such plan must provide for seamless operation of all contracted activities and Operations and Mailing Center functionality as specified herein.  Any/all back-up contract centers must have an Automated Call Distribution (ACD) system and remote access via telephone and simple internet connection.  Contractor employees must be familiar with emergency procedures.  

b.	Upon the State’s request, the Contractor shall test the BC-DR with the results added to the BC-DR plan document.  The BC-DR must be able to meet the requirements of any applicable State and Federal regulations and policies of the State. The BC-DR must include sufficient information to show that the following requirements are met:
i.	Emergency procedures that include steps to take in the event of short-term interruptions in normal operations, including but not limited to fire drills, temporary technical computer/application/server outage issues, temporary power outages, and in the event that all representatives are logged out/unavailable.
ii.	Emergency procedures that include steps to take in the event that central and/or satellite data processing, telecommunications, imaging management facilities and functions therein, hardware and software are destroyed or damaged.
iii.	Emergency procedures that include steps to take in the occurrence of system interruption or failure resulting from network, operating hardware, software, communications infrastructure or operational errors that compromise the integrity of transactions that are active in a live system at the time of the outage or of data maintained in a live or archival system that does or does not cause unscheduled system unavailability.
iv.	Emergency procedures that include steps to take in the event of a disaster by storm, fire, water damage, sabotage, criminal action, bomb threats, etc., rendering the central site inoperable.

c.	The Contractor shall periodically, but no less than annually, test its BC-DR plan through simulated disasters and lower level failures in order to demonstrate to the State that it can restore System functions per the standards outlined in this Section of the Contract. Advance notice of the test is to be given to the State so that state personnel may observe the test onsite in real time.  Test results must be shared with the State within three (3) business days of the conclusion of the test.

d.	In the event that the Contractor fails to demonstrate in the tests of its BC-DR plan that it can restore system functions per the standards outlined in this Contract, the Contractor shall submit to the State a Corrective Action Plan that describes how the failure shall be resolved.  The Contractor shall deliver the Corrective Action Plan within seven  (7) business days of the conclusion of the test.

A.8.	Problem Notification.  At the point at which the Contractor discovers or reasonably should have known of any problem that is reasonably likely to jeopardize the Contractor’s ability to perform any function as specified in this Contract, the Contractor shall notify the applicable State staff (as well as the State’s designated general contact for this contract) in person, via phone, and email within one (1) hour if the problem is discovered within the business day and no later than 9:00 a.m. CT the following business day if the problem occurs after close of business.  Unless otherwise directed by the State, the Contractor shall within three (3) business days of a problem’s occurrence deliver comprehensive written documentation, including a Corrective Action Plan that describes how the Contractor shall determine the root cause of the issue, remedied the immediate operational challenges, and prevent this or similar problems from occurring again.

A.9.	Project Management Plan.  The Contractor shall establish and maintain a Project Management Plan through the life of the contract of sufficient capacity and scalability to support all phases of the contract including start-up and end of contract transitioning. The Project Management Plan shall include both a start-up component and a separate ongoing operations component.  The Project Management Plan shall conform to industry accepted management guidelines, specifically the Project Management Institute’s PMBOK (Project Management Book of Knowledge). The Project Management Plan shall practice project management methodologies and disciplines that can handle complex projects and can be scaled to meet changing needs. The Project Management Plan shall include a comprehensive work breakdown structure (WBS) for each functional area of the Contractor’s responsibilities.

a.	The Contractor’s Project Management Plan shall be the document of record for tracking critical path activities, tasks, milestones, deliverables, resources, and duration estimates.  The activities, tasks, milestones and deliverables contained in the Project Management Plan, and all changes thereto made by the approved control memorandum process specified in Section A.11 are considered to be incorporated into this Contract once the Project Management Plan or the applicable change has been approved by the State. 

b.	The Contractor shall submit its final Project Management Plan to the State for review and approval by the State by the date specified in Section A.14. Failure to comply with the Deliverables/Timelines as specified herein may result in liquidated damages as set forth in Attachment B.

c.	Format for Deliverables:  Unless otherwise directed in writing by the State, the Contractor shall submit all deliverables under this Contract electronically with an original non PDF file(s) using the Microsoft Office 2010 suite of tools (Word, Excel, PowerPoint, etc. and Microsoft Project for project planning), or such other software as the State directs.

A.10.	Other Start-Up Deliverables.  The Contractor shall deliver the following deliverables according to timelines established in Contract Section A.14. 

a.	Systems Development Plan. 
i.	The Contractor to begin working with the State’s Office for Information Resources (OIR) and HCFA IT immediately upon the Contract Start Date to use the OIR “Build Book” to determine network adequacy requirements, coordinate network security requirements (e.g., VPN, point-to-point, etc.), and share documentation (e.g., Build Book and network diagrams).
ii.	The Contractor shall meet with the State to establish process and protocol in accessing and interfacing with State systems no later than the corresponding date described in Section A.14 and shall provide testing outcomes for the State’s approval of all interfaces with said systems no later than corresponding date described in Section A.14.  Past experience suggests that this process and successfully establishing connectivity and exchanging data is both extensive and time-intensive.
iii.	State Review/Approval:  The State will review and approve this deliverable and may request modifications or revisions as it deems appropriate.

b.	Systems Security Plan.  The Contractor shall develop and maintain or all locations performing work under this Contract in a System Security Plan (SSP) that complies with the standards set forth in:

i.	National Institute of Standards and Technology Special Publication 800-47 Security Guide for Interconnection Information Technology Systems; 
ii.	National Institute of Standards and Technology Special Publication 800-53 Revision 3 Recommended Security Controls for Federal Information Systems and Organizations;
iii.	Centers for Medicare & Medicaid Services ACA System Security Plan Attachment 1 SSP Workbook Version 1;
iv.	Centers for Medicare & Medicaid Catalog of Minimum Acceptable Risk Controls for Exchanges – Exchange Reference Architecture Supplement Version 1; and
v.	Centers for Medicare & Medicaid CMS Information Security Assessment Procedures Version 2.
The SSP should specifically address access control, awareness and training, audit and accountability, security assessment and authorization, configuration management, contingency planning, identification and authentication, incident response, maintenance, media protection, physical environment protection, planning, personnel security, risk assessment, system and services acquisition, system and communications protection, systems and information integrity, and program management. The SSP may reference existing policies and procedures and other materials, though the Contractor shall produce copies of all such materials upon demand by the State.


A.11.	Control Memorandum(a) (CM) Process - The CM process shall be utilized by the State to clarify Contract requirements, issue instruction to the Contractor, document action required of the Contractor, or request information from the Contractor. In addition, the CM process shall be used by the State to impose assessments of damages, either actual or liquidated.  This process will be used to address issues or matters that do not require a contract amendment. Each CM must be in writing and indicate the date on which it was issued.  CMs may provide relevant history, background, and other pertinent information regarding the issue(s) being addressed in the CM. Each CM will establish a deadline or timeframe for the Contractor's reply or other action. All CMs submitted to the Contractor must be signed and approved by the State's Project Director (or his/her designee). When the CM pertains to damages, either actual or liquidated, the State may issue consecutive CMs, as may be necessary or appropriate.

1. A CM may include one (1) or more of the following five (5) components of the CM process described below:
1. On Request Report (ORR) - a request directing the Contractor to provide information by the time and date set out in the CM.   
1. Control Directive (CD) - instructions that require the Contractor to complete, within a designated timeframe, one (1) or more deliverables or to perform any other request from the State that is within the scope of the Contract.  A CD may also provide clarification of certain Contract terms. Once a CM/CD has been issued, it shall be considered to be incorporated into this Contract.   
1. Notice of Potential Damages (Actual or Liquidated) (NPD) – notification to the Contractor that the State has determined that a potential Contract performance or compliance issue exists and that the State is contemplating assessing damages, actual and/or liquidated. The NPD shall identify the Contract provision(s) on which the State determination rests.  
1. Notice of Calculation of Potential Damages (Actual or Liquidated) (NCPD) – notification to the Contractor that provides a calculation of the amount of potential damages, actual and/or liquidated, that the State is contemplating assessing against the Contractor. NPDs and NPCDs may be issued consecutively or simultaneously. 
1. Notice of Intent to Assess Damages (Actual or Liquidated) (NIAD) – notification to the Contractor that the State is assessing damages and specifying whether the damages are actual damages, liquidated damages, or both. The NIAD shall identify the NPD and NCPD upon which it is based. The NIAD shall specify the total amount and type of damages, whether actual or liquidated, the State intends to assess.  Following the issuance of an NIAD, the State may elect to withhold damages from payments due to Contractor. The State may not issue a NIAD without first issuing a NPD and a NCPD. 
1. Damages for failure to comply with CM. Contractor shall fully comply with all CMs. Failure to do so may result in sanctions, including liquidated damages as listed in Attachment B (Liquidated Damages) and/or  termination of the Contract. 
1. Appeal of Damages by Contractor. Contractor may appeal either the basis for NPD or calculation of NCPD potential damages, either actual or liquidated. To do so, the Contractor shall submit to the State’s Project Director (or his/her designee) a written response to the NPD and/or NCPD within ten (10) business days of receipt of a CM which includes a NPD or a NCPD.  The State's Project Director (or his/her designee) shall review the appeal and provide notice of his/her determination to the Contractor through a CM within ten (10) business days of receipt of the appeal from the Contractor. If the Contractor disagrees with the State's Project Director’s (or his/her designee) initial appeal determination or the State’s Project Director (or his/her designee) is unable to resolve the appeal, the Contractor may submit a written request to the State’s Project Director (or his/her designee) that the matter be escalated to senior management of the Agency. Contractor shall submit such a request for escalation within ten (10) business days of its receipt of the initial appeal determination from the State’s Project Director (or his/her designee) or of notification by the State’s Project Director that he/she is unable to resolve the appeal. The State’s senior management shall provide written notice of its final determination to the Contractor CM within ten (10) days of receipt of the escalation of the appeal from the Contractor. Upon appeal or escalation, the State shall not increase the amount of the potential damages. 

A.12.	Information Management and Retrieval Services Plan.  As part of its transition plan, the Contractor shall develop an Information Management and Retrieval Services Turnover Plan no later than one hundred and eighty (180) days prior to the Contract end date that includes electronic, searchable inventories of all archived 1095-B and 1094-B forms and all DMS documents.

The Contractor shall fully participate in a data conversion process to ensure that the State has full, ongoing access to all data during and after the end date of this Contract with no additional payments due to the Contractor. The Contactor shall provide all data to the State within in a method and format specified in writing by the State.  Unless otherwise directed by the State, the Contractor shall provide historical data to the State by the end date of this Contract and updated information within thirty (30) days of the end date of this Contract.  

A.13.	Transition Requirements.  Prior to the end of the Contract term or extension of the Contract term, or in the event of a Contract Termination or Partial Takeover pursuant to Contract Sections D.5, D.6 and E.11, the State may contract with a successor contractor (Successor Contractor) to assume Contactor’s duties and requirements upon termination of this Contract.  This may result in a period of transition during which Contractor continues to provide services while the Successor Contractor prepares to assume those services, with a switch over from the Contractor to the Successor Contractor occurring on an implementation date specified by the State. The Contractor shall be required to participate as directed by the State, at no additional cost, in assisting with the transition by providing information relating to Contractor’s duties and attending meetings with the State and/or Successor Contractor. Contractor shall help State and/or Successor Contractor develop a Transition Plan. Contractor will at all times act in good faith towards the State and/or Successor Contractor to facilitate as smooth a transition as possible. The State will use the Control Memorandum process to specify deliverables required of the Contractor in aid of the transition process. Failure to fully and timely cooperate with the State’s request or provide the requested deliverables may result in liquidated damages as specified in this Contract or in the applicable Control Memorandum. The State shall not be liable to the Contractor for any costs and expenses relating to these deliverables or to the services provided by the Contractor during the transition period, other than as set forth in Contract Section C.3.

A.14.	Implementation Calendar.  Unless otherwise directed in writing by the State, the Contractor shall adhere to the timeline and key dates in the following table


	December 1, 2015
	Contract Start Date

	December 17, 2015
	Final Project Management Plan as described in Section A.9 due to State.  

	December 18, 2015
	Final Systems Development Plan and accompanying materials as described in Section A.10.a. due to the State.

	December 21, 2015
	Contractor shall establish process and protocol in accessing and interfacing with State systems.

	December 22, 2015
	Final BC-DR Plan and accompanying materials as described in Section A.7 due to the State.

	December 23, 2015
	Final System Security Plan (SSP) and accompanying materials as described in Section A.10.b. due to the State.

	December 23, 2015
	Contractor shall provide testing outcomes of all interfaces with systems to State.

	January 5, 2016
	State will transmit initial file described in Section A.2.d.i to the Contractor in order for the Contractor to generate the 1095-B forms for enrollees and the 1094-B forms for transmission to the IRS.

	January 31, 2016 and annually for each year of the contract
	Contractor completes initial mailing as required by Section A.2.d.i.

	March 31, 2016 and annually for each year of the contract.
	Contractor completes electronic reporting with the IRS as described in Section A.2.e.

	 
	Transmit  changes and corrections on a monthly recurring basis throughout the term of the contract.




A.15.	The Contractor shall, as directed by the State and at no additional cost to the State, coordinate with, facilitate the prompt exchange of information between, and work collaboratively with any and all other State contractors and State Agencies.  If required in order for the Contractor to proceed with any part of the Scope of Services which involves sharing or obtaining information of a confidential, proprietary, or otherwise valuable nature with or from another State contractor, the Contractor may be requested to sign mutually agreeable documents, including but not limited to Non-Disclosure Agreements (Non-Disclosure Documents), which are reasonably necessary to maintain cooperation and collaboration among and with any and all other State contractors and State agencies in the performance of the Contract. 

All information the Contractor may receive, have disclosed to it, or otherwise becomes known to Contractor during the performance of this Contract from any other State contractor, that the State contractor considers to be propriety or confidential in nature pursuant to a Non-Disclosure Document entered into between the Contractor and another State contractor, shall be governed by such Non-Disclosure Document. 

 Nothing in this Section, including failure to negotiate and enter into a Non-Disclosure Document acceptable to Contactor with another State contractor, shall be construed to relieve the Contractor of its duty to perform any requirements or deliverables under this Contract.  Other than as permitted in Section C. of this Contract, Payment Terms and Conditions, the Contractor shall not invoice the State for any such coordination services, and the State shall not be liable to the Contractor for payment of any such coordination services, without the prior written consent of the State.


B.	CONTRACT PERIOD:

B.1.	This Contract shall be effective on December 1, 2015 (“Effective Date”) and extend for a period of thirty-six (36) months after the Effective Date (“Term”).  The State shall have no obligation for goods or services provided by the Contractor prior to the Effective Date.

B.2.	Renewal Options. This Contract may be renewed upon satisfactory completion of the Term.  The State reserves the right to execute up to two (2) renewal options under the same terms and conditions for a period not to exceed twelve (12) months each by the State, at the State's sole option.  In no event, however, shall the maximum Term, including all renewals or extensions, exceed a total of sixty (60) months.

C.	PAYMENT TERMS AND CONDITIONS:  

C.1.	Maximum Liability.  In no event shall the maximum liability of the State under this Contract exceed Written Dollar Amount ($Number) (“Maximum Liability”).  This Contract does not grant the Contractor any exclusive rights.  The State does not guarantee that it will buy any minimum quantity of goods or services under this Contract.  Subject to the terms and conditions of this Contract, the Contractor will only be paid for goods or services provided under this Contract after a purchase order is issued to Contractor by the State or as otherwise specified by this Contract.

C.2.	Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute the entire compensation due the Contractor for all goods or services provided under this Contract regardless of the difficulty, materials or equipment required.  The payment methodology  includes all applicable taxes, fees, overhead, and all other direct and indirect costs incurred or to be incurred by the Contractor.

C.3.	Payment Methodology.  The Contractor shall be compensated based on the payment methodology  for goods or services authorized by the State in a total amount as set forth in Section C.1. 

a. The Contractor’s compensation shall be contingent upon the satisfactory provision of goods or services as set forth in Section A.  

b. The Contractor shall be compensated based upon the following payment methodology: 

             (1)	For the transition period of December 1, 2015 -  January 29, 2016,  there shall be no cost to the State.

	             (2)    For services performed from January 30, 2016, the following rates shall  apply:

	Services Description
	Amount 
(per compensable increment)

	
Monthly Rate for Duration of the Contract for 
Changes and Corrections
	
$___________    per month

	
Annual Fee  Paid Upon Satisfactory Completion of Mailing All 1095-B Forms
	$______________
Annual Payment




	
C.4.	Travel Compensation.  The Contractor shall not be compensated or reimbursed for travel time, travel expenses, meals, or lodging.

C.5.	Invoice Requirements. The Contractor shall invoice the State only for goods delivered and accepted by the State or services satisfactorily provided at the amounts stipulated in Section C.3., above.  Contractor shall submit invoices and necessary supporting documentation, no more frequently than once a month, and no later than thirty (30) days after goods or services have been provided to the following address:

310 Great Circle Road
	Nashville, TN  37243

a. Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the following information (calculations must be extended and totaled correctly): 

(1)	Invoice number (assigned by the Contractor);
(2)	Invoice date;
(3)	Contract number (assigned by the State);
(4)	Customer account name:  Department of Finance and Administration, Division of Health Care Finance and Administration;
(5)	Customer account number (assigned by the Contractor to the above-referenced Customer);
(6)	Contractor name;
(7)	Contractor Tennessee Edison registration ID number;
(8)	Contractor contact for invoice questions (name, phone, or email);
(9)	Contractor remittance address;
(10)	Description of delivered goods or services provided and invoiced, including identifying information as applicable; 
(11)	Number of delivered or completed units, increments, hours, or days as applicable, of each good or service invoiced;
(12)	Applicable payment methodology (as stipulated in Section C.3.) of each good or service invoiced;
(13)	Amount due for each compensable unit of good or service; and
(14)	Total amount due for the invoice period.

b. Contractor’s invoices shall:

(1) Only include charges for goods delivered or services provided as described in Section A and in accordance with payment terms and conditions set forth in Section C; 
(2) Only be submitted for goods delivered or services completed and shall not include any charge for future goods to be delivered or services to be performed;
(3) Not include Contractor’s taxes, which includes without limitation Contractor’s sales and use tax, excise taxes, franchise taxes, real or personal property taxes, or income taxes; and
(4) Include shipping or delivery charges only as authorized in this Contract.

c.   	The timeframe for payment (or any discounts) begins only when the State is in receipt of an invoice that meets the minimum requirements of this Section C.5.

C.6.	Payment of Invoice.  A payment by the State shall not prejudice the State's right to object to or question any payment, invoice, or other matter.  A payment by the State shall not be construed as acceptance of goods delivered, any part of the services provided, or as approval of any amount invoiced.  

C.7.	Invoice Reductions.  The Contractor's invoice shall be subject to reduction for amounts included in any invoice or payment that is determined by the State, on the basis of audits conducted in accordance with the terms of this Contract, to not constitute proper compensation for goods delivered or services provided.  

C.8.	Deductions.  The State reserves the right to deduct from amounts, which are or shall become due and payable to the Contractor under this or any contract between the Contractor and the State of Tennessee, any amounts that are or shall become due and payable to the State of Tennessee by the Contractor.

C.9.	Prerequisite Documentation.  The Contractor shall not invoice the State under this Contract until the State has received the following, properly completed documentation.  

[bookmark: _DV_M60][bookmark: _DV_C27][bookmark: _DV_M61]a.	The Contractor shall complete, sign, and present to the State the "Authorization Agreement for Automatic Deposit Form" provided by the State.  By doing so, the Contractor acknowledges and agrees that, once this form is received by the State, payments to the Contractor, under this or any other contract the Contractor has with the State of Tennessee, may be made by ACH; and

[bookmark: _DV_M62]b.	The Contractor shall complete, sign, and return to the State the State-provided W-9 form.  The taxpayer identification number on the W-9 form must be the same as the Contractor's Federal Employer Identification Number or Social Security Number referenced in the Contractor’s Edison registration information.

D.	MANDATORY TERMS AND CONDITIONS:

D.1.	Required Approvals.  The State is not bound by this Contract until it is duly approved by the Parties and all appropriate State officials in accordance with applicable Tennessee laws and regulations.  Depending upon the specifics of this Contract, this may include approvals by the Commissioner of Finance and Administration, the Commissioner of Human Resources, the Comptroller of the Treasury, and the Chief Procurement Officer.  Approvals shall be evidenced by a signature or electronic approval. 

D.2.	Communications and Contacts.  All instructions, notices, consents, demands, or other communications required or contemplated by this Contract, other than information or data that is necessary for one or more Contract deliverables, shall be in writing and shall be made by certified, first class mail, return receipt requested and postage prepaid, by overnight courier service with an asset tracking system, or by email or facsimile transmission with recipient confirmation.  All communications, regardless of method of transmission, shall be addressed to the respective Party at the appropriate mailing address, facsimile number, or email address as stated below or any other address provided in writing by a Party.

The State:

Department of Finance and Administration
	Division of Health Care Finance and Administration
	310 Great Circle Road
	Nashville TN 37243
	Telephone # (615) 507-6443 
	FAX # (615) 253-5607


The Contractor:

Contractor Contact Name & Title
Contractor Name
Address
Email Address
Telephone #  Number
FAX #  Number

All instructions, notices, consents, demands, or other communications shall be considered effective upon receipt or recipient confirmation as may be required.

	All information or data that is necessary for one or more deliverables set forth in this Contract shall be transmitted between HCFA and Contractor via the data transfer method specified in advance by HCFA.  This may include, but shall not be limited to, transfer through HCFA’s SFTP system.  Failure by the Contractor to transmit information or data that is necessary for a deliverable in the manner specified by HCFA, may, at the option of HCFA, result in Liquidated Damages as set forth on Contract Attachment B hereto.

D.3.	Modification and Amendment.  This Contract may be modified only by a written amendment signed by all Parties and approved by all applicable State officials.

D.4.	Subject to Funds Availability.  The Contract is subject to the appropriation and availability of State or federal funds.  In the event that the funds are not appropriated or are otherwise unavailable, the State reserves the right to terminate this Contract upon written notice to the Contractor.  The State’s exercise of its right to terminate this Contract shall not constitute a breach of Contract by the State.  Upon receipt of the written notice, the Contractor shall cease all work associated with the Contract.  If the State terminates this Contract due to lack of funds availability, the Contractor shall be entitled to compensation for all conforming goods requested and accepted by the State and for all satisfactory and authorized services completed as of the termination date.  Should the State exercise its right to terminate this Contract due to unavailability of funds, the Contractor shall have no right to recover from the State any actual, general, special, incidental, consequential, or any other damages of any description or amount.

D.5.	Termination for Convenience.  The State may terminate this Contract for convenience without cause and for any reason.  The State shall give the Contractor at least thirty (30) days written notice before the termination date.  The Contractor shall be entitled to compensation for all conforming goods delivered and accepted by the State or for satisfactory, authorized services completed as of the termination date.  In no event shall the State be liable to the Contractor for compensation for any goods neither requested nor accepted by the State or for any services neither requested by the State nor satisfactorily performed by the Contractor.  In no event shall the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor of any liability to the State for any damages or claims arising under this Contract.

D.6.	Termination for Cause.  If the Contractor fails to properly perform its obligations under this Contract in a timely or proper manner, or if the Contractor materially violates any terms of this Contract (“Breach Condition”),the State shall have the right to immediately terminate the Contract and withhold payments in excess of compensation for completed services or provided goods.  Notwithstanding the above, the Contractor shall not be relieved of liability to the State for damages sustained by virtue of any Breach Condition and the State may seek other remedies allowed at law or in equity for breach of this Contract.

D.7.	Assignment and Subcontracting.  The Contractor shall not assign this Contract or enter into a subcontract for any of the goods or services provided under this Contract without the prior written approval of the State.  Notwithstanding any use of the approved subcontractors, the Contractor shall be the prime contractor and responsible for compliance with all terms and conditions of this Contract.  The State reserves the right to request additional information or impose additional terms and conditions before approving an assignment of this Contract in whole or in part or the use of subcontractors in fulfilling the Contractor’s obligations under this Contract.  

D.8.	Conflicts of Interest.  The Contractor warrants that no part of the Contractor’s compensation shall be paid directly or indirectly to an employee or official of the State of Tennessee as wages, compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or consultant to the Contractor in connection with any work contemplated or performed under this Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if the Contractor is, or within the past six (6) months has been, an employee of the State of Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual who is, or within the past six (6) months has been, an employee of the State of Tennessee.  

D.9.	Nondiscrimination.  The Contractor hereby agrees, warrants, and assures that no person shall be excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination in the performance of this Contract or in the employment practices of the Contractor on the grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or any other classification protected by federal or state law.  The Contractor shall, upon request, show proof of nondiscrimination and shall post in conspicuous places, available to all employees and applicants, notices of nondiscrimination.  In addition, the Contractor shall comply with the provisions of Contract Section E.26 (Nondiscrimination Compliance Requirements) and this Section D.9 shall not be deemed to limit or abridge any requirement set forth in Section E.26.  

D.10.	Prohibition of Illegal Immigrants.  The requirements of Tenn. Code Ann. § 12-3-309 addressing the use of illegal immigrants in the performance of any contract to supply goods or services to the state of Tennessee, shall be a material provision of this Contract, a breach of which shall be grounds for monetary and other penalties, up to and including termination of this Contract.

a.	The Contractor agrees that the Contractor shall not knowingly utilize the services of an illegal immigrant in the performance of this Contract and shall not knowingly utilize the services of any subcontractor who will utilize the services of an illegal immigrant in the performance of this Contract.  The Contractor shall reaffirm this attestation, in writing, by submitting to the State a completed and signed copy of the document at Attachment C, semi-annually during the Term.  If the Contractor is a party to more than one contract with the State, the Contractor may submit one attestation that applies to all contracts with the State.  All Contractor attestations shall be maintained by the Contractor and made available to State officials upon request.

b.	Prior to the use of any subcontractor in the performance of this Contract, and semi-annually thereafter, during the Term, the Contractor shall obtain and retain a current, written attestation that the subcontractor shall not knowingly utilize the services of an illegal immigrant to perform work under this Contract and shall not knowingly utilize the services of any subcontractor who will utilize the services of an illegal immigrant to perform work under this Contract.  Attestations obtained from subcontractors shall be maintained by the Contractor and made available to State officials upon request.

c.	The Contractor shall maintain records for all personnel used in the performance of this Contract.  Contractor’s records shall be subject to review and random inspection at any reasonable time upon reasonable notice by the State.

d.	The Contractor understands and agrees that failure to comply with this section will be subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring after its effective date. 

e.	For purposes of this Contract, "illegal immigrant" shall be defined as any person who is not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose physical presence in the United States is authorized; (iv) allowed by the federal Department of Homeland Security and who, under federal immigration laws or regulations, is authorized to be employed in the U.S.; or (v) is otherwise authorized to provide services under the Contract.

D.11.	Records.  The Contractor shall maintain documentation for all charges under this Contract.  The books, records, and documents of the Contractor, for work performed or money received under this Contract, shall be maintained for a period of five (5) full years from the date of the final payment and shall be subject to audit at any reasonable time and upon reasonable notice by the State, the Comptroller of the Treasury, or their duly appointed representatives.  The financial statements shall be prepared in accordance with generally accepted accounting principles.

D.12.	Monitoring.  The Contractor’s activities conducted and records maintained pursuant to this Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the Treasury, or their duly appointed representatives.

D.13.	Progress Reports.  The Contractor shall submit brief, periodic, progress reports to the State as requested.

D.14.	Strict Performance.  Failure by any Party to this Contract to require, in any one or more cases, the strict performance of any of the terms, covenants, conditions, or provisions of this Contract shall not be construed as a waiver or relinquishment of any term, covenant, condition, or provision.  No term or condition of this Contract shall be held to be waived, modified, or deleted except by a written amendment signed by the Parties.

D.15.	Independent Contractor.  The Parties shall not act as employees, partners, joint venturers, or associates of one another.  The Parties are independent contracting entities. Nothing in this Contract shall be construed to create an employer/employee relationship or to allow either Party to exercise control or direction over the manner or method by which the other transacts its business affairs or provides its usual services.  The employees or agents of one Party are not employees or agents of the other Party.

D.16	Patient Protection and Affordable Care Act.  The Contractor agrees that it will be responsible for compliance with the Patient Protection and Affordable Care Act (“PPACA”) with respect to itself and its employees, including any obligation to report health insurance coverage, provide health insurance coverage, or pay any financial assessment, tax, or penalty for not providing health insurance.  The Contractor shall indemnify the State and hold it harmless for any costs to the State arising from Contractor’s failure to fulfill its PPACA responsibilities for itself or its employees.
		
D.17.	Limitation of State’s Liability.  The State shall have no liability except as specifically provided in this Contract.  In no event will the State be liable to the Contractor or any other party for any lost revenues, lost profits, loss of business, decrease in the value of any securities or cash position, time, money, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential damages of any nature, whether based on warranty, contract, statute, regulation, tort (including but not limited to negligence), or any other legal theory that may arise under this Contract or otherwise.  The State’s total liability under this Contract (including any exhibits, schedules, amendments or other attachments to the Contract) or otherwise shall under no circumstances exceed the Maximum Liability.  This limitation of liability is cumulative and not per incident. 

D.18.	Limitation of Contractor’s Liability. In accordance with Tenn. Code Ann. § 12-3-701, the 	Contractor’s liability for all claims arising under this Contract shall be limited to an amount equal 	to two (2) times the Maximum Liability amount detailed in Section C.1. and as may be amended, 	PROVIDED THAT in no event shall this Section limit the liability of the Contractor for: (i) 	intellectual property or any Contractor indemnity obligations for infringement for third-party 	intellectual property rights; (ii) any claims covered by any specific provision in the Contract 	providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent 	conduct, or acts or omissions that result in personal injuries or death.


D.19.	Hold Harmless.  The Contractor agrees to indemnify and hold harmless the State of Tennessee as well as its officers, agents, and employees from and against any and all claims, liabilities, losses, and causes of action which may arise, accrue, or result to any person, firm, corporation, or other entity which may be injured or damaged as a result of acts, omissions, or negligence on the part of the Contractor, its employees, or any person acting for or on its or their behalf relating to this Contract.  The Contractor further agrees it shall be liable for the reasonable cost of attorneys for the State to enforce the terms of this Contract.

In the event of any suit or claim, the Parties shall give each other immediate notice and provide all necessary assistance to respond. The failure of the State to give notice shall only relieve the Contractor of its obligations under this Section to the extent that the Contractor can demonstrate actual prejudice arising from the failure to give notice.  This Section shall not grant the Contractor, through its attorneys, the right to represent the State in any legal matter, as the right to represent the State is governed by Tenn. Code Ann. § 8-6-106.

D.20.    HIPAA Compliance. The State and Contractor shall comply with obligations under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), Health Information Technology for Economic and Clinical Health (“HITECH”) Act and any other relevant laws and regulations regarding privacy (collectively the “Privacy Rules”).  The obligations set forth in this Section shall survive the termination of this Contract.

a.	Contractor warrants to the State that it is familiar with the requirements of the Privacy Rules, and will comply with all applicable requirements in the course of this Contract.

b.	Contractor warrants that it will cooperate with the State, including cooperation and coordination with State privacy officials and other compliance officers required by the Privacy Rules, in the course of performance of the Contract so that both parties will be in compliance with the Privacy Rules.

c.	The State and the Contractor will sign documents, including but not limited to business associate agreements, as required by the Privacy Rules and that are reasonably necessary to keep the State and Contractor in compliance with the Privacy Rules.  This provision shall not apply if information received or delivered by the parties under this Contract is NOT “protected health information” as defined by the Privacy Rules, or if the Privacy Rules permit the parties to receive or deliver the information without entering into a business associate agreement or signing another document.

d.	The Contractor will indemnify the State and hold it harmless for any violation by the Contractor or its subcontractors of the Privacy Rules.  This includes the costs of responding to a breach of protected health information, the costs of responding to a government enforcement action related to the breach, and any fines, penalties, or damages paid by the State because of the violation.

D.21.	Tennessee Consolidated Retirement System.   Subject to statutory exceptions contained in Tenn. Code Ann. §§ 8-36-801, et seq., the law governing the Tennessee Consolidated Retirement System (“TCRS”), provides that if a retired member of TCRS, or of any superseded system administered by TCRS, or of any local retirement fund established under Tenn. Code Ann. §§ 8-35-101, et seq., accepts State employment, the member's retirement allowance is suspended during the period of the employment.  Accordingly and notwithstanding any provision of this Contract to the contrary, the Contractor agrees that if it is later determined that the true nature of the working relationship between the Contractor and the State under this Contract is that of “employee/employer” and not that of an independent contractor, the Contractor, if a retired member of TCRS, may be required to repay to TCRS the amount of retirement benefits the Contractor received from TCRS during the Term.

D.22.	Tennessee Department of Revenue Registration. The Contractor shall comply with all applicable registration requirements contained in Tenn. Code Ann. §§ 67-6-601 – 608.  Compliance with applicable  registration requirements is a material requirement of this Contract.

D.23.	Debarment and Suspension.  The Contractor certifies, to the best of its knowledge and belief, that it, its current and future principals, its current and future subcontractors and their principals:

a.	are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from covered transactions by any federal or state department or agency;

b.	have not within a three (3) year period preceding this Contract been convicted of, or had a civil judgment rendered against them from commission of fraud, or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (federal, state, or local) transaction or grant under a public transaction; violation of federal or state antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification, or destruction of records, making false statements, or receiving stolen property;

c.	are not presently indicted or otherwise criminally or civilly charged by a government entity (federal, state, or local) with commission of any of the offenses detailed in section b. of this certification;  and

d.	have not within a three (3) year period preceding this Contract had one or more public transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that there was an earlier failure to disclose information or that due to changed circumstances, its principals or the principals of its subcontractors are excluded or disqualified.

D.24.	Force Majeure.   “Force Majeure Event” means fire, flood, earthquake, elements of nature or acts of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other similar cause beyond the reasonable control of the Party except to the extent that the non-performing Party is at fault in failing to prevent or causing the default or delay, and provided that the default or delay cannot reasonably be circumvented by the non-performing Party through the use of alternate sources, workaround plans or other means.  A strike, lockout or labor dispute shall not excuse either Party from its obligations under this Contract.  Except as set forth in this Section, any failure or delay by a Party in the performance of its obligations under this Contract arising from a Force Majeure Event is not a default under this Contract or grounds for termination.  The non-performing Party will be excused from performing those obligations directly affected by the Force Majeure Event, and only for as long as the Force Majeure Event continues, provided that the Party continues to use diligent, good faith efforts to resume performance without delay.  The occurrence of a Force Majeure Event affecting Contractor’s representatives, suppliers, subcontractors, customers or business apart from this Contract is not a Force Majeure Event under this Contract.  Contractor will promptly notify the State of any delay caused by a Force Majeure Event (to be confirmed in a written notice to the State within one (1) day of the inception of the delay) that a Force Majeure Event has occurred, and will describe in reasonable detail the nature of the Force Majeure Event.  If any Force Majeure Event results in a delay in Contractor’s performance longer than forty-eight (48) hours, the State may, upon notice to Contractor: (a) cease payment of the fees until Contractor resumes performance of the affected obligations; or (b) immediately terminate this Contract or any purchase order, in whole or in part, without further payment except for fees then due and payable.  Contractor will not increase its charges under this Contract or charge the State any fees other than those provided for in this Contract as the result of a Force Majeure Event.

D.25	State and Federal Compliance.  The Contractor shall comply with all applicable state and federal laws and regulations in the performance of this Contract. In addition, the Contractor shall comply with the provisions of Contract Section E.16, (Applicable Laws, Rules, Policies and Court Orders),  and this Section D.25 shall not be deemed to limit or abridge any requirement set forth in Section E.16. 

D.26.	Governing Law.  This Contract shall be governed by and construed in accordance with the laws of the State of Tennessee.  The Tennessee Claims Commission or the state or federal courts in Tennessee shall be the venue for all claims, disputes, or disagreements arising under this Contract.  The Contractor acknowledges and agrees that any rights, claims, or remedies against the State of Tennessee or its employees arising under this Contract shall be subject to and limited to those rights and remedies available under Tenn. Code Ann. §§ 9-8-101 - 407.

D.27.	Entire Agreement.  This Contract is complete and contains the entire understanding between the Parties relating to its subject matter, including all the terms and conditions of the Parties’ agreement.  This Contract supersedes any and all prior understandings, representations, negotiations, and agreements between the Parties, whether written or oral.

D.28.	Severability.  If any terms and conditions of this Contract are held to be invalid or unenforceable as a matter of law, the other terms and conditions of this Contract shall not be affected and shall remain in full force and effect.  The terms and conditions of this Contract are severable.

D.29.	Headings.  Section headings of this Contract are for reference purposes only and shall not be construed as part of this Contract.

D.30.	Incorporation of Additional Documents.  Each of the following documents is included as a part of this Contract by reference.  In the event of a discrepancy or ambiguity regarding the Contractor’s duties, responsibilities, and performance under this Contract, these items shall govern in order of precedence below:

a. any amendment to this Contract, with the latter in time controlling over any earlier amendments;
b. this Contract with any attachments or exhibits (excluding the items listed at subsections c. through f., below), which includes Attachment A, Terms and Definitions, Attachment B, Performance Standards and Liquidated Damages, and Attachment C, Attestation RE: Personnel Used in Performance.
c. any clarifications of or addenda to the Contractor’s proposal seeking this Contract;
d. the State solicitation, as may be amended, requesting responses in competition for this Contract;
e. any technical specifications provided to proposers during the procurement process to award this Contract; and,
f. the Contractor’s response seeking this Contract.

E.	SPECIAL TERMS AND CONDITIONS:

E.1.	Conflicting Terms and Conditions.  Should any of these special terms and conditions conflict with any other terms and conditions of this Contract, the special terms and conditions shall be subordinate to the Contract’s other terms and conditions. 

E.2.	Confidentiality of Records. Strict standards of confidentiality of records and information shall be maintained in accordance with applicable state and federal law.  All material and information, regardless of form, medium or method of communication, provided to the Contractor by the State or acquired by the Contractor on behalf of the State that is regarded as confidential under state or federal law shall be regarded as “Confidential Information.”  Nothing in this Section shall permit Contractor to disclose any Confidential Information, regardless of whether it has been disclosed or made available to the Contractor due to intentional or negligent actions or inactions of agents of the State or third parties.  Confidential Information shall not be disclosed except as required or permitted under state or federal law.  The Contractor shall only use Confidential information for activities pursuant to and related to the performance of the Contract. Contractor shall take all necessary steps to safeguard the confidentiality of such material or information in conformance with applicable state and federal law.   
             
             The obligations set forth in this Section shall survive the termination of this Contract.

E.3	State Ownership of Goods.  The State shall have ownership, right, title, and interest in all goods provided by Contractor under this Contract including full rights to use the goods and transfer title in the goods to any third parties.

E.4	Ownership of Software and Work Products.
 
a.	Definitions.

(1)	“Contractor-Owned Software,” shall mean commercially available software the rights to which are owned by Contractor, including but not limited to commercial “off-the-shelf” software which is not developed using State’s money or resources.

(2)	“Custom-Developed Application Software,” shall mean customized application software developed by Contractor solely for State.

(3)	“Rights Transfer Application Software,” shall mean any pre-existing application software owned by Contractor or a third party, provided to State and to which Contractor will grant and assign, or will facilitate the granting and assignment of, all rights, including the source code, to State. 

(4)	“Third-Party Software,” shall mean software not owned by the State or the Contractor.

(5)	“Work Product,” shall mean all deliverables exclusive of hardware, such as software, software source code, documentation, planning, etc., that are created, designed, developed, or documented by the Contractor exclusively for the State during the course of the project using State’s money or resources, including Custom-Developed Application Software.  If the deliverables under this Contract include Rights Transfer Application Software, the definition of Work Product shall also include such software. Work Product shall not include Contractor-Owned Software or Third-Party Software.

b.	Rights and Title to the Software

(1)	All right, title and interest in and to the Contractor-Owned Software shall at all times remain with Contractor, subject to any license granted under this Contract.  

(2)	All right, title and interest in and to the Work Product, and to modifications thereof made by State, including without limitation all copyrights, patents, trade secrets and other intellectual property and other proprietary rights embodied by and arising out of the Work Product, shall belong to State.  To the extent such rights do not automatically belong to State, Contractor hereby assigns, transfers, and conveys all right, title and interest in and to the Work Product, including without limitation the copyrights, patents, trade secrets, and other intellectual property rights arising out of or embodied by the Work Product.  Contractor and its employees, agents, contractors or representatives shall execute any other documents that State or its counsel deem necessary or desirable to document this transfer or allow State to register its claims and rights to such intellectual property rights or enforce them against third parties.

(3)	All right, title and interest in and to the Third-Party Software shall at all times remain with the third party, subject to any license granted under this Contract.

c.	The Contractor may use for its own purposes the general knowledge, skills, experience, ideas, concepts, know-how, and techniques obtained and used during the course of performing under this Contract. The Contractor may develop for itself, or for others, materials which are similar to or competitive with those that are produced under this Contract.

E.5	State Furnished Property.  The Contractor shall be responsible for the correct use, maintenance, and protection of all articles of nonexpendable, tangible personal property furnished by the State for the Contractor’s use under this Contract.  Upon termination of this Contract, all property furnished by the State shall be returned to the State in the same condition as when received, less reasonable wear and tear.  Should the property be destroyed, lost, or stolen, the Contractor shall be responsible to the State for the fair market value of the property at the time of loss.

E.6	Work Papers Subject to Review.  The Contractor shall make all audit, accounting, or financial analysis work papers, notes, and other documentation available for review by the Comptroller of the Treasury or his representatives, upon request, during normal working hours either while the analysis is in progress or subsequent to the completion of this Contract.

E.7	Prohibited Advertising or Marketing.  The Contractor shall not suggest or imply in advertising or marketing materials that Contractor's goods or services are endorsed by the State.  The restrictions on Contractor advertising or marketing materials under this Section shall survive the termination of this Contract.

E.8.	Lobbying.  The Contractor certifies, to the best of its knowledge and belief, that: 

a.	No federally appropriated funds have been paid or will be paid, by or on behalf of the Contractor, to any person for influencing or attempting to influence an officer or employee of an agency, a member of Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with the awarding of any federal contract, the making of any federal grant, the making of any federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any federal contract, grant, loan, or cooperative agreement.

b.	If any funds other than federally appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a member of Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with any contract, grant, loan, or cooperative agreement, the Contractor shall complete and submit Standard Form-LLL, “Disclosure Form to Report Lobbying,'' in accordance with its instructions.

c.	The Contractor shall require that the language of this certification be included in the award documents for all sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose accordingly.  

	This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into and is a prerequisite for making or entering into this transaction imposed by 31 U.S.C. § 1352.

E.9	Intellectual Property.  The Contractor agrees to indemnify and hold harmless the State of Tennessee as well as its officers, agents, and employees from and against any and all claims or suits which may be brought against the State concerning or arising out of any claim of an alleged patent, copyright, trade secret or other intellectual property infringement.  In any such claim or action brought against the State, the Contractor shall satisfy and indemnify the State for the amount of any settlement or final judgment, and the Contractor shall be responsible for all legal or other fees or expenses incurred by the State arising from any such claim. The State shall give the Contractor notice of any such claim or suit and full right and opportunity to conduct the Contractor’s own defense thereof, however, the failure of the State to give such notice shall only relieve Contractor of its obligations under this Section to the extent Contractor can demonstrate actual prejudice arising from the State’s failure to give notice. This Section shall not grant the Contractor, through its attorneys, the right to represent the State of Tennessee in any legal matter, as provided in Tenn. Code Ann.  § 8-6-106.

E.10.    Liquidated Damages.  If failure to comply with requirements of this contract occurs, 
            (“Liquidated Damages Event”), the State may assess damages on Contractor (“Liquidated Damages”).  The State shall notify the Contractor of amounts to be assessed as Liquidated Damages.  The Parties agree that due to the complicated nature of the Contractor’s obligations under this Contract it would be difficult to specifically designate a monetary amount for Contractor’s failure to fulfill its obligations regarding the Liquidated Damages Event as these amounts are likely to be uncertain and not easily proven.  Contractor has carefully reviewed the Liquidated Damages contained in Attachment B and agrees that these amounts represent a reasonable relationship between the amount and what might reasonably be expected in the event of a Liquidated Damages Event, and are a reasonable estimate of the damages that would occur from a Liquidated Damages Event. The Contractor agrees that the Liquidated Damages are in addition to any amounts Contractor may owe the State pursuant to the indemnity provision or any other sections of this Contract.

The State is not obligated to assess Liquidated Damages before availing itself of any other remedy.   The State may choose to avail itself of any other remedy available under this Contract or at law or equity.

E.11	Partial Takeover of Contract.  The State may, at its convenience and without cause, exercise a partial takeover of any service that the Contractor is obligated to perform under this Contract, including any service which is the subject of a subcontract between Contractor and a third party (a “Partial Takeover”).  A Partial Takeover of this Contract by the State shall not be deemed a breach of contract.  The Contractor shall be given at least thirty (30) days prior written notice of a Partial Takeover.  The notice shall specify the areas of service the State will assume and the date the State will be assuming.   The State’s exercise of a Partial Takeover shall not alter the Contractor’s other duties and responsibilities under this Contract.   The State reserves the right to withhold from the Contractor any amounts the Contractor would have been paid but for the State’s exercise of a Partial Takeover.  The amounts shall be withheld effective as of the date the State exercises its right to a Partial Takeover.   The State’s exercise of its right to a Partial Takeover of this Contract shall not entitle the Contractor to any actual, general, special, incidental, consequential, or any other damages irrespective of any description or amount.

E.12	Unencumbered Personnel.  The Contractor shall not restrict its employees, agents, subcontractors or principals who perform services for the State under this Contract from performing the same or similar services for the State after the termination of this Contract, either as a State employee, an independent contractor, or an employee, agent, subcontractor or principal of another contractor with the State.

E.13.	Personally Identifiable Information.  While performing its obligations under this Contract, Contractor may have access to Personally Identifiable Information held by the State (“PII”).  For the purposes of this Contract, “PII” includes “Nonpublic Personal Information” as that term is defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and the rules and regulations thereunder, all as may be amended or supplemented from time to time (“GLBA”) and personally identifiable information and other data protected under any other applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal information (“Privacy Laws”).  Contractor agrees it shall not do or omit to do anything which would cause the State to be in breach of any Privacy Laws.  Contractor shall, and shall cause its employees, agents and representatives to: (i) keep PII confidential and may use and disclose PII only as necessary to carry out those specific aspects of the purpose for which the PII was disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; and (ii) implement and maintain appropriate technical and organizational measures regarding information security to: (A) ensure the security and confidentiality of PII; (B) protect against any threats or hazards to the security or integrity of PII; and (C) prevent unauthorized access to or use of PII.  Contractor shall immediately notify State: (1) of any disclosure or use of any PII by Contractor or any of its employees, agents and representatives in breach of this Contract; and (2) of any disclosure of any PII to Contractor or its employees, agents and representatives where the purpose of such disclosure is not known to Contractor or its employees, agents and representatives.  The State reserves the right to review Contractor's policies and procedures used to maintain the security and confidentiality of PII and Contractor shall, and cause its employees, agents and representatives to, comply with all reasonable requests or directions from the State to enable the State to verify and/or procure that Contractor is in full compliance with its obligations under this Contract in relation to PII.  Upon termination or expiration of the Contract or at the State’s direction at any time in its sole discretion, whichever is earlier, Contractor shall immediately return to the State any and all PII which it has received under this Contract and shall
	destroy all records of such PII.

	The Contractor shall report to the State any instances of unauthorized access to or potential disclosure of PII in the custody or control of Contractor (“Unauthorized Disclosure”) that come to the Contractor’s attention.  Any such report shall be made by the Contractor within twenty-four (24) hours after the Unauthorized Disclosure has come to the attention of the Contractor.  Contractor shall take all necessary measures to halt any further Unauthorized Disclosures.  The Contractor, at the sole discretion of the State, shall provide no cost credit monitoring services for individuals whose PII was affected by the Unauthorized Disclosure.  The Contractor shall bear the cost of notification to all individuals affected by the Unauthorized Disclosure, including individual letters and public notice.  The remedies set forth in this Section are not exclusive and are in addition to any claims or remedies available to this State under this Contract or otherwise available at law.

E.14.	Federal Funding Accountability and Transparency Act (FFATA).  This Contract requires the Contractor to provide supplies or services that are funded in whole or in part by federal funds that are subject to FFATA. The Contractor is responsible for ensuring that all applicable requirements, including but not limited to those set forth herein, of FFATA are met and that the Contractor provides information to the State as required.  

The Contractor shall comply with the following:

a.	Reporting of Total Compensation of the Contractor’s Executives. 

(1)	The Contractor shall report the names and total compensation of each of its five most highly compensated executives for the Contractor’s preceding completed fiscal year, if in the Contractor’s preceding fiscal year it received:

i.	80 percent or more of the Contractor’s annual gross revenues from federal procurement contracts and federal financial assistance subject to the Transparency Act, as defined at 2 CFR 170.320 (and subawards); and 
ii.	$25,000,000 or more in annual gross revenues from federal procurement contracts (and subcontracts), and federal financial assistance subject to the Transparency Act (and subawards); and
iii.	The public does not have access to information about the compensation of the executives through periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of 1986. (To determine if the public has access to the compensation information, see the U.S. Security and Exchange Commission total compensation filings at http://www.sec.gov/answers/execomp.htm.).

As defined in 2 C.F.R. § 170.315, “Executive” means officers, managing partners, or any other employees in management positions.

(2)	Total compensation means the cash and noncash dollar value earned by the executive during the Contractor’s preceding fiscal year and includes the following (for more information see 17 C.F.R. § 229.402(c)(2)): 

i.	Salary and bonus. 
ii.	Awards of stock, stock options, and stock appreciation rights. Use the dollar amount recognized for financial statement reporting purposes with respect to the fiscal year in accordance with the Statement of Financial Accounting Standards No. 123 (Revised 2004) (FAS 123R), Shared Based Payments. 
iii.	Earnings for services under non-equity incentive plans. This does not include group life, health, hospitalization or medical reimbursement plans that do not discriminate in favor of executives, and are available generally to all salaried employees. 
iv.	Change in pension value. This is the change in present value of defined benefit and actuarial pension plans. 
v.	Above-market earnings on deferred compensation which is not tax qualified. 
vi.	Other compensation, if the aggregate value of all such other compensation (e.g. severance, termination payments, value of life insurance paid on behalf of the employee, perquisites or property) for the executive exceeds $10,000.

b.	The Contractor must report executive total compensation described above to the State by the end of the month during which this Contract is awarded.  

c.	If this Contract is amended to extend the Term, the Contractor must submit an executive total compensation report to the State by the end of the month in which the term extension becomes effective.

d.	The Contractor will obtain a Data Universal Numbering System (DUNS) number and maintain its DUNS number for the term of this Contract.  More information about obtaining a DUNS Number can be found at:  http://fedgov.dnb.com/webform/

	The Contractor’s failure to comply with the above requirements is a material breach of this Contract for which the State may terminate this Contract for cause.  The State will not be obligated to pay any outstanding invoice received from the Contractor unless and until the Contractor is in full compliance with the above requirements.

E.15	Survival.  The terms, provisions, representations, and warranties contained in Sections D.11 (Records), D.19 (Hold Harmless), D.20 (HIPAA Compliance), E.2 (Confidentiality of Records),E.7 (Prohibited Advertising),E.9 (Intellectual Property) E.13 (Personally Identifiable Information), E.19 (Notification of Breach), E.21 (SSA Data), and E.25 (IRS Data) of this Contract shall survive the completion of performance, termination or expiration of this Contract.

E.16.	Applicable Laws, Rules, Policies and Court Orders. The Contractor agrees to comply with all applicable federal and State laws, rules, regulations, sub-regulatory guidance, executive orders, HCFA waivers, and all current, modified or future Court decrees, orders or judgments applicable to the State’s TennCare and CHIP programs. Such compliance shall be performed at no additional cost to the State.

E.17.	Business Associate.  Contractor hereby acknowledges its designation as a business associate under HIPAA and agrees to comply with all applicable HIPAA regulations. In accordance with the HIPAA regulations, the Contractor shall, at a minimum:

a. Comply with requirements of the HIPAA, including, but not limited to, the transactions and code sets, privacy, security, and identifier regulations.  Compliance includes meeting all required transaction formats and code sets with the specified data sharing agreements required under the regulations;

b. Transmit/receive from/to its providers, subcontractors, clearinghouses and HCFA all transactions and code sets required by HIPAA in the appropriate standard formats, utilizing appropriate and adequate safeguards, as specified under the law and as directed by HCFA so long as HCFA direction does not conflict with the law;
	
c. Agree that if it is not in compliance with all applicable standards defined within the transactions and code sets, privacy, security and all subsequent HIPAA standards, that it will be in breach of this Contract and will then take all reasonable steps to cure the breach or end the violation as applicable. Since inability to meet the transactions and code sets requirements, as well as the privacy and security requirements can bring basic business practices between HCFA and the Contractor and between the Contractor and its providers and/or subcontractors to a halt, if for any reason the Contractor cannot meet the requirements of this Section, HCFA may terminate this Contract.

d. Ensure that Protected Health Information (PHI) exchanged between the Contractor and HCFA is used only for the purposes of treatment, payment, or health care operations and health oversight and its related functions. All PHI not transmitted for these purposes or for purposes allowed under the federal HIPAA regulations shall be de-identified to secure and protect the individual enrollee’s PHI;

e. Report to HCFA’s Privacy Office immediately upon  becoming aware of any use or disclosure of PHI in violation of this Contract by the Contractor, its officers, directors, employees, subcontractors or agents or by a third party to which the Contractor disclosed PHI;


f. Specify in its agreements with any agent or subcontractor that will have access to PHI that such agent or subcontractor agrees to be bound by the same restrictions, terms and conditions that apply to the Contractor pursuant to this Section;

g. Make its internal policies and procedures, records and other documentation related to the use and disclosure of PHI available upon request to the U.S. Secretary of Health and Human Services for the purposes of determining compliance with the HIPAA regulations; 

h. Create and adopt policies and procedures to periodically audit adherence to all HIPAA regulations;


i. Agree to ensure that any agent, including a subcontractor, to whom it provides PHI that was created, received, maintained, or transmitted by or on behalf of HCFA agrees to use reasonable and appropriate safeguards to protect the PHI.

j. If feasible, return or destroy all PHI, in whatever form or medium (including any electronic medium) and all copies of any data or compilations derived from and allowing identification of any individual who is a subject of that PHI upon termination, cancellation, expiration or other conclusion of the Agreement, and in accordance with this Section of this Contract. The Contractor shall complete such return or destruction as promptly as possible, but not later than thirty (30) days after the effective date of the termination, cancellation, expiration or other conclusion of the Agreement. The Contractor shall identify any PHI that cannot feasibly be returned or destroyed. Within such thirty (30) days after the effective date of the termination, cancellation, expiration or other conclusion of the Agreement, the Contractor shall: (1) certify an oath in writing that such return or destruction has been completed; (2) identify any PHI which cannot feasibly be returned or destroyed; and (3) certify that it will only use or disclose such PHI for those purposes that make its return or destruction infeasible;

k. Implement all appropriate administrative, physical and technical safeguards to prevent the use or disclosure of PHI other than pursuant to the terms and conditions of this Contract and, including, but not limited to, privacy, security and confidentiality requirements in 45 CFR Parts 160 and 164;

l. Set up appropriate mechanisms to limit use or disclosure of PHI to the minimum necessary to accomplish the intended purpose of the use or disclosure; 

m. Create and implement policies and procedures to address present and future HIPAA regulatory requirements as needed, including, but not limited to: use and disclosure of data; de-identification of data; minimum necessary access; accounting of disclosures; enrollee’s right to amend, access, request restrictions; notice of privacy practices and right to file a complaint;

n. Provide an appropriate level of training to its staff and employees regarding HIPAA related policies, procedures, enrollee rights and penalties prior to the HIPAA implementation deadlines and at appropriate intervals thereafter;

o. Track training of Contractor staff and employees and maintain signed acknowledgements by staff and employees of the Contractor’s HIPAA policies;

p. Be allowed to use and receive information from HCFA where necessary for the management and administration of this Contract and to carry out business operations where permitted under the regulations;

q. Be permitted to use and disclose PHI for the Contractor’s own legal responsibilities;

r. Adopt the appropriate procedures and access safeguards to restrict and regulate access to and use by Contractor  employees and other persons performing work for the Contractor to have only minimum necessary access to PHI and personally identifiable data within their organization; 

s. Continue to protect and secure PHI and personally identifiable information relating to enrollees who are deceased; and

t. Track all security incidents as defined by HIPAA and, as required by the HIPAA Reports. The Contractor shall periodically report in summary fashion to HCFA such security incidents.   

E.18.	Information Holders. HCFA and the Contractor are “information holders” as defined in TCA 47-18-2107. In the event of a breach of the security of Contractor’s information system, as defined by TCA 47-18-2107, the Contractor shall indemnify and hold HCFA harmless for expenses and/or damages related to the breach. Such obligations shall include, but not be limited to, mailing notifications to affected enrollees. Substitute notice to written notice, as defined by TCA 47-18-2107(e)(2) and (3), shall only be permitted with HCFA’s express written approval. The Contractor shall notify HCFA’s Privacy Office immediately upon becoming aware of any security incident that would constitute a “breach of the security of the system” as defined in TCA 47-18-2107.

E.19.  	Notification of Breach and Notification of Suspected Breach. - The Contractor shall notify HCFA’s Privacy Office immediately upon becoming aware of any incident, either confirmed or suspected, that represents or may represent unauthorized access, use or disclosure of encrypted or unencrypted computerized data that materially compromises the security, confidentiality, or integrity of enrollee PHI maintained or held by the Contractor, including any unauthorized acquisition of enrollee PHI by an employee or otherwise authorized user of the Contractor ’s system. This includes, but is not limited to, loss or suspected loss of remote computing or telework devices such as laptops, PDAs, Blackberrys or other Smartphones, USB drives, thumb drives, flash drives, CDs, and/or disks.

E.20.	Transmission of Contract Deliverables. All information or data that is necessary for one or more deliverable set forth in this Contract shall be transmitted between HCFA and Contractor via the data transfer method specified in advance by HCFA. This may include, but shall not be limited to, transfer through HCFA’s SFTP system. Failure by the Contractor to transmit information or data that is necessary for a deliverable in the manner specified by HCFA, may, at the option of HCFA, result in liquidated damages as set forth on Contract Attachment B, hereto.

E.21.	Social Security Administration (SSA) Required Provisions for Data Security.  The Contractor shall comply with limitations on use, treatment, and safeguarding of data under the Privacy Act of 1974 (5U.S.C. 552a), as amended by the Computer Matching and Privacy Protection Act of 1988, related Office of Management and Budget guidelines, the Federal Information Security Management Act of 2002 (44 U.S.C. §3541, et seq.), and related National Institute of Standards and Technology guidelines. In addition, the Contractor shall have in place administrative, physical, and technical safeguards for data.

a.	The Contractor shall not duplicate in a separate file or disseminate, without prior written permission from HCFA, the data governed by the Contract for any purpose other than that set forth in this Contract for the administration of the HCFA program. Should the Contractor propose a redisclosure of said data, the Contractor must specify in writing to HCFA the data the Contractor proposes to redisclose, to whom, and the reasons that justify the redisclosure. HCFA will not give permission for such redisclosure unless the redisclosure is required by law or essential to the administration of the HCFA program.

b.	The Contractor agrees to abide by all relevant federal laws, restrictions on access, use, and disclosure, and security requirements in this Contract. 

c.	The Contractor shall provide a current list of the employees of such contractor with access to SSA data and provide such lists to HCFA.

d.	The Contractor shall restrict access to the data obtained from HCFA to only those authorized employees who need such data to perform their official duties in connection with purposes identified in this Contract.  The Contractor shall not further duplicate, disseminate, or disclose such data without obtaining HCFA’s prior written approval. 

e.	The Contractor shall ensure that its employees:

(1)	properly safeguard PHI/PII furnished by HCFA under this Contract from loss, theft or inadvertent disclosure;

(2)	understand that they are responsible for safeguarding this information at all times, regardless of whether or not the Contractor employee is at his or her regular duty station;

(3)	ensure that laptops and other electronic devices/ media containing PHI/PII are encrypted and/or password protected;

(4)	send emails containing PHI/PII only if encrypted or if to and from addresses that are secure; and,

(5)	limit disclosure of the information and details relating to a PHI/PII loss only to those with a need to know.

Contractor employees who access, use, or disclose HCFA or HCFA SSA-supplied data in a manner or purpose not authorized by this Contract may be subject to civil and criminal sanctions pursuant to applicable federal statutes.

f.	Loss or Suspected Loss of Data–If an employee of the Contractor becomes aware of suspected or actual loss of PHI/PII, he or she must immediately contact HCFA immediately upon becoming aware to report the actual or suspected loss. The Contractor will use the Loss Worksheet located at http://www.tn.gov/assets/entities/tenncare/attachments/phi_piiworksheet.pdf  to  quickly gather and organize information about the incident. The Contractor must provide HCFA with timely updates as any additional information about the loss of PHI/PII becomes available.

	If the Contractor experiences a loss or breach of said data, HCFA will determine whether or not notice to individuals whose data has been lost or breached shall be provided and the Contractor shall bear any costs associated with the notice or any mitigation.

g.	HCFA may immediately and unilaterally suspend the data flow under this Contract, or terminate this Contract, if HCFA, in its sole discretion, determines that the Contractor has: (1) made an unauthorized use or disclosure of HCFA SSA-supplied data; or (2) violated or failed to follow the terms and conditions of this Contract.
 
h.	This Section further carries out Section 1106(a) of the Act (42 U.S.C. 1306), the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the Privacy of 1974 (5 U.S.C. 552a), as amended by the Computer Matching and Privacy Protection Act of 1988, related Office of Management and Budget ("OMB") guidelines, the Federal Information Security Management Act of 2002 ("FISMA”) (44 U.S.C. 3541 et seq.), and related National Institute of Standards and Technology (“NIST”) guidelines, which provide the requirements that the SSA stipulates that the Contractor must follow with regard to use, treatment, and safeguarding data in the event data is exchanged with a federal information system.

i.	Definitions

(1)	“SSA-supplied data” – information, such as an individual’s social security number, supplied by the Social Security Administration to HCFA to determine entitlement or eligibility for federally-funded programs (CMPPA between SSA and F&A; IEA between SSA and HCFA).

(2)	“Protected Health Information/Personally Identifiable Information” (PHI/PII)(45 C.F.R. 160.103; OMB Circular M-06-19) – Protected health information means individually identifiable health information that is: (i) Transmitted by electronic media; (ii) Maintained in electronic media; or (iii) Transmitted or maintained in any other form or medium.

(3)	“Individually Identifiable Health Information”– information that is a subset of health information, including demographic information collected from an individual, and: (1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and (2) relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and (i) identifies the individual; or (ii) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

(4)	“Personally Identifiable Information” – any information about an individual maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual's identity, such as their name, Social Security Number, date and place of birth, mother's maiden name, biometric records, including any other personal information which can be linked to an individual. 

E.22.	Medicaid and CHIP - The Contractor must provide safeguards that restrict the use or disclosure of information concerning applicants and beneficiaries to purposes directly connected with the administration of the plan:

a.	Purposes directly related to the administration of Medicaid and CHIP include:
	(1) 	establishing eligibility;
	(2) 	determining the amount of medical assistance;
	(3) 	providing services for beneficiaries; and,
	(4) 	conducting or assisting an investigation, prosecution, or civil or criminal 			proceeding related to Medicaid or CHIP administration.

b.	The Contractor must have adequate safeguards to assure that:
(1) 	Information is made available only to the extent necessary to assist in the valid administrative purposes of those receiving the information, and information 
	received under 26 USC is exchanged only with parties authorized to receive that information under that section of the Code; and,
(2) 	the information is adequately stored and processed so that it is protected against unauthorized disclosure for other purposes.

c.	The Contractor must have criteria that govern the types of information about applicants and beneficiaries that are safeguarded. This information must include at least--
		(1) 	Names and addresses;
		(2)	Medical services provided;
		(3) 	Social and economic conditions or circumstances;
		(4) 	Contractor evaluation of personal information;
(5) 	Medical data, including diagnosis and past history of disease or disability
(6) 	Any information received for verifying income eligibility and amount of medical assistance payments, including income information received from SSA or the Internal Revenue Service; 
		(7)	 Any information received for verifying income eligibility and amount of medical 				assistance payments;
		(8)	 Income information received from SSA or the Internal Revenue Service must 				be safeguarded according to Medicaid and CHIP requirements; 
		(9)	Any information received in connection with the identification of legally liable 				third party resources; and.
		(10) 	Social Security Numbers.

d.	The Contractor must have criteria approved by HCFA specifying:
(1) 	the conditions for release and use of information about applicants and beneficiaries:
(2) 	Access to information concerning applicants or beneficiaries must be restricted to persons or Contractor representatives who are subject to standards of confidentiality that are comparable to those of HCFA;
(3)	The Contractor shall not publish names of applicants or beneficiaries; 
(4) 	The Contractor shall obtain permission from a family or individual, whenever possible, before responding to a request for information from an outside source, unless the information is to be used to verify income, eligibility and the amount of medical assistance payment to an authorized individual or entity;
(5) 	If, because of an emergency situation, time does not permit obtaining consent before release, the Contractor shall notify HCFA, the family or individual immediately after supplying the information. 
(6) 	The Contractor’s policies must apply to all requests for information from outside sources, including governmental bodies, the courts, or law enforcement officials.
i.	The Contractor shall notify HCFA of any requests for information on applicants or beneficiaries by other governmental bodies, the courts or law enforcement officials ten (10) days prior to releasing the requested  information.
(7)	If a court issues a subpoena for a case record or for any Contractor representative to testify concerning an applicant or beneficiary, the Contractor must notify HCFA at least ten (10) days prior to the required production date so HCFA may inform the court of the applicable statutory provisions, policies, and regulations restricting disclosure of information. 
(8)	The Contractor shall not request or release information to other parties to verify income, eligibility and the amount of assistance under Medicaid or CHIP, prior to express approval from HCFA.

E.23.	Employees Excluded from Medicare, Medicaid or CHIP.  The Contractor does hereby attest, certify, warrant, and assure that the Contractor shall not knowingly employ, in the performance of this Contract, employees who have been excluded from participation in the Medicare, Medicaid, and/or CHIP programs pursuant to Sections 1128 of the Social Security

E.24.	Offer of Gratuities.  By signing this contract, the Contractor signifies that no member of or a delegate of Congress, nor any elected or appointed official or employee of the State of Tennessee, the federal General Accounting Office, federal Department of Health and Human Services, the Center for Medicare and Medicaid Services, or any other state or federal agency has or will benefit financially or materially from this Contract.  This Contract may be terminated by HCFA as provided in Section D.6, if it is determined that gratuities of any kind were offered to or received by any of the aforementioned officials or employees from the Contractor, its agent, or employees.
	
E.25.	Internal Revenue Service (IRS) Safeguarding Of Return Information:  

a) Performance - In performance of this contract, the contractor agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:

(1)	This provision shall not apply if information received or delivered by the Parties under this Contract is NOT “federal tax returns or return information” as defined by IRS Publication 1075 and IRC 6103. 

	             (2)	All work will be done under the supervision of the contractor or the contractor's employees.  The contractor and the contractor’s employees with access to or who use FTI must meet the background check requirements defined in IRS Publication 1075.

(3) 	Any Federal tax returns or return information (hereafter referred to as returns or
	return information) made available in any format shall be used only for the purpose of carrying out the provisions of this contract. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract. Disclosure to anyone other than an officer or employee of the contractor will be prohibited.

(4) 	All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material.

(5) 	The contractor certifies that the data processed during the performance of this contract will be completely purged from all data storage components of his or her computer facility, and no output will be retained by the contractor at the time the work is completed. If immediate purging of all data storage components is not possible, the contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures.

(6) 	Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee. When this is not possible, the contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used.

(7) 	All computer systems receiving, processing, storing, or transmitting Federal tax information must meet the requirements defined in IRS Publication 1075.  To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls. All security features must be available and activated to protect against unauthorized use of and access to Federal tax information. 

(8) 	No work involving Federal tax information furnished under this contract will be subcontracted without prior written approval of the IRS.

(9) 	The contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office.

(10) 	The agency will have the right to void the contract if the contractor fails to provide the safeguards described above.

b) Criminal/Civil Sanctions

(1) 	Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.

(2) 	Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this contract. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the contract. Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC section 7213A and 7431.

(3) 	Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4)   Granting a contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information. Contractors must maintain their authorization to access FTI through annual recertification. The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information).  The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section 10)  For both the initial certification and the annual certification, the contractor should sign, either with ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.

	Inspection - The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the contractor for inspection of the facilities and operations provided for the performance of any work under this contract.  On the basis of such inspection, specific measures may be required in cases where the contractor is found to be noncompliant with contract safe.

E.26.	Nondiscrimination Compliance Requirements. The Contractor shall comply with all applicable federal and state civil rights laws, regulations, rules, and policies and Contract Section D.9 of this Contract.

a) 	In order to demonstrate compliance with the applicable federal and State civil rights laws and regulations, which may include, but are not limited to, Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973, the Americans with Disabilities Act of 1990, the Age Discrimination Act of 1975, and 42 U.S.C. § 18116 the Contractor shall designate a staff person to be responsible for nondiscrimination compliance.  

	The Contractor’s Nondiscrimination Compliance Coordinator (“NCC”) shall be responsible for compliance with the nondiscrimination requirements set forth in this Contract.  The Contractor does not have to require that civil rights compliance be the sole function of the designated NCC staff member.  However, the Contractor shall identify the designated NCC staff member to HCFA by name.

	The Contractor shall report to HCFA, in writing, to the attention of the HCFA Director of the Office of Civil Rights Compliance, within ten (10) calendar days of the commencement of any period of time that the Contractor does not have a designated staff person for nondiscrimination compliance.  At such time that this function is redirected, the name of the staff member who assumed the duties shall be reported in writing to HCFAs within ten (10) calendar days of assuming the duties of the NCC.

(1) 	 	On an annual basis, the NCC shall be responsible for making nondiscrimination training available to all Contractor staff and to its subcontractors that are considered to be recipients of federal financial assistance under this contract. The Contractor shall be able to show documented proof that the training was made available to the Contractor’s staff and to its subcontractors that are considered to be recipients of federal financial assistance under this contract. 

(2)	The Contractor shall, at a minimum, emphasize nondiscrimination in its personnel policies and procedures as it relates to hiring, promoting, operational policies, contracting processes and participation on advisory/planning boards or committees.

(3) 	Prior to implementation of this Contract, Contractor shall provide its written policies and procedures that demonstrate nondiscrimination in the provision of services provided under this Contract to HCFA.  These policies shall include topics, such as, the provision of language services to individuals with Limited English Proficiency and individuals requiring communication assistance in alternative formats and providing other forms of assistance to individuals with disabilities. These nondiscrimination policies and procedures shall be approved in writing by HCFA.

(4)	The Contractor shall keep such records as may be necessary in order to submit timely, complete and accurate compliance reports that may be requested by the U.S. Department of Health and Human Services (“HHS”), HCFA, and the Tennessee Human Rights Commission (“THRC”) or their designees.  If requested, the information shall be provided in a format and timeframe specified by HHS, HCFA, or THRC.  The requested information may be necessary to enable HHS, HCFA, or THRC to ascertain whether the Contractor is complying with the applicable civil rights laws. For example, the Contractor should have available data showing the manner in which services are or will be provided by the program in question, and related data necessary for determining whether any persons are or will be denied such services on the basis of prohibited discrimination.  Further examples of data that could be requested can be found at 45 C.F.R. § 80.6 and 28 C.F.R. § 42.406.

(5)	The Contractor shall permit access as set forth in the applicable civil rights laws, such as, 45 C.F.R. § 80.6 to HHS, HCFA, and THRC or their designees during normal business hours to such of its books, records, accounts, and other sources of information, and its facilities as may be pertinent to ascertain whether the Contractor is complying with the applicable civil rights laws.

(6)	The Contractor shall make available to beneficiaries and participants in HCFA’s programs and other interested persons information regarding the provisions of the applicable civil rights laws as set forth in the implementing regulations, including 45 C.F.R. § 80.6 and 45 C.F.R. § 84.8.  For example, a notification shall state, where appropriate, that the Contractor does not discriminate in admission or access to, or treatment or employment in, its programs or activities. The notification shall also include an identification of the responsible employee designated for its nondiscrimination compliance. This notice shall be considered a vital document and shall be available at a minimum in the English and Spanish languages.   

(7)	The Contractor shall use and have available to individuals HCFA’s discrimination complaint forms for the HCFA program or programs covered under this contract. These discrimination complaint forms shall be provided to individuals upon request.  HCFA’s discrimination complaint forms are vital documents and must be available at a minimum in the English and Spanish languages.  HCFA’s Director  for Civil Rights  Compliance shall work with the Contractor’s NCC on providing the Contractor with the HCFA program’s or programs’ discrimination complaint forms that are required under this contract.       

	The Contractor shall provide assistance to individuals that request that the Contractor assist them with filing discrimination complaints with the HCFA program or programs covered under this contract.  The Contractor shall inform its employees and its providers and subcontractors that are considered to be recipients of federal financial assistance under this contract about how to assist individuals with obtaining discrimination complaint forms and assistance with submitting the forms to the HCFA program or programs covered under this contract.  

 (8)	Written materials provided pursuant to this Contract shall be in plain language and ensure effective communication with Limited English Proficiency (“LEP”) individuals and individuals with disabilities at no expense to these individuals and/or their representatives and shall meet the standards set forth in the applicable civil rights laws and guidance.  Effective Communication may be achieved by providing interpretation and translation services and other forms of auxiliary aids or services, including, Braille and large print and shall be based on the needs of the individual and/or the individual’s representative.  Written materials specific to HCFA’s programs’ members shall be prior approved in writing by HCFA prior to the materials being sent to these individuals. 

(9)	Written materials provided pursuant to this Contract shall include a number individuals can call free of charge for language assistance services. This information shall be considered a vital document and shall be available at a minimum in the English and Spanish languages. 
 
(10)	In addition, written materials shall include information and a toll free number for individuals with disabilities to use in order to request assistance with accessing services or other program benefits that these individuals are entitled to under the applicable federal and state civil rights laws including, but not limited to, Section 504 of the Rehabilitation Act of 1973 and Titles II and III of the Americans with Disabilities Act of 1990. This information shall be considered a vital document and shall be available at a minimum in the English and Spanish languages.  

(11)	Within ninety (90) calendar days of notification from HCFA, all vital Contractor documents related to this Contract shall be translated and available to each Limited English Proficiency (“LEP”) group identified by HCFA in accordance with the applicable standards set forth below: 

(i) 	If a LEP group constitutes five percent (5%) or 1,000, whichever is less, of the population targeted under this Contract, vital documents shall be translated into that LEP language. Translation of other documents, if needed, can be provided orally; or

(ii) 	If there are fewer than fifty (50) individuals in a language group that is part the population targeted under this Contract that reaches the five percent (5%) trigger in (a), the Contractor shall inform those individuals that it does not provide written translation of vital documents but provides written notice in that group’s primary language of the right to receive competent oral interpretation of those written materials, free of cost.

(iii) 	At a minimum, all vital Contractor documents shall be translated and available in Spanish. 

	.

b) 	The Contractor shall submit the following nondiscrimination compliance deliverables to HCFA as follows:

	Annually, HCFA shall provide the Contractor with a Nondiscrimination Compliance Questionnaire.  The Contractor shall answer the questions contained in the Compliance Questionnaire and submit the completed Questionnaire to HCFA within ninety (90) days of the end of the calendar year with any requested documentation, which shall include, the Contractor’s Assurance of Nondiscrimination.  The signature date of the Contractor’s Nondiscrimination Compliance Questionnaire shall be the same as the signature date of the Contractor’s Assurance of Nondiscrimination.  The Nondiscrimination Compliance Questionnaire deliverables shall be in a format specified by HCFA.

	As part of the requested documentation for the Nondiscrimination Compliance Questionnaire, the Contractor shall submit copies of its nondiscrimination policies and procedures that demonstrate nondiscrimination in the provision of its services, programs, or activities provided under this Contract.  These policies shall include topics, such as, the provision of language assistance services for LEP individuals and those requiring effective communication assistance in alternative formats, and providing assistance to individuals with disabilities.  Any nondiscrimination policies and procedures that are specific to HCFA program members shall be prior approved in writing by HCFA.

	Also as part of the requested documentation for the Nondiscrimination Compliance Questionnaire the Contractor shall include reports that capture data for all language assistance services used and provided by the Contractor under this Contract.  One report shall contain the names of the Contractor’s language assistance service providers, the languages that interpretation and translation services are available in, the auxiliary aids or services that were provided and that are available, the hours the language assistance services are available, and the numbers individuals call to access language assistance services. A separate report shall list all requests for language assistance services, including the requestor’s name and identification number, the requested service, the date of the request, the date the service was provided, and the name of the service provider. 

c) 	Discrimination Complaint Investigations. All discrimination complaints against the Contractor and its employees and its subcontractors that are considered to be recipients of federal financial assistance under this contract shall be resolved according to the provisions of this Section and the below subsections:

(1) 	Discrimination Complaints against the Contractor and/or Contractor’s Employees.  When complaints concerning alleged acts of discrimination committed by the Contractor and/or its employees related to the provision of and/or access to one of HCFA’s programs are reported to the Contractor, the Contractor’s NCC shall send such complaints within two (2) business days of receipt to HCFA.  HCFA shall investigate and resolve all alleged acts of discrimination committed by the Contractor and/or its employees. The Contractor shall cooperate with HCFA during the investigation and resolution of such complaints.    HCFA reserves the right to request that the Contractor’s NCC assist with conducting the initial investigations and to suggest resolutions of alleged discrimination complaints.  If HCFA requests that the Contractor’s NCC assist HCFA with conducting the initial investigation, the Contractor’s NCC within five (5) business days from the date of the request shall start the initial investigation. The Contractor’s NCC shall provide HCFA with all requested information, including but not limited to, the identity of the party filing the complaint; the complainant’s relationship to the Contractor; the circumstances of the complaint; date complaint filed; and the Contractor’s suggested resolution.  HCFA shall review the Contractor’s initial investigations and determine the appropriate resolutions for the complaints as set forth in subsection c below.  During the complaint investigation, the Contractor shall have the opportunity to provide HCFA with any information that is relevant to the complaint investigation.  Any documentation or materials related to such investigation shall be considered confidential and not subject to disclosure to any third party, unless disclosure is otherwise required by law.

(2) 	Discrimination Complaints against the Contractor’s Subcontractors that are recipients of federal financial assistance under this Contract. Should complaints concerning alleged acts of discrimination committed by the Contractor’s subcontractors related to the provision of and/or access to one of HCFA’s programs be reported to the Contractor, the Contractor’s nondiscrimination compliance officer shall inform HCFA of such complaints within two (2) business days from the date Contractor learns of such complaints. If HCFA requests that the Contractor’s nondiscrimination compliance officer assist HCFA with conducting the initial investigation, the Contractor’s nondiscrimination compliance officer within five (5) business days from the date of the request shall start the initial investigation. Once an initial investigation has been completed, the Contractor’s nondiscrimination compliance officer shall report his/her determinations to HCFA. At a minimum, the Contractor’s nondiscrimination compliance officer’s report shall include the identity of the party filing the complaint; the complainant’s relationship to the Contractor; the circumstances of the complaint; date complaint filed; and the Contractor’s suggested resolution. HCFA shall review the Contractor’s initial investigations and determine the appropriate resolutions for the complaints as set forth in subsection (3) below. HCFA reserves the right to investigate and resolve all complaints concerning alleged acts of discrimination committed by the Contractor’s subcontractors that are recipients of federal financial assistance under this Contract.  The Contractor’s Providers and Subcontractors that are recipients of federal financial assistance under this Contract shall cooperate with HCFA and the Contractor during discrimination investigations and resolutions.

(3) 	Corrective Action Plans to Resolve Discrimination Complaints.  If a discrimination complaint against the Contractor or its employees or one of its subcontractors who are recipients of federal financial assistance under this contract, is determined by HCFA to be valid, HCFA shall, at its option, either (i) provide the Contractor with a corrective action plan to resolve the complaint, or (ii) request that the Contractor submit a proposed corrective action plan to HCFA for review and approval that specifies what actions the Contractor proposes to take to resolve the discrimination complaint.  Upon provision of the corrective action plan to Contractor by HCFA, or approval of the Contractor’s proposed corrective action plan by HCFA, the Contractor shall implement the approved corrective action plan to resolve the discrimination complaint.  HCFA, in its sole discretion, shall determine when a satisfactory discrimination complaint resolution has been reached and shall notify Contractor of the approved resolution.  A discrimination complaint resolution corrective action plan may consist of approved nondiscrimination training on relevant discrimination topics.  Prior to use, the nondiscrimination training material shall be reviewed and approved by HCFA.  Time periods for the implementation of the corrective action plan nondiscrimination training shall be designated by HCFA. 

d)  	 Electronic and Information Technology Accessibility Requirements. Contractor agrees to comply with the electronic and information technology accessibility requirements under the federal civil rights laws including Section 504 and Section 508 of the Rehabilitation Act of 1973 (“Section 508”) and the Americans with Disabilities Act.   To comply with the accessibility requirements for Web content and non-Web electronic documents and software, the Contractor shall use W3C’s Web Content Accessibility Guidelines (“WCAG”) 2.0 AA (For the W3C’s guidelines see: http://www.w3.org/TR/WCAG20/)  (Two core linked resources are Understanding WCAG 2.0 http://www.w3.org/TR/UNDERSTANDING-WCAG20/ and Techniques for WCAG 2.0 http://www.w3.org/TR/WCAG20-TECHS/).

	Should the Contractor have a designated staff member responsible for Contractor’s electronic and information technology accessibility compliance, the name and contact information for this individual shall be provided to HCFA within ten (10) days of the implementation of this Contract and within ten (10) days of this position being reassigned to another staff member.  

	Prior to the start of this Contract and on an annual basis thereafter, the Contractor’s staff that is designated to work on HCFA’s electronic and information technology projects shall receive training on electronic and information technology accessibility requirements.  The Contractor shall be able to show documented proof that this training was provided.  In addition, Contractor shall provide a copy of its electronic and information technology accessibility training to HCFA upon request.

	Contractor agrees to perform regularly scheduled (i.e., automatic) scans and manual testing for WCAG 2.0 AA compliance for all user content and applications in order to meet the standards for compliance.  The Contractor must ensure that any system additions, updates, changes or modifications comply with WCAG 2.0 AA. Commercial Off-the-shelf (“COTS”) products may be used to verify aspects of WCAG 2.0 AA compliance. 

	Additionally, the Contractor agrees to comply with Title VI of the Civil Rights Act of 1964.  In order to achieve Title VI compliance the Contractor should add a system function that allows users to translate the content into a language other than English.  This requirement may be satisfied by the provision of a link to Google translate or other machine translate tool.

	Should the system or a component of the system fail to comply with the accessibility standards, the Contractor shall develop and submit to HCFA for approval a noncompliance report that identifies the areas of noncompliance, a plan to bring the system or component into compliance, an alternative/work around that provides users with the equivalent access to the content, and a timeframe for achieving that compliance.  HCFA shall review the noncompliance report to determine whether or not it is acceptable and should be implemented.  Once the noncompliance report is approved by HCFA the Contractor may implement the compliance plan. HCFA, in its sole discretion, shall determine when a satisfactory compliance plan resolution has been reached and shall notify the Contractor of the approved resolution. If Contractor is unable to obtain content that conforms to WCAG 2.0 AA, it shall demonstrate through its reporting to HCFA that obtaining or providing accessible content would fundamentally alter the nature of its goods and services or would result in an undue burden.
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                                                                                                                                                                                                                                                          ATTACHMENT A

Scope of Services Terms and Definitions

	Term
	Definition

	
	

	Business Days
	Traditional workdays, including Monday, Tuesday, Wednesday, Thursday, and Friday. State Holidays are excluded.

	Calendar Days
	All seven days of the week.

	CHIP
	The Childrens Health Insurance Program (CHIP) authorized by Title XXI of the Social Security Act.  

	Contract Management Portal
	A separate site to allow for deliverables to be posted for the project team to see.

	CoverKids
	Tennessee’s brand for the stand-alone portion of the CHIP program.  

	Days
	Unless otherwise specified, refers to calendar days.

	Deliverable
	A document, manual, or report (in hard copy, electronic format or specific medium as required) that the Contractor submits to the State to fulfill requirements of this Contract.

	Enrollee
	See “Member”

	FTI
	Federal Tax Information regulated by the Internal Revenue Service

	HCFA
	The Division of Health Care Finance and Administration, which encompasses the Bureau of TennCare, CoverKids, and other programs.

	Holidays
	Days on which official holidays and commemorations as defined in Tennessee Code Annotated (T.C.A.) § 15-1-101 et seq., are observed.

	HIPAA
	Health Insurance Portability and Accountability Act of 1996 (HIPAA) addresses the security and privacy of protected health information as well as requirements regarding electronic transaction standards.

	HITECH
	Health Information Technology for Economic and Clinical Health Act of 2009. Established enhanced privacy and security protections, including the notification of breach incidents and OCR enforcement of security risk assessments.

	Individually Identifiable Health Information
	Information that is a subset of health information, including demographic information collected from an individual, and:
(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and
(3) That identifies the individual; or
(4) With respect to which there is a reasonable basis to believe the information can be used to identify the individual.

	Information Technology
	A combination of computing hardware and software that is used in: (a) the capture, storage, manipulation, movement, control, display, interchange and/or transmission of information, i.e. structured data (which may include digitized audio and video) and documents; and/or (b) the processing of such information for the purposes of enabling and/or facilitating a business process or related transaction.

	InterChange (iC)
	The State’s Medicaid Management Information System (MMIS).

	Member Services
	The business unit within HCFA responsible for eligibility determinations and redeterminations, eligibility appeals, and medical appeals.

	Onsite
	Physically located at the site described in Section A.2.b.

	Personally Identifiable Information (PII)
	Personally Identifiable Information means any information about an individual maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual's identity, such as their name, Social Security Number, date and place of birth, mother's maiden name, biometric records, including any other personal information which can be linked to an individual. 

	Protected Health Information (PHI)
	(1)  Means individually identifiable health information:
that is:
(i) Transmitted by electronic media;
(ii) Maintained in electronic media; or
(iii) Transmitted or maintained in any other form or medium.
(2) Protected health information excludes individually identifiable health information in:
(i) Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g;
(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and

(iii) Employment records held by a covered entity in its role as employer.

	Remote Access
	Any access to an organization information system by a user (or an information system) communicating through an external, non-organization-controlled network (e.g., the Internet). Examples of remote access methods include dial-up, broadband, and wireless.

	Social Security or SSA
	The federal Social Security Administration

	Span of Control
	Information Technology and telecommunications capabilities that the Contractor itself operates or for which it is otherwise legally responsible according to the terms and conditions of this Contract.  The span of control also includes Systems and telecommunications capabilities outsourced by the Contractor.

	System Unavailability
	As measured within the Contractor’s information technology Span of Control, when a system user does not get the complete, correct full-screen response to an input command within three (3) minutes after depressing the “Enter” or other function key.

	TennCare
	Tennessee’s Medicaid program operated by the Bureau of TennCare, Department of Finance and Administration, as a 1115 Demonstration Waiver program (No. 11-W-00151/4).  

	TNHC
	Tennessee Health Connection, which is the public name for TennCare’s Member Services Eligibility Service Center.

	USPS
	United States Postal Service

	Week
	The traditional seven-day week, Sunday through Saturday.

	Workforce Members
	Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity or business associate, is under the direct control of such covered entity or business associate, whether or not they are paid by the covered entity or business associate.





































ATTACHMENT B

Performance Standards and Liquidated Damages
The Performance Standards described in the table below shall be in effect throughout the contract term.  In the sole discretion of the State, Contractor may not be held liable for any liquidated damages resulting from circumstances beyond the Contractor’s control, such as the unavailability of State technology systems or the inability to accept electronic data caused by entities outside the Contractor’s control. In cases in which the performance failure is determined to have been caused at least in part by fault of the State or outside entity, the State may determine the percentage of responsibility it or the outside entity bears for the failure of performance and reduce any liquidated damage by said percentage.

The State may assess liquidated damages in the event the Contractor fails to properly perform its obligations under this Contract in a proper and/or timely manner.  Upon determination that the Contractor has failed to meet one or more of the requirements described in this Contract in a proper and/or timely manner, the State will notify the Contractor in writing of the deficiency and of the potential liquidated damages to be assessed pursuant to the Control Memorandum Process set forth in Contract Section A.11.

Liquidated damages may be assessed in the amounts indicated below for the time period in which the deficiency occurs. Liquidated damages may be retroactive to the date of notice of deficiency and continue until such time as the Director of HCFA, or his designee, determines the deficiency has been cured.  The liquidated damages will be deducted by the State from any monthly payment due to the Contractor.

For all Performance Standards measured in percentages, calculations for said percentages shall be made using the following standard: less than five-tenths (.5) of a percentage point will round down to the nearest percentage point and five-tenths (.5) and over will round up to the nearest percentage point.

A general liquidated damage of five hundred dollars ($500.00) per day/occurrence, as applicable, may be assessed at the sole discretion of the State for any violation of a contract provision that is not specifically listed in the following table.

	
Item
	
Topic

	
Performance Standard
	
Liquidated Damage Amount

	1.
	On time submissions


	      The Contractor shall provide Start-Up deliverables as described in Sections A.6, A.7, A.9, and A.10 by the dates specified in Section A.14. 
	 A maximum of one thousand dollars ($1,000.00) for each day on and after the Contractor fails to submit a start-up deliverable that in the State’s judgment substantially complies with the requirements described herein.

	2.
	Initial Mailing
	The Contractor shall mail one hundred percent (100.0%) of initial mailings described in Section A.2.d.i to each member with a valid postmark on or before January 31st of the year immediately after the tax year for which the data applies.
	 A maximum of one hundred dollars ($100.00) for each instance (each occurrence involving an individual member) in which the Contractor did not mail the initial mailing within the prescribed timeframe; provided, however, total liquidated damages under this section shall not exceed one million five hundred thousand ($1,500,000.00) per month.

	3.
	Subsequent Mailings and Mailings of Amended Forms
	      The Contractor shall mail one hundred percent (100.0%) of 1095-B forms described in Section A.2.d.ii to each member within ten (10) business days of receiving these data from the State or its designee.
	      A maximum of fifty dollars ($50.00) for each instance (each occurrence involving an individual member) in which the Contractor did not mail the initial mailing within the prescribed timeframe; provided, however, total liquidated damages under this section shall not exceed ten thousand ($10,000.00) per month.

	4.
	Regeneration Requests
	The Contractor shall mail one hundred percent (100.0%) of 1095-B forms described in Section A.2.d.iii to each member within ten (10) business days of receiving these data from the State or its designee.
	       A maximum of one hundred dollars ($100.00) for each instance (each occurrence involving an individual member) in which the Contractor did not mail the initial mailing within the prescribed timeframe; provided, however, total liquidated damages under this section shall not exceed twenty thousand ($20,000.00) per month.

	5.
	Electronic Reporting 
	The Contractor shall successfully transmit one hundred percent (100.0%) of electronic reporting described in Section A.2.e to the IRS  before March 31st of the year immediately after the tax year for which the data applies.
	       A maximum of one hundred dollars ($100.00) for each instance (each occurrence involving an individual member) for which the Contractor did not transmit data to the IRS within the prescribed timeframe; provided, however, total liquidated damages under this section shall not exceed one million five hundred thousand ($1,500,000.00) per month.

	6.
	Document Management
	      The DMS shall meet all requirements listed in Section A.4.e.
	       A maximum of one thousand dollars ($1,000.00) for each business day for each requirement in Section A.4.d that is not met.  

	7.
	Reports
	       The Contractor shall accurately produce and deliver all reports specified in Section A.6 and Attachment D according to the date and frequency indicated.









	 A maximum of one hundred dollars ($100.00) for each day following the date that a reporting error is discovered in which the corrected report is not delivered. 
       


	8.
	Problem Notifications
	The Contractor shall provide timely and complete notice as required by A.8.
	 A maximum of fifty thousand dollars ($50,000.00) for each failure of the Contractor to notify the State or provide the written documentation and Corrective Action Plan as required by Section A.8.  However, a maximum of one thousand dollars ($1,000.00) per day of reporting delay for each separate occurrence shall apply for those events described in Section A.8.

	9.
	Project Management
	      The Contractor shall submit the Project Management Plan and associated documents listed in Section A.9.

      
	       A maximum of two thousand dollars ($2,000.00) for each instance where the Contractor fails to submit a project management document.



	10
	HIPAA/HITECH, Privacy/Security
	Failure to comply with HIPAA and HITECH Rules resulting in an unauthorized disclosure of PHI as described in Section E. and HIPAA Business Associate Agreement.
	Up to fifty thousand dollars ($50,000.00) per incident.

	11
	HIPAA/HITECH, Privacy/Security
	Failure to have adequate Privacy and Security Safeguards and Policies as described in Section E and  HIPAA Business Associate Agreement.
	Up to twenty-five thousand dollars ($25,000.00) or Five hundred dollars ($500.00) per recipient per occurrence, AND If the State deems credit monitoring and/or identity theft safeguards are needed to protect those State recipients whose PHI was placed at risk by CONTRACTOR’s failure to comply with the terms of this Agreement, the CONTRACTOR shall be liable for all costs associated with the provision of such safeguard services.

	12
	HIPAA/HITECH, Privacy/Security
	Failure to timely report violations in use and Disclosure of PHI as described in Section E and  HIPAA Business Associate Agreement.
	Five hundred dollars ($500.00) per day that the reporting was not conducted according to time requirements.

	13
	HIPAA/HITECH, Privacy/Security
	Failure to timely report Privacy/Security incidents as described in Section E and. HIPAA Business Associate Agreement.
	Five hundred dollars ($500.00) per day that the reporting was not conducted according to time requirements.


	14
	HIPAA/HITECH, Privacy/Security
	Failure to seek express written approval from the State, including the execution of the appropriate agreements to effectuate transfer and exchange of State recipient PHI or State confidential information including, but not limited to, a data use agreement, trading partner agreement, business associate agreement or qualified protective order prior to the use or disclosure of PHI to a third party for any purpose other than the purpose of this Agreement. (See ancillary Business Associate Agreement executed between the parties) as described in Section E and HIPAA Business Associate Agreement.
	Five hundred dollars ($500.00) per recipient per occurrence.


	15
	HIPAA/HITECH, Privacy/Security
	Failure by the Contractor to prevent the use or disclosure of State recipient data or State confidential data in any form via any medium with any third party beyond the boundaries and jurisdiction of the United States (See ancillary Business Associate Agreement executed between the parties) as described in Section E and HIPAA Business Associate Agreement.
	One thousand dollars ($1,000.00) per recipient per occurrence.


	16
	Medicaid/CHIP Safeguards
	Knowing and willful disclosure of PII in violation of Section E.22

	One thousand dollars ($1,000.00) per person or entity, per use or disclosure.

	17
	SSA
	Failure to secure PII as described in Section E.21 
	 $500 per recipient, per occurrence.







	ATTACHMENT C

	ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE 

	SUBJECT CONTRACT NUMBER:
	

	CONTRACTOR LEGAL ENTITY NAME:
	 

	FEDERAL EMPLOYER IDENTIFICATION NUMBER: 
(or Social Security Number)
	

	
 
The Contractor, identified above, does hereby attest, certify, warrant, and assure that the Contractor shall not knowingly utilize the services of an illegal immigrant in the performance of this Contract and shall not knowingly utilize the services of any subcontractor who will utilize the services of an illegal immigrant in the performance of this Contract.

	

	CONTRACTOR SIGNATURE

	NOTICE:  This attestation MUST be signed by an individual empowered to contractually bind the Contractor.  Attach evidence documenting the individual’s  authority to contractually bind the Contractor, unless the signatory is the Contractor’s chief executive or president.

	

	PRINTED NAME AND TITLE OF SIGNATORY 

	

	DATE OF ATTESTATION 







SOLICITATION ATTACHMENT 2


HEALTH CARE FINANCE AND ADMINISTRATION
HIPAA BUSINESS ASSOCIATE AGREEMENT
IN COMPLIANCE WITH PRIVACY AND SECURITY RULES 

THIS HIPAA BUSINESS ASSOCIATE AGREEMENT (“Agreement”) is between The State of Tennessee, Department of Finance and Administration, Health Care Finance and Administration (“HCFA” or “Covered Entity”),  310 Great Circle Road,  Nashville,  TN 37243  and 												(“Business Associate”), located at									, including all office locations and other business locations at which Business Associate data may be used or maintained.  Covered Entity and Business Associate may be referred to herein individually as “Party” or collectively as “Parties.” 

BACKGROUND

The Parties acknowledge that they are subject to the Privacy and Security Rules (45 C.F.R. Parts 160 and 164) promulgated by the United States Department of Health and Human Services pursuant to the Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191, and as amended by the final rule modifying the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules under the Health Information Technology for Economic and Clinical Health Act (HITECH). If Business Associate provides services to Covered Entity pursuant to one or more contractual relationships, said Agreements are detailed below and hereinafter referred to as “Service Agreements.”

LIST OF AGREEMENTS AFFECTED BY THIS HIPAA BUSINESS ASSOCIATE AGREEMENT:

										    			

										    			

In the course of performing services under a Service Agreement, Business Associate may come into contact with, use, or disclose Protected Health Information (“PHI”).  Said Service Agreements are hereby incorporated by reference and shall be taken and considered as a part of this document the same as if fully set out herein. 

In accordance with the federal privacy and security rules and regulations set forth at 45 C.F.R. Part 160 and Part 164, Subparts A, C, D and E, which require Covered Entity to have a written memorandum with each of its Business Associates, the Parties wish to establish satisfactory assurances that Business Associate will appropriately safeguard PHI that Business Associate may receive (if any) from or on behalf of Covered Entity, and, therefore, execute this Agreement. 

1. DEFINITIONS 

All capitalized terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms defined in 45 C.F.R. Parts 160 through 164 or other applicable law or regulation. A reference in this Agreement to a section in the Privacy or Security Rule means the section as in effect or as amended. 

1.1 “Breach of the Security of the [Business Associate’s Information] System” shall mean the unauthorized acquisition, including, but not limited to, access to, use, disclosure, modification or destruction, of unencrypted computerized data that materially compromises the security, confidentiality, or integrity of personal information maintained by or on behalf of the Covered Entity under the terms of Tenn. Code Ann. § 47-18-2107 and this Agreement. Good faith acquisition of personal information by an employee or agent of the Information Holder for the purposes of the Information Holder is not a Breach of the Security of the System; provided, that the personal information is not used or subject to further unauthorized disclosure.
1.2 “Commercial Use” means obtaining PHI with the intent to sell, transfer or use it for commercial, or personal gain, or malicious harm; sale to third party for consumption, resale, or processing for resale; application or conversion of data to make a profit or obtain a benefit contrary to the spirit of this Agreement, including but not limited to presentation of data or examples of data in a conference or meeting setting where the ultimate goal is to obtain or gain new business.  
1.3 “Confidential Information” shall mean any non-public, confidential or proprietary information, whether written, graphic, oral, electronic, visual or fixed in any tangible medium or expression, which is supplied by HCFA to the Business Associate under this Agreement. Any information, whether written, graphic, oral, electronic, visual or fixed in any tangible medium or expression, relating to individuals enrolled in the HCFA program (“HCFA enrollees”), or relating to individuals who may be potentially enrolled in the HCFA program, which is provided to or obtained through the Business Associate’s performance under this Agreement, shall also be treated as “Confidential Information” to the extent that confidential status is afforded such information under state and federal laws or regulations. All confidential information shall not be subject to disclosure under the Tennessee Public Records Act. 
1.4 “Electronic Signature” means an electronic sound, symbol, or process attached to or logically associated with a record and executed or adopted by a person with the intent to sign the record. 

1.5 “Information Holder” means any person or business that conducts business in this state, or any agency of the state of Tennessee or any of its political subdivisions, that owns or licenses computerized data that includes personal information

1.6 “Marketing” shall have the meaning under 45 C.F.R. § 164.501 and the act or process of promoting, selling, leasing or licensing any HCFA information or data for profit without the express written permission of HCFA. 

2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Privacy Rule) 

2.1	Compliance with the Privacy Rule.  Business Associate shall fully comply with the requirements under the Privacy Rule applicable to "business associates," as that term is defined in the Privacy Rule and not use or further disclose PHI other than as permitted or required by this Agreement, the Service Agreements, or as required by law.  In case of any conflict between this Agreement and the Service Agreements, this Agreement shall govern. 

2.2	HITECH Act Compliance.  The Health Information Technology for Economic and Clinical Health Act (HITECH) was adopted as part of the American Recovery and Reinvestment Act of 2009. HITECH and its implementing regulations impose new requirements on Business Associates with respect to privacy, security, and Breach notification. Business Associate hereby acknowledges and agrees that to the extent it is functioning as a Business Associate of Covered Entity, Business Associate shall comply with any applicable provisions of HITECH. Business Associate and the Covered Entity further agree that the provisions of HIPAA and HITECH that apply to business associates and that are required to be incorporated by reference in a business associate agreement have been incorporated into this Agreement between Business Associate and Covered Entity. Should any provision not be set forth specifically, it is as if set forth in this Agreement in its entirety and is effective as of the Applicable Effective Date, and as amended. 

2.3	Business Management.  Business Associate may use and disclose PHI for the proper management and administration of the Business Associate or to carry out the legal responsibilities of Business Associate. Business Associate may provide data aggregation services relating to the Health Care Operations of HCFA, or as required by law. Business Associate is expressly prohibited from using or disclosing PHI other than as permitted by this Agreement, any associated Service Agreements, or as otherwise permitted or required by law, and is prohibited from uses or disclosures of PHI that would not be permitted if done by the Covered Entity.

2.4	Privacy Safeguards and Policies.  Business Associate shall use appropriate safeguards to prevent use or disclosure of PHI other than as provided for by the Service Agreement(s), this Agreement or as required by law.  This includes the implementation of Administrative, Physical, and Technical Safeguards to reasonably and appropriately protect the Covered Entity’s PHI against any reasonably anticipated threats or hazards, utilizing the technology commercially available to the Business Associate (See also Section 3.2).  The Business Associate shall maintain appropriate documentation of its compliance with the Privacy Rule, including, but not limited to, its policies, procedures, records of training and sanctions of members of its Workforce. 

2.5	Business Associate Contracts.  Business Associate shall require any agent, including a Subcontractor, to whom it provides PHI received from, maintained, created or received by Business Associate on behalf of Covered Entity, or that carries out any duties for the Business Associate involving the use, custody, disclosure, creation of, or access to PHI or other confidential HCFA information, to agree, by written agreement with Business Associate, to the same restrictions and conditions that apply through this Agreement to Business Associate with respect to such information except for the provision at section 4.6, which shall only apply to the Business Associate notwithstanding the requirements in this section 2.5. 

2.6	Mitigation of Harmful Effect of Violations.  Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of the requirements of this Agreement.

2.7	Reporting of Violations in Use and Disclosure of PHI.  Business Associate shall require its employees, agents, and Subcontractors to promptly report to Business Associate immediately upon becoming aware of any use or disclosure of PHI in violation of this Agreement and to report to Covered Entity any use or disclosure of the PHI not provided for by this Agreement.  The Business Associate shall report such violation to Covered Entity immediately upon becoming aware, and in no case later than 48 hours after discovery.

2.8	Breach of Unsecured Protected Health Information.  As required by the Breach Notification Rule, Business Associate shall, and shall require its Subcontractor(s) to, maintain systems to monitor and detect a Breach of Unsecured PHI, whether in paper or electronic form.
2.8.1 Business Associate shall provide to Covered Entity notice of a Breach of Unsecured PHI immediately upon becoming aware of the Breach, and in no case later than 48 hours after discovery.

2.8.2 HCFA shall make the final determination whether the Breach requires notification to affected individuals and whether the notification shall be made by Covered Entity or Business Associate.
 
2.9	Access of Individual to PHI and other Requests to Business Associate.  If Business Associate receives PHI from Covered Entity in a Designated Record Set, Business Associate agrees to provide access to PHI in a Designated Record Set to Covered Entity in order to meet its requirements under 45 C.F.R. § 164.524. If Business Associate receives a request from an Individual for a copy of the Individual's PHI, and the PHI is in the sole possession of the Business Associate, Business Associate will provide the requested copies to the Individual in a timely manner. If Business Associate receives a request for PHI not in its possession and in the possession of the Covered Entity, or receives a request to exercise other Individual rights as set forth in the Privacy Rule, Business Associate shall promptly forward the request to Covered Entity.  Business Associate shall then assist Covered Entity as necessary in responding to the request in a timely manner. If a Business Associate provides copies of PHI to the Individual, it may charge a reasonable fee for the copies as the regulations shall permit. 

2.10	Requests to Covered Entity for Access to PHI.  The Covered Entity shall forward to the Business Associate in a timely manner any Individual’s request for access to or a copy (in any form they choose, provided the PHI is readily producible in that format) of their PHI that shall require Business Associate’s participation, after which the Business Associate shall provide access to or deliver such information as follows:
(a) The Parties understand that if either Party receives a request for access to or copies of PHI from an Individual which the Party may complete with only its own onsite information, the time for such response shall be thirty (30) days, with notification to the Covered Entity upon completion. 
(b) If Covered Entity does not have the requested PHI onsite and directs Business Associate to provide access to or a copy of his/her PHI directly to the Individual, or Individual’s designee, the Business Associate shall have sixty (60) days from the date of the Individual’s request to provide access to PHI or deliver a copy of such information to the Individual.  The Business Associate shall notify the Covered Entity when it completes the response. 
(c) If the Covered Entity receives a request and requires information from the Business Associate in addition to the Covered Entity’s onsite information to fulfill the request, the Business Associate shall have thirty (30) days from date of Covered Entity’s notice to provide access or deliver such information to the Covered Entity so that the Covered Entity may timely respond to the Individual within the sixty (60) day requirement of 45 C.F.R. § 164.524. 
(d) If the Party designated above as responding to the Individual’s request is unable to complete the response to the request in the time provided, that Party shall provide the Individual, or Individual’s designee, with a written statement of the reasons for the delay and the date by which the Party will complete its action on the request.  The Party may extend the response time once for no more than thirty (30) additional days. 
(e)	Business Associates permitted to send an Individual or Individual’s designee unencrypted emails including Electronic PHI if the Individual requests it, provided the Business Associate has advised the Individual of the risk and the Individual still prefers to receive the message by unencrypted email.
(f) 	Business Associate shall develop forms that are designed to collect the necessary written, signed designation that is required in order to permit Individuals to designate recipients of PHI. 

2.11	Individuals’ Request to Amend PHI.  If Business Associate receives PHI from Covered Entity in a Designated Record Set, Business Associate agrees to make any amendments to PHI in a Designated Record Set that Covered Entity directs or agrees to pursuant to 45 C.F.R. § 164.526, regarding an Individual’s request to amend PHI.  The Business Associate shall make the amendment promptly in the time and manner designated by Covered Entity, but shall have thirty (30) days’ notice from Covered Entity to complete the amendment to the Individual’s PHI and to notify the Covered Entity upon completion.  

2.12	Recording of Designated Disclosures of PHI.  Business Associate shall document any and all disclosures of PHI by Business Associate or its agents, including information related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528.  

2.13	Accounting for Disclosures of PHI.  The Business Associate agrees to provide to Covered Entity or to an Individual, or Individual’s designee, in time and manner designated by Covered Entity, information collected in accordance with this Agreement, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. The Covered Entity shall forward the Individual’s request requiring the participation of the Business Associate to the Business Associate in a timely manner, after which the Business Associate shall provide such information as follows:

(a)	If Covered Entity directs Business Associate to provide an accounting of disclosures of the Individual’s PHI directly to the Individual, the Business Associate shall have sixty (60) days from the date of the Individual’s request to provide access to or deliver such information to the Individual or Individual’s designee.  The Covered Entity shall provide notice to the Business Associate in time to allow the Business Associate a minimum of thirty (30) days to timely complete the Individual’s request. 
(b) If the Covered Entity elects to provide the accounting to the Individual, the Business Associate shall have thirty (30) days from date of Covered Entity’s notice of request to provide information for the Accounting to the Covered Entity so that the Covered Entity may timely respond to the Individual within the sixty (60) day period. 
(c) If either of the Parties is unable to complete the response to the request in the times provided above, that Party shall notify the Individual with a written statement of the reasons for the delay and the date by which the Party will complete its action on the request. The Parties may extend the response time once for no more than thirty (30) additional days. 
(d) The accounting of disclosures shall include at least the following information: 
(1) date of the disclosure; 
(2) name of the third party to whom the PHI was disclosed, 
(3) if known, the address of the third party; 
(4) brief description of the disclosed information; and 
(5) brief explanation of the purpose and basis for such disclosure. 
(e) The Parties shall provide one (1) accounting in any twelve (12) months to the Individual without charge. The Parties may charge a reasonable, cost-based fee, for each subsequent request for an accounting by the same Individual if he/she is provided notice and the opportunity to modify his/her request. Such charges shall not exceed any applicable State statutes or rules.

2.14	Minimum Necessary.  Business Associate shall to use reasonable efforts to limit any use, disclosure, or request for use or disclosure of PHI to the minimum amount necessary to accomplish the intended purpose of the use, disclosure, or request in accordance with the requirements of the Privacy Rule.
2.14.1 Business Associate represents to Covered Entity that all its uses and disclosures of, or requests for, PHI shall be the minimum necessary in accordance with the Privacy Rule requirements.

2.14.2 Covered Entity may, pursuant to the Privacy Rule, reasonably rely on any requested disclosure as the minimum necessary for the stated purpose when the information is requested by Business Associate.

2.14.3 Business Associate shall adequately and properly maintain all PHI received from, or created or received on behalf of, Covered Entity.

2.15	Privacy Compliance Review upon Request. Business Associate agrees to make its internal practices, books and records, including policies, procedures, and PHI, relating to the use and disclosure of PHI received from, created by or received by Business Associate on behalf of Covered Entity available to the Covered Entity or to the Secretary of the United States Department of Health in Human Services or the Secretary’s designee, in a time and manner designated by the requester, for purposes of determining Covered Entity’s or Business Associate’s compliance with the Privacy Rule.

2.16	Cooperation in Privacy Compliance.  Business Associate agrees to fully cooperate in good faith and to assist Covered Entity in complying with the requirements of the Privacy Rule.

3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE (Security Rule) 

3.1	Compliance with Security Rule. Business Associate shall fully comply with the requirements under the Security Rule applicable to "Business Associates," as that term is defined in the Security Rule.  In case of any conflict between this Agreement and Service Agreements, this Agreement shall govern. 

3.2	Security Safeguards and Policies. Business Associate shall implement Administrative, Physical, and Technical Safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI that it creates, receives, maintains, or transmits on behalf of the Covered Entity as required by the Security Rule. This includes specifically, but is not limited to, the utilization of technology commercially available at the time to the Business Associate to protect the Covered Entity’s PHI against any reasonably anticipated threats or hazards. The Business Associate understands that it has an affirmative duty to perform a regular review or assessment of security risks, conduct active risk management and supply best efforts to assure that only authorized persons and devices access its computing systems and information storage, and that only authorized transactions are allowed.  The Business Associate will maintain appropriate documentation of its compliance with the Security Rule. 

3.3	Security Provisions in Business Associate Contracts. Business Associate shall ensure that any agent to whom it provides Electronic PHI received from, maintained, or created for Covered Entity or that carries out any duties for the Business Associate involving the use, custody, disclosure, creation of, or access to PHI supplied by Covered Entity, shall execute a bilateral contract (or the appropriate equivalent if the agent is a government entity) with Business Associate, incorporating the same restrictions and conditions in this Agreement with Business Associate regarding PHI except for the provision in Section 4.6. 

3.4	Tennessee Consumer Notice of System Breach. Business Associate understands that the Covered Entity is an “Information Holder” (as may be Business Associate) under the terms of Tenn. Code Ann. § 47-18-2107, and that in the event of a breach of the Business Associate’s security system as defined by that statute and Definition 1.1 of this agreement, the Business Associate shall indemnify and hold the Covered Entity harmless for expenses and/or damages related to the breach. Such obligation shall include, but is not limited to, the mailed notification to any Tennessee resident whose personal information is reasonably believed to have been acquired by an unauthorized individual. In the event that the Business Associate discovers circumstances requiring notification of more than one thousand (1,000) persons at one time, the person shall also notify, without unreasonable delay, all consumer reporting agencies and credit bureaus that compile and maintain files on consumers on a nationwide basis, as defined by 15 U.S.C. § 1681a, of the timing, distribution and content of the notices.  Substitute notice, as defined by Tenn. Code Ann. § 47-18-2107(e)(2) and (3), shall not be permitted except as approved in writing in advance by the Covered Entity. The parties agree that PHI includes data elements in addition to those included by “personal information” under Tenn. Code Ann.  § 47-18-2107, and agree that Business Associate’s responsibilities under this paragraph shall include all PHI.

3.5	Reporting of Security Incidents. The Business Associate shall track all Security Incidents as defined by HIPAA and shall periodically report such Security Incidents in summary fashion as may be requested by the Covered Entity, but not less than annually within sixty (60) days of the anniversary of this Agreement.  The Covered Entity shall not consider as Security Incidents, for the purpose of reporting, external activities (port enumeration, etc.) typically associated with the “footprinting” of a computing environment as long as such activities have only identified but not compromised the logical network perimeter, including but not limited to externally facing firewalls and web servers. The Business Associate shall reasonably use its own vulnerability assessment of damage potential and monitoring to define levels of Security Incidents and responses for Business Associate’s operations. However, the Business Associate shall expediently notify the Covered Entity’s Privacy Officer of any Security Incident, including any “breach of the security of the system" under Tenn Code Ann. § 47-18-2107, immediately upon becoming aware of any unauthorized acquisition including but not limited to use, disclosure, modification, or destruction of PHI by an employee or otherwise authorized user of its system of which it becomes aware.
3.5.1	Business Associate identifies the following key contact persons for all matters relating to this Agreement:  
								
								
								
								
								
								

Business Associate shall notify Covered Entity of any change in these key contacts during the term of this Agreement in writing within ten (10) business days. 

3.6	Contact for Security Incident Notice. Notification for the purposes of Sections 2.9, 3.4 and 3.5 shall be in writing made by email/fax, certified mail or overnight parcel immediately upon becoming aware of the event, with supplemental notification by facsimile and/or telephone as soon as practicable, to: 
					Privacy Officer
					HCFA
310 Great Circle Rd. 
Nashville Tennessee 37243
Phone: (615) 507-6855 Facsimile: (615) 532-7322 

3.7	Security Compliance Review upon Request. Business Associate shall make its internal practices, books, and records, including policies and procedures relating to the security of Electronic PHI received from, created by or received by Business Associate on behalf of Covered Entity, available to the Covered Entity or to the Secretary of the United States Department of Health in Human Services or the Secretary’s designee, in a time and manner designated by the requester, for purposes of determining Covered Entity’s, Business Associate’s compliance with the Security Rule. 

3.8	Cooperation in Security Compliance. Business Associate shall fully cooperate in good faith to assist Covered Entity in complying with the requirements of the Security Rule. 
3.9	Refraining from intimidation or retaliation. A Covered Entity or Business Associate may not threaten, intimidate, coerce, harass, discriminate against, or take any other retaliatory action against any Individual or other person for-- (a) Filing of a complaint under 45 C.F.R. § 160.306; (b) testifying, assisting, or participating in an investigation, compliance review, proceeding, or hearing; or (c) opposing any act or practice made unlawful, provided the Individual or person has a good faith belief that the practice opposed is unlawful, and the manner of opposition is reasonable and does not involve a disclosure of PHI in violation of HIPAA.

4. USES AND DISCLOSURES BY BUSINESS ASSOCIATE 

4.1	Use and Disclosure of PHI for Operations on Behalf of Covered Entity. Except as otherwise limited in this Agreement, Business Associate may use or disclose PHI to perform Treatment, Payment or Health Care Operations for, or on behalf of, Covered Entity as specified in Service Agreements, provided that such use or disclosure would not violate the Privacy and Security Rule, if done by Covered Entity. 

4.2	Other Uses of PHI. Except as otherwise limited in this Agreement, Business Associate may use PHI within its Workforce as required for Business Associate's proper management and administration, not to include Marketing or Commercial Use, or to carry out the legal responsibilities of the Business Associate. 

4.3	Third Party Disclosure Confidentiality. Except as otherwise limited in this Agreement, Business Associate may disclose PHI for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate, provided that disclosures are required by law, or, if permitted by law, this Agreement, and the Service Agreement, provided that, if Business Associate discloses any PHI to a third party for such a purpose, Business Associate shall enter into a written agreement with such third party requiring the third party to: (a) maintain the confidentiality, integrity, and availability of PHI and not to use or further disclose such information except as required by law or for the purpose for which it was disclosed, and (b) notify Business Associate of any instances in which it becomes aware in which the confidentiality, integrity, and/or availability of the PHI is Breached immediately upon becoming aware.

4.4	Other Uses Strictly Limited. Nothing in this Agreement shall permit the Business Associate to share PHI with Business Associate’s affiliates or contractors except for the purposes of the Service Agreement(s) between the Covered Entity and Business Associate(s) identified in the “LIST OF AGREEMENTS AFFECTED BY THIS HIPAA BUSINESS ASSOCIATE AGREEMENT” on page one (1) of this Agreement.   

4.5	Covered Entity Authorization for Additional Uses. Any use of PHI or other confidential HCFA information by Business Associate, its Subcontractors, its affiliate or Contractor, other than those purposes of this Agreement, shall require express written authorization by the Covered Entity, and a Business Associate agreement or amendment as necessary. 
Activities which are prohibited include, but not are not limited to, Marketing or the sharing for Commercial Use or any purpose construed by Covered Entity as Marketing or Commercial use of HCFA enrollee personal or financial information with affiliates, even if such sharing would be permitted by federal or state laws. 

4.6	Prohibition of Offshore Disclosure. Nothing in this Agreement shall permit the Business Associate to share, use or disclose PHI in any form via any medium with any third party beyond the boundaries and jurisdiction of the United States without express written authorization from the Covered Entity. 

4.7	Prohibition of Other Uses and Disclosures. Business Associate shall not use or disclose PHI that is Genetic Information for underwriting purposes. Moreover, the sale, marketing or the sharing for commercial use or any purpose construed by Covered Entity as the sale, marketing or commercial use of HCFA enrollee personal or financial information with affiliates, even if such sharing would be permitted by federal or state laws, is prohibited. 

4.8	Data Use Agreement - Use and Disclosure of Limited Data Set. Business Associate may use and disclose a Limited Data Set that Business Associate creates for Research, public health activity, or Health Care Operations, provided that Business Associate complies with the obligations below.  Business Associate may not make such use and disclosure of the Limited Data Set after any cancellation, termination, expiration, or other conclusion of this Agreement. 

4.9	Limitation on Permitted Uses and Disclosures. Business Associate will limit the uses and disclosures it makes of the Limited Data Set to the following:  Research, public health activity, or Health Care Operations, to the extent such activities are related to covered functions, including business planning and development such as conducting cost-management and planning-related analysis related to managing and operating Business Associates functions, formulary development and administration, development and improvement of methods of payment or coverage policies, customer service, including the provision of data analysis for policy holders, plan sponsors, or other customers, to the extent such activities are related to covered functions, provided that PHI is not disclosed and disclosure is not prohibited pursuant to any other provisions in this Agreement related to Marketing or Commercial use. 

4.10	Business Associate shall enter into written agreements that are substantially similar to this Business Associate Agreements with any Subcontractor or agent which Business Associate provides access to Protected Health Information.

4.11	Business Associates shall implement and maintain information security policies that comply with the HIPAA Security Rule.

5. OBLIGATIONS OF COVERED ENTITY  

5.1	Notice of Privacy Practices. Covered Entity shall provide Business Associate with the notice of Privacy Practices produced by Covered Entity in accordance with 45 C.F.R. § 164.520, as well as any changes to such notice. 

5.2	Notice of Changes in Individual’s Access or PHI. Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect Business Associate’s permitted or required uses. 

5.3	Notice of Restriction in Individual’s Access or PHI. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in accordance with 45 C.F.R. § 164.522, to the extent that such restriction may affect Business Associate's use of PHI. 

5.4	Reciprocity for Requests Received by Business Associate. The Parties agree that this Section (Section 5) is reciprocal to the extent Business Associate is notified or receives an inquiry from any Individual within Covered Entity’s covered population. 

6. TERM AND TERMINATION 

6.1	Term. This Agreement shall be effective as of the date on which it has been signed by both parties and shall terminate when all PHI which has been provided, regardless of form, by Covered Entity to Business Associate, or created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if the Parties agree that it is unfeasible to return or destroy PHI, subsection 6.3.5 below shall apply.

6.2	Termination for Cause. This Agreement authorizes and Business Associate acknowledges and agrees Covered Entity shall have the right to terminate this Agreement and Service Agreement in the event Business Associate fails to comply with, or violates a material provision of this Agreement and any provision of the Privacy and Security Rules.
6.2.1 Upon Covered Entity’s knowledge of a Breach by Business Associate, Covered Entity shall either:
(a) Provide notice of breach and an opportunity for Business Associate to reasonably and promptly cure the breach or end the violation, and terminate this BAA if Business Associate does not cure the breach or end the violation within the reasonable time specified by Covered Entity; or 
(b) Immediately terminate this BAA if Business Associate has breached a material term of this BAA and cure is not possible.

6.3	Effect of Termination. Upon termination of this Agreement for any reason, except as provided in subsections 6.3.2 and 6.3.5 below, Business Associate shall at its own expense either return and/or destroy all PHI and other confidential information received from Covered Entity or created or received by Business Associate on behalf of Covered Entity. This provision applies to all confidential information regardless of form, including but not limited to electronic or paper format. This provision shall also apply to PHI and other confidential information in the possession of sub-contractors or agents of Business Associate. 
6.3.1 The Business Associate shall consult with the Covered Entity as necessary to assure an appropriate means of return and/or destruction and shall notify the Covered Entity in writing when such destruction is complete.  If information is to be returned, the Parties shall document when all information has been received by the Covered Entity. 

6.3.2 This provision (Section 6.3 and its subsections) shall not prohibit the retention of a single separate, archived file of the PHI and other confidential HCFA information by the Business Associate if the method of such archiving reasonably protects the continued privacy and security of such information and the Business Associate obtains written approval at such time from the Covered Entity. Otherwise, neither the Business Associate nor its Subcontractors and agents shall retain copies of HCFA confidential information, including enrollee PHI, except as provided herein in subsection 6.3.5.  

6.3.3 The Parties agree to anticipate the return and/or the destruction of PHI and other HCFA confidential information, and understand that removal of the confidential information from Business Associate’s information system(s) and premises will be expected in almost all circumstances. The Business Associate shall notify the Covered Entity whether it intends to return and/or destroy the confidential with such additional detail as requested. In the event Business Associate determines that returning or destroying the PHI and other confidential information received by or created for the Covered Entity at the end or other termination of the Service Agreement is not feasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction unfeasible.

6.3.4 Except for Business Associate Agreements in effect prior to April 21, 2005 when the Security Rule became effective, for the renewal or amendment of those same Agreements, or for other unavoidable circumstances, the Parties contemplate that PHI and other confidential information of the Covered Entity shall not be merged or aggregated with data from sources unrelated to that Agreement, or Business Associate’s other business data, including for purposes of data backup and disaster recovery, until the parties identify the means of return or destruction of the HCFA data or other confidential information of the Covered Entity at the conclusion of the Service Agreement, or otherwise make an express alternate agreement consistent with the provisions of Section 6.3 and its subsections. 

6.3.5 Upon written mutual agreement of the Parties that return or destruction of PHI is unfeasible and upon express agreement as to the means of continued protection of the data, Business Associate shall extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction unfeasible, for so long as Business Associate maintains such PHI.

7. MISCELLANEOUS 

7.1	Regulatory Reference. A reference in this Agreement to a section in the Privacy and/or Security Rule means the section as in effect or as amended. 

7.2	Amendment. The Parties agree to take such action to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy and Security Rules and the Health Insurance Portability and Accountability Act, Public Law 104-191.  Business Associate and Covered Entity shall comply with any amendment to the Privacy and Security Rules, the Health Insurance Portability and Accountability Act, Public Law 104-191, and related regulations upon the effective date of such amendment, regardless of whether this Agreement has been formally amended, including, but not limited to, changes required by the American Recovery and Reinvestment Act of 2009, Public Law 111-5. 

7.3	Survival. The respective rights and obligations of Business Associate under Confidentiality and Section6.3 of this Agreement shall survive the termination or expiration of this Agreement. 

7.4	Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity and the Business Associate to comply with the Privacy and Security Rules. 

7.5	Headings. Paragraph Headings used in this Agreement are for the convenience of the Parties and shall have no legal meaning in the interpretation of the Agreement. 

7.6	Notices and Communications. All instructions, notices, consents, demands, or other communications required or contemplated by this Agreement shall be in writing and shall be delivered by electronic mail, hand, by facsimile transmission, by overnight courier service, or by first class mail, postage prepaid, addressed to the respective party at the appropriate facsimile number or address as set forth below, or to such other party, facsimile number, or address as may be hereafter specified by written notice.  (For purposes of this section, effective notice to “Respective Party” is not dependent on whether the person named below remains employed by such Party.)  The Parties agree to use their best efforts to immediately notify the other Party of changes in address, telephone number, and fax numbers and to promptly supplement this Agreement as necessary with corrected information. 

Notifications relative to Sections 2.7, 3.4 and 3.5 of this Agreement must be reported to the Privacy Officer pursuant to Section 3.6. 

COVERED ENTITY: 					BUSINESS ASSOCIATE: 
Darin J. Gordon, Director 									
Department of Finance and Adm. 								
Health Care Finance & Admin.  								
310 Great Circle Rd. 										
Nashville, TN 37243 										
Phone: (615) 507-6443 									
Fax: (615) 253-5607 										

All instructions, notices, consents, demands, or other communications shall be considered effectively given as of the date of hand delivery; as of the date specified for overnight courier service delivery; as of three (3) business days after the date of mailing; or on the day the facsimile transmission is received mechanically by the facsimile machine at the receiving location and receipt is verbally confirmed by the sender. 

7.7	Transmission of PHI or Other Confidential Information.   Regardless of the transmittal methods permitted above, Covered Entity and Business Associate agree that all deliverables set forth in this Agreement that are required to be in the form of data transfers shall be transmitted between Covered Entity and Business Associate via the data transfer method specified in advance by Covered Entity. This may include, but shall not be limited to, transfer through Covered Entity’s SFTP system.   Failure by the Business Associate to transmit such deliverables in the manner specified by Covered Entity, may, at the option of the Covered Entity, result in liquidated damages as set forth in one (1) or more of the Service Agreements between Covered Entity and Business Associate listed above. All such deliverables shall be considered effectively submitted upon receipt or recipient confirmation as may be required.

7.8	Strict Compliance.  No failure by any Party to insist upon strict compliance with any term or provision of this Agreement, to exercise any option, to enforce any right, or to seek any remedy upon any default of any other Party shall affect, or constitute a waiver of, any Party's right to insist upon such strict compliance, exercise that option, enforce that right, or seek that remedy with respect to that default or any prior, contemporaneous, or subsequent default. No custom or practice of the Parties at variance with any provision of this Agreement shall affect, or constitute a waiver of, any Party's right to demand strict compliance with all provisions of this Agreement. 

7.9	Severability. With respect to any provision of this Agreement finally determined by a court of competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform such provision so that it is enforceable to the maximum extent permitted by applicable law, and the Parties shall abide by such court's determination.  In the event that any provision of this Agreement cannot be reformed, such provision shall be deemed to be severed from this Agreement, but every other provision of this Agreement shall remain in full force and effect. 

7.10	Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the State of Tennessee except to the extent that Tennessee law has been pre-empted by HIPAA and HITECH and without giving effect to principles of conflicts of law. Jurisdiction shall be Davidson County, Nashville, Tennessee, for purposes of any litigation resulting from disagreements of the parties for purpose of this Agreement and the Service Agreement (s). 

7.11	Compensation. There shall be no remuneration for performance under this Agreement except as specifically provided by, in, and through, existing administrative requirements of Tennessee State government and Services Agreement(s) referenced herein. 

7.12	Validity of Execution. Unless otherwise agreed, the parties may conduct the execution of this Business Associate Agreement transaction by electronic means. The parties may agree that an electronic record of the Agreement containing an Electronic Signature is valid as an executed Agreement. 


IN WITNESS WHEREOF, the Parties execute this Agreement to be valid and enforceable from the last date set out below: 



HEALTH CARE FINANCE & ADMINISTRATION	BUSINESS ASSOCIATE 

By: 							By: 						
Darin Gordon, Director 										
Date: 						 	Date: 						
State of Tennessee, Dept. of Finance & Adm. 	 						     
310 Great Circle Road Nashville, TN 37243								
Phone: (615) 507-6443 Fax: (615) 253-5607								
62

