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1 INTRODUCTION

The State of Tennessee, Central Procurement Office, hereinafter referred to as “the State,” has issued
this Request for Qualifications (RFQ) to define mandatory goods or services requirements; solicit
responses; detail response requirements; and, outline the State’s process for evaluating responses and
selecting a Respondent for contract award to provide the needed goods or services.

Through this RFQ or any subsequent solicitation, the State seeks to buy the requested goods or services
at the most favorable, competitive prices and to give ALL qualified businesses, including those that are
owned by minorities, women, Tennessee service-disabled veterans, and small business enterprises, the
opportunity to do business with the state as contractors or subcontractors.

1.1 Statement of Procurement Purpose

111

1.1.2

1.13

1.14

The purpose of this RFQ is to solicit proposals for the design, development, testing,
implementation, and for the operations and maintenance (O&M) of a new system to modernize
and enhance eligibility determination, redetermination and eligibility appeals for the State of
Tennessee’s Medicaid program (TennCare) and Children’s Health Insurance Program (CHIP,
known as CoverKids in Tennessee).

The goal of the project is to modernize all aspects of Medicaid eligibility operations, enabling
the State to administer all Medicaid eligibility determinations and related appeals functions.
This modernization must improve processes currently undertaken, and also include taking
over responsibility for eligibility determinations based on Modified Adjusted Gross Income
(MAGI) that are currently performed by the Federally Facilitated Marketplace (FFM).
Additionally, the project will leverage Service Oriented Architecture (SOA) principles to
develop an extensible architecture that will comply with the Centers for Medicare and Medicaid
Services’ (CMS) Medicaid Information Technology Architecture (MITA) 3.0, CMS’ Seven
Conditions and Standards, and national standards for security, privacy, interoperability and
information sharing.

The procurement and implementation of a single, streamlined eligibility determination system
for Medicaid and CHIP, along with enhancements to the State’s eligibility determination and
eligibility appeals processes, will enable the State to provide its residents with a seamless
customer experience providing real-time or near real-time determination of eligibility for the
majority of applicants. At the forefront of this effort is a “no wrong door” strategy that
emphasizes efficiently capturing eligibility data electronically, regardless of how applicants
choose to provide it, while promoting self-service and reducing transaction costs.

The Proposer will be required to sign the HIPAA Business Associate Agreement contained in
RFQ Attachment M.

1.2 Pre-Response Conference

A Pre-Response Conference will be held at the time and date detailed in the RFQ Schedule of
Events, RFQ § 2. Pre-Response Conference attendance is not mandatory, and potential
Respondents may be limited to a maximum number of attendees depending upon overall
attendance and space limitations. Please contact the Solicitation Coordinator to RSVP for the
Pre-Response Conference. The Conference will be held at:

Bureau of TennCare

Division of Health Care Finance and Administration
310 Great Circle Road
Nashville, TN 37243



1.3 Notice of Intent to Respond
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Before the Notice of Intent to Respond Deadline detailed in RFQ § 2, Schedule of Events,
potential Respondents should submit to the Solicitation Coordinator, a Notice of Intent to
Respond in the form of a simple e-mail or other written communication. Such notice should
include the following information: the business or individual's name (as appropriate), a contact
person’s name and title, the contact person’s mailing address, telephone number, facsimile
number, and e-mail address. Filing a Notice of Intent to respond is not a prerequisite for
submitting a response; however, it is necessary to ensure receipt of notices and communications
relating to this RFQ.

1.4 Definitions and Abbreviations

Abbreviation

Definition

24/7/365

ACCENT
ACF
ACH
AOA
ATC
ATO
ATP
BABOK
BC/DR
BIA
BOM
BPM
BRD
BRE
BRMS
CAP
CD
CFR
CHIP
Cl

CIO
CIP
CISM
CISSP
CM
CMDB
CMPPA
CMS
COTS
CP
CPO
DAC
DB
DBMS

Available twenty-four (24) hours per day, seven (7) days per week, and three hundred

sixty-five (365) days per year

Automated Client Certification and Eligibility Network for Tennessee

Administration for Children and Families
Automated Clearing House

Annual Operational Assessment
Authority to Connect

Authority to Operate

Account Transfer Process

Business Analysis Body of Knowledge
Business Continuity and Disaster Recovery
Business Impact Analysis

Business Operating Model

Business Process Management
Business Requirements Document
Business Rules Engine

Business Rules Management System
Corrective Action Plan

Control Directive

Code of Federal Regulations
Children's Health Insurance Program
Configuration Item

Chief Information Officer

Continuous Improvement Process
Certified Information Security Manager

Certified Information Systems Security Professional

Control Memorandum
Configuration Management Database

Computer Matching and Privacy Protection Act of 1988

Centers for Medicare and Medicaid Services
Commercial Off-the-Shelf

Contingency Plan

Chief Privacy Officer

Disabled Adult Child

Database

Database Management System
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Abbreviation

Definition

DCS
DDI
DED
DHS
DIFSLA
DNS
DOH
DOJ
DOLWD
DUNS
EA
ECM
ED

ELC
EMP
EMPPA
EOG
ERR
ESB
ESM
ETL
EVVE
FDSH
FEIN
FFATA
FFM
FTE

FTI
GIAC
GLBA
Go-DBE
GUI
HCFA
HHS

HIPAA
HITECH
ICD

IEA
IMS
IRC
IRR
IRS

Department of Children’s Services

Design, Development, and Implementation
Deliverable Expectations Document

Department of Human Services (State of Tennessee)
Disclosure of Information to Federal, State, and Local Agencies
Domain Name System

Department of Health

Department of Justice

Department of Labor and Workforce Development
Data Universal Numbering System

Enterprise Architecture

Electronic Content Management

Eligibility Determination

Enterprise Life Cycle

Eligibility Modernization Project

Eligibility Modernization Project Process Agreement
Eligibility Operations Group

Environment Readiness Review

Enterprise Service Bus

Enterprise System Modernization

Extract, Transform, and Load

Electronic Verification of Vital Events

Federal Data Services Hub

Federal Employer Identification Number

Federal Funding Accountability and Transparency Act
Federally Facilitated Marketplace

Full-time Equivalent

Federal Tax Information

Global Information Assurance Certification
Graham-Leach-Bliley Act of 1999

Governor's Office of Diversity Business Enterprise
Graphical User Interface

Division of Health Care Finance and Administration (State of Tennessee)
U.S. Department of Health and Human Services

Health Insurance Portability and Accountability Act of 1996
Health Information Technology for Economic and Clinical Health Act
Interface Control Document

Information Exchange Agreement

Integrated Master Schedule

Internal Revenue Code

Implementation Readiness Review

Internal Revenue Service

Information Systems

Interconnected Systems Agreement

Information Technology

Information Technology Infrastructure Library

Independent Verification and Validation
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Abbreviation

Definition

KPI
LAN

LD

LIS
LTSS
Oo&M
MAGI
MARS-E
MCO
ME

MFA
MITA
MMIS
MMP
MOU
MPI
MSP

NAPHSIS
NCPD
NIAD
NIST
NOC
NPD

NTP
OASDI
OCMT

OMB
os

OSSTMM
PARIS

PHI

PIA

Pl

PMI

PMLC

PMO

PMP

POA&M

PP
PPACA or ACA

QA
Ql
QM
RA
RFC
RFQ

Key Performance Indicator

Local Area Network

Liquidated Damage

Low Income Subsidy

Long Term Services and Supports

Operations and Maintenance

Modified Adjusted Gross Income

Minimum Acceptable Risk Standards for Exchanges
Managed Care Organization

Medically Eligible

Multi-Factor Authentication

Medicaid Information Technology Architecture
Medicaid Management Information System
Medicaid Modernization Program
Memorandum of Understanding

Master Person Index

Medicare Savings Program

National Association for Public Health Statistics and Information Services
Notice of Calculation of Potential Damages

Notice of Intent to Assess Damages

National Institute of Standards and Technology

Network Operations Center

Notice of Potential Damages

Network Time Protocol

Old Age, Survivor, and Disability Insurance

Organizational Change Management and Training

Office of Management and Budget

Operating System

Open Source Security Testing Methodology Manual
Public Assistance Reporting Information System
Protected Health Information

Privacy Impact Assessment

Personally Identifiable Information

Project Management Institute

Project Management Lifecycle

Project Management Office

Project Management Plan

Plan of Actions and Milestones

Priority Population

Patient Protection and Affordable Care Act, commonly referred to as Affordable Care

Act

Quality Assurance
Qualified Individuals
Quality Management
Risk Assessment
Request for Change
Request for Qualifications
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Abbreviation

Definition

RMF
RPO
RTM
RTO
SADD
SCA
SDLC
SDX
SFTP
S
SIT
SLA
SLR
SME
SMI
SNAP
SOA
SOAP
SOP
SP
SPMO
SQL
SSA
SSl
SSN
$SO

SSP
SSR
ST&E
STS
TANF
TARB
TAS
TCA
TCCB
TCMIS
TCRS
TEAMS
TEDS
TMED
TNHC
TOGAF
TPL
UAT
usc
USPS
VLP

Risk Management Framewaork
Recovery Point Objective
Requirements Traceability Matrix
Recovery Time Objective

System Architecture Design Document
Security Control Assessment

System Development Lifecycle

State Data Exchange

Secure File Transfer Protocol

System Integration

System Integration Testing

Service Level Agreement

Service Level Requirement

Subject Matter Expert

Supplementary Medical Insurance
Supplemental Nutrition Assistance Program
Service Oriented Architecture

Simple Object Access Protocol
Standard Operating Procedure

Special Publication

Strategic Program Management Office
Structured Query Language

United States Social Security Administration
Supplemental Security Income

Social Security Number

Systems Security Officer

System Security Plan

Safeguard Security Report

Security Test and Evaluation

Strategic Technology Solutions

Temporary Assistance for Needy Families
Technical Architecture Review Board
Technical Advisory Services

Tennessee Code Annotated

Technical Change Control Board

TennCare Management Information System

Tennessee Consolidated Retirement System

Tennessee Eligibility Appeals Management System

Tennessee Eligibility Determination System, also known as Solution
Tennessee Medical Eligibility Determination System

Tennessee Health Connection

The Open Group Architecture Forum
Third Party Liability

User Acceptance Testing

United States Code

United States Postal Service

Verify Lawful Presence
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Abbreviation

Definition

WAN Wide Area Network

WBS Work Breakdown Structure

WCAG Web Content Accessibility Guidelines
WRS TN Tower William R. Snodgrass Tennessee Tower
XML Extensible Markup Language

Term Definition

Accessibility Testing

Account transfers

Ad-hoc Testing

Alert/monitoring Testing

Beta Testing

Boundary Testing

Business Rules
Management Tool

Communication
Management

Compatibility Testing

Component Integration
Testing

Configuration
Management

Accessibility Testing is to ensure that the product is compliant with applicable Section
508 Accessibility and WCAG 2.0 AA Standards identified in the completed Section 508
Product Assessment. Software products (whether COTS, Government Off-the-Shelf, or
custom-developed software applications) must adhere to Section 508 accessibility and
other regulatory requirements governing the use of EIT in accordance with the CMS
Policy for Section 508 Compliance. Accessibility Testing is required if the business
application has a user interface or produces electronic output for direct access or use
by federal employees or the public.

Automated process to receive applications originally entered through the Federally
Facilitated Marketplace.

Testing performed without planning and documentation where the tester tries to ‘break’
the system by randomly trying the system’s functionality. Ad-hoc testing is typically
informal and improvisational.

Alert/Monitoring Testing is the type of testing that is done where you purposely end test
scenarios/cases in actions that would result in a system alert/message, ensuring that
the correct actions are taken at that time. Alerts could be from a user perspective
(telling the user that they provided the wrong SSN because it begins with 999), or on
the system side (the system has received error code 01239, and the system
appropriately handles that error code). Monitoring testing is that for known
errors/messages, the system should be ready to monitor for those and intercept them
and react to them appropriately.

Beta testing of the Solution is run in a production environment and in parallel with the
legacy production system. It allows a comparison of the results of processing between
the legacy system and the new solution based on live data in the parallel production
environments. It ensures that business sponsors are able to validate that the delivered
solution in the target production environment supports all business requirements.

Boundary Testing consists of testing the extremes of the input domain, e.g., maximum,
minimum, just inside/outside boundaries, typical values, and error values.

Repository based on a defined strategy, allowing the defined rules to be managed in
terms of versions and variants. The Businesses Rules Management tool shall be
available to all relevant stakeholders to define and manage the business rules.

A component of the Project, Program, or Portfolio Management that describes how,
when and by whom information about the project will be administered and
disseminated.

Compatibility Testing validates how well a software performs in a particular
hardware/software/operating system/network environment. Backward Compatibility
Testing tests the application or software in old or previous versions. Forward
Compatibility Testing tests the application or software in new or upcoming versions.

Component Integration Testing validates that all software components interact with one
another correctly.

Configuration Management includes the process of documenting formal procedures to
apply technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a product, result, service, or component;
control any changes to such characteristics; record and report each change and its
implementation status; and support the audit of the products, results or components to
verify conformance to requirements. It includes the documentation, tracking systems,
and defined approvals necessary for authorizing and controlling changes.
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Term

Definition

Conversion Testing
Eligibility Modernization

Project

Eligibility Modernization
Project Process
Agreement

Eligibility Modernization
Project Steering
Committee

End-to-End Testing

Enterprise Testing

Environment Readiness
Review

Error Handling Testing

Exploratory Testing

Failover Clustering

Federal Facilitated
Marketplace

Financial Management

Conversion Testing is a testing process prescribed in the Data Conversion Plan that
ensures testing is done in a manner reflective on how the system will be used in its
"real" environment.

The Eligibility Modernization Project represent the State of Tennessee’s highest priority
in the Medicaid Modernization Program. The project’s scope involves development and
implementation of an eligibility determination system for TennCare and CHIP, which
shall contain a rules-based decision engine, and that will be compliant with the
Affordable Care Act, CMS requirements and all applicable State and Federal
Regulations

The Eligibility Modernization Project Process Agreement (EMPPA) is used to authorize
and document the justifications for using, not using, or combining specific Gate
Reviews and the selection of specific deliverables applicable to the investment of
Eligibility Modernization Project, including the expected level of detail to be provided.
This document authorizes the project to proceed according to agreed upon scope, time,
costs, and quality including any related exceptions as outlined within this document.

Members of the Eligibility Modernization Project Steering Committee shall be defined
by the State.

End-to-End Testing tests all of the business application’s access or touch points, and
data, across multiple business applications and systems, front to back (horizontal) and
top to bottom (vertical), to ensure business processes are successfully completed.
Testing will be conducted on a complete, integrated set of business applications and
systems to evaluate their compliance with specified requirements, and to evaluate
whether the business applications and systems interoperate correctly, pass data and
control correctly to one another, and store data correctly.

Enterprise Testing tests all enterprise business applications that may have direct or
indirect touch-points across multiple business applications and systems. Testing will be
conducted on a complete, integrated set of enterprise business applications and
systems to evaluate their compliance with specified requirements, and to evaluate
whether the business applications and systems interoperate correctly, pass data and
control correctly to one another, and store data correctly.

The Environment Readiness Review is a representation of the Validation Readiness
Review, Implementation Readiness Review, and Production Readiness Review. These
reviews are needed to enter the various CMS environments to test the solution and its
contingency operations. Not all solutions will go through all environments. Specific
requirements for running in each environment are provided by the environment’s
owner.

Assesses the ability of the system to properly process erroneous transactions. The
main objectives are to ensure that all reasonably anticipated error conditions are
recognizable by the application system, accountability for processing errors has been
assigned and that the procedures provide a high probability that the error will be
properly corrected, and that reasonable control is maintained over errors during the
correction process.

Emphasizes the personal freedom and responsibility of the individual tester to
continually optimize the quality of his/her work by treating test-related learning, test
design, test execution, and test result interpretation as mutually supportive activities
that run in parallel throughout the project.

Failover Clustering is a failsafe in which a two or more servers work together to ensure
that if one (or more) fail, that another can seamlessly take over the workload without
any downtime.

A CMS system providing consumer and small business access to a health insurance
marketplace for states that have chosen not to build their own marketplace.

Financial Management is a process which brings together planning, budgeting,
accounting, financial reporting, internal control, auditing, procurement, disbursement
and the physical performance of the project with the aim of managing project resources
properly and achieving the project’s objectives. Like the concept of Project
Management, it is a strategic competency for organizations and can make the
difference between a successful project and audit reports.
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\ Term

Definition

Functional
Requirement

Functional Testing

Go-Live
Go/No-Go Decision

Human Resources
Management

Implementation
Readiness Review

Interface Testing

IV&V Attestation

Gate Review

Go-Live

GUI Navigation Testing

GUI Software Testing

Functional requirements define the expected functionality of the product or Solution to
be created.

Assess the input/output functions of a business application against pre-defined
functional and data requirements. Each and every functionality of the system is tested
by providing appropriate input, verifying the output and comparing the actual results
with the expected results. Types of functional testing include: Unit Testing, Smoke
Testing, Sanity Testing, Integration Testing, White Box Testing, Black Box Testing,
User Acceptance testing, Regression Testing

Successful implementation and deployment of all functionality aligned with a Release to
the end-user population.

Point at which a decision to continue or stop a course of action is made. If a decision is
made to "go", this denotes that the solution conforms to the documented specifications.

A component of the Project Management Plan that describes how the roles and
responsibilities, reporting relationships, and staff management will be addressed and
structured.

Gate Review to ensure the solution completed thorough Integration Testing and is
ready for turnover to the formal, controlled test environment for Production Readiness.

Interface Testing tests all of the business application’s access or touch points, and
data, across multiple business applications and systems, front to back (horizontal) and
top to bottom (vertical), to ensure business processes are successfully completed.
Testing will be conducted on a complete, integrated set of business applications and
systems to evaluate their compliance with specified requirements, and to evaluate
whether the business applications and systems interoperate correctly, pass data and
control correctly to one another, and store data correctly. This testing function is
sometimes referred to as End-to-End Integration Testing.

IV&V Attestation is the process of establishing documented evidence that the solution
does what it has been designed to do and will continue to operate correctly in the
future. IV&V Attestation provides objective evidence that all software requirements
have been implemented correctly and completely. This includes evidence that the
solution produces the intended results and that all functionality is traceable to solution
requirements.

A Gate Review is a phase-driven go/no-go decision point where project activities are
reviewed to assure that appropriate requirements are observed. A project cannot
proceed without a Go decision by the appropriate senior management for a specific
stage gate.
Each Gate Review is an independent confirmation by the Gate Review Team (including
relevant critical partners) to the IT Governance organization or delegated authority that
all required project reviews have been successfully conducted. It checks that the TEDS
Project Manager has satisfactorily produced all the required deliverables and met all
exit criteria for a given SDLC phase to permit advancement to the next phase.
The emphasis of the Gate Review is on:

a) The successful accomplishment of SDLC phase objectives;

b) The plans for the next life cycle phase; and

c) The risks associated with moving into the next life cycle phase.

The results of the Gate Review Team’s assessment are provided with recommended
action to the IT Governance organization or delegated authority for decision.

Successful implementation and deployment of all functionality aligned with a Release to
the end-user population.

Validates the system logic behind when a user navigates from one screen to another.
In a GUI system, at each time frame there is an active screen interacting with the user.
The active screen, when triggered by specific event, will disappear or be deactivated
and another one will be loaded in or activated. The two screens are logically connected
by the event and such a scenario where the screen focus is shifted is called screen
navigation.

Testing through the use of a GUI, to ensure it meets agreed upon specifications as
defined prior to software development. GUI testing evaluates design elements such as

10
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Term Definition
layout, colors, fonts, font sizes, labels, text boxes, text formatting, captions, buttons,
lists, icons, links, and content.

MARS-E A document suite of guidance, requirements, and templates assembled by CMS. The

Medicaid Modernization
Program

Member Matching
Member Portal

Negative Testing

Non-Functional
Requirement

Operational Readiness
Testing

Partner Portal

Performance

Management

Performance Testing

Production Instance
Quality Control Testing

Quality Management

Release

Recovery Testing

document suite contains implementation standards for key security requirements
contained in Department of Health and Human Services (HHS) ACA Regulations (45
CFR 8§8155.260 and 155.280) and other State and Federal regulations and policies.
This is a harmonized set of guidelines inclusive of CMS and IRS requirements. Any
reference to this package, even under CMS context references, should also infer
compliance with current IRS Safeguards Program and IRS Pub 1075 where applicable
by usage of data type and/or classification.

Medicaid Modernization Program is comprised of multiple sub-projects and is an
initiative by the State of Tennessee to improve health care quality and access for
members, achieve greater accountability for outcomes, create a more predictable and
sustainable Medicaid budget, achieve more flexibility and scalability to meet the future
needs of TennCare and CHIP program.

Determination if any given individual is a current Medicaid member (if they have a
current Medicaid Plan)

The Member Portal shall provide Solution access to applicable insurance plan
members or applicants.

A Negative test will assess the response of the system outside of normal parameters
and is designed to assess the system’s ability to successfully perform error handling
with the unexpected input. The tester uses invalid inputs or imitates unexpected user
behavior to expose potential errors and system risk.

Non-functional Requirements define the specific technical functionality that must exist
in the Solution to deliver the business functionality, the operational objectives of the
Solution, and the methodology and processes to manage the Solution delivery.

Ensure that the operational readiness is appropriately comprehensive and inclusive of
all elements of the State enterprise impacted by the TEDS deployment. Operational
readiness may include checking the backup/restore facilities, IT disaster recovery
procedures, maintenance tasks, and periodic check of security vulnerabilities.

The Partner Portal shall provide Solution access to current TennCare Pre-Admission
Evaluation System users, nursing homes, and hospitals. The Partner Portal shall be
accessible both within the State of Tennessee network, and outside of the State of
Tennessee network.

Performance Management is the use of performance measurement information to help
set agreed-upon performance goals, allocate and prioritize resources, inform resources
to either confirm or change current policy or program directions to meet those goals,
and report on the success in meeting those goals.

Assesses the capacity and throughput of a business application and/or infrastructure in
processing time, CPU utilization, network utilization, and memory and storage
capacities relative to expected normal (average and peak) user and processing load as
defined in the system’s requirements document and/or Operation Manual document.

Denotes the version of the code that is in operation.

Testing that determines if the solution is performing and adheres to the predetermined
requirements and expectations. The testing will verify the solution was developed as
outlined in the documented requirements.

Quality Management includes the process and activities of performing organization that
determine quality policies, objectives, and responsibilities so that the project will satisfy
the needs for which it was undertaken. Quality Management uses policies and
procedures to implement, within the project’s context, the organization’s quality
management system and, as appropriate, it supports continuous process improvement
activities as undertaken on behalf of the performing organization.

A Release is the distribution of the updated version of the solution. Release can be a
stage in development of a solution or maturity for a piece of software: ranging from its
initial development to its eventual release, and including updated versions of the
released version to help improve software or fix bugs still present in the solution.

Validates how well an application is able to recover from crashes, hardware failures,

11



RFQ#32101-15557

Term

Definition

Regression Testing

Reliability Testing

Requirements
Management Tool

Requirements
Traceability Matrix

Risk and Issue
Escalation

Risk Management
Framework (RMF)

Scalability

Schedule Management

Scope Management

Security and Privacy
Controls

and other similar problems. Recovery testing is the forced failure of the software in a
variety of ways to verify that recovery is properly performed.

Selective re-testing to validate that modifications have not caused unintended
functional or data results and that the application still complies with its specific
requirements.

Monitor the operational availability of business applications and/or infrastructure,
problems/incidents, performance/service level, and capacity utilization of production
systems, and will validate the gathered data against expected results (documented in
the system’s requirement document and/or Operation Manual document) to ensure that
the implemented application or infrastructure performs as expected in production. This
testing function is sometimes referred to as Reliability VValidation, Burn in Period,
Reliability Test, or Extended Reliability Test.

Repository based on a defined strategy, identifying the relationship, interface, or
dependency on data in other tools. A Requirements Management tool will describe how
the traceability strategy and how the requirements will be structured.

A grid that links product requirements from their origin to the deliverables that satisfy
them. The implementation of Requirements Traceability Matrix helps ensure that each
requirement adds business value by linking it to the business and project objectives. It
provides a means to track requirements throughout the project lifecycle, helping to
ensure that requirements approved in the requirements documentation are delivered at
the end of the project. Finally, it provides a structure for managing changes to the
scope.

Process of identifying time frames and the management chains (names) for escalation
of issues and risks that cannot be resolved at a lower staff level.

Framework required by the State of Tennessee to inform, advise, and manage the
activities of security categorization (as defined in the federal publication FIPS 199),
security control selection and implementation, security control assessment, information
system authorization (ATO and ATC), and security control monitoring. The State must
approve the RMF and it must meet standard practices associated with effective
implementation, management, and maintenance of the NIST RMF.

Identify major workloads and mitigate bottlenecks that can impede the scalability of the
application. Scalability testing is a subset of performance testing. Performance testing
can be used to establish a baseline against which future performance tests can be
compared against.

Schedule Management is a subsidiary of, and integrated with, the Project Management
Plan. Schedule Management identifies a scheduling method and scheduling tool and
sets the format and establishes criteria for developing and controlling the project
schedule. The selected scheduling method defines the framework and algorithms used
in the scheduling tool to create the schedule model.

Scope Management is a discipline of Project Management that defines how the project
scope will be defined, validated and controlled. The key benefit of the process is that it
provides guidance on how scope will be managed throughout the project.

The security and privacy controls that apply to information assets, in principal, are
commensurate with the potential impact on information assets, organizational
operations, or individuals, should there be a compromise of confidentiality, integrity, or
availability of the information. Federal and State regulations and policies define specific
classifications of data that require specific levels of control. In some instances, such as
FTI, the source of the data is a factor in determining the security and privacy controls
that apply to data elements. Security and privacy controls shall include, at a minimum:

a) Role based access
b) Data ownership/authorization rights

c) MFA —when a third party accesses sensitive information about another
person

d) Encryption of information in transit

e) Encryption of information at rest

f)  Data masking/synthetic data requirements
g) Secure file transfers

12
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Term

Definition

Security and Privacy
Management Tools

Security Compliance
Testing

Security Control
Assessment

Smoke/Sanity Testing

Solution or System

Stakeholder
Management Process

h) Masking of data elements on displays or reports (for example, replacing all but
the last four digits of a key person identifier such as an SSN)
i) Recording an audit trail of who accesses what specific sensitive data and
when
j)  Training
k) Classification of the data, with respect to sensitivity of content and source
governance, drives the security and privacy controls for the data. This is a key
activity that shall be completed to the approval of the State Chief Security
Officer, Chief Privacy Officer (CPO), and other stakeholders at project
initiation. This classification serves as the foundation for security activities
throughout the SDLC.
The State requires management of security and privacy in compliance with Federal and
State regulations and policies. The Contractor shall provide the expertise to utilize
these tools throughout the SDLC for the project, including, at a minimum:
I) Database Security Monitoring and Compliance Reporting (Oracle Audit Vault
or functional equivalent)
m) Vulnerability Scan (Nessus or functional equivalent)
n) Security Information and Event Management (Qradar or functional equivalent)
0) Static Code Checking (Fortify or functional equivalent)
p) Log Server (SysLog Server or functional equivalent)

g) File Integrity Checker (Advanced Intrusion Detection Environment or
functional equivalent)

r) Virus Scan (Symantec Endpoint Protection (Windows), Clam Antivirus (Linux),
or functional equivalent)

s) Compliance and Information Security Program Management (Lockpath
Keylight or functional equivalent)

t) Identity and Access Management (Oracle Identity and Access Management or
functional equivalent)

u) System Monitoring (Sitescope or functional equivalent)

v) Application Scanning (NetSparker Server or functional equivalent)

A Security Test & Evaluation (ST&E) will validate all applicable security controls
defined in the CMS Policy for the Information Security Program. ST&E validates that
business application or infrastructure are implemented correctly, operate as intended,
and produce the desired outcome with respect to meeting the security requirements for
the application or infrastructure. ST&E may include vulnerability scanning, penetration
testing, and/or testing security standards and policy.

Addresses how the evaluator shall perform active security testing of the information
system to assess the implemented security controls and to identify gaps between the
implemented controls and the documented controls. The evaluator shall capture,
document and retain information sufficient to prove the existence or non-existence of
vulnerabilities discovered through the assessment process. Any gaps identified during
the documentation review, interviews or security control assessments will be reported
in the findings report based on the CMS Reporting Procedure for Information Security
Assessments.

Smoke Tests are shallow and wide, testing all areas of the application without getting

deep in focus. Sanity tests are narrow and deep regression tests, testing one or a few
areas of functionality. These tests are used to determine if an environment or Release
is stable enough to begin a testing cycle.

Solution (or System) describes features, functions, and characteristics of the product,
system, service, or result that will meet the business and stakeholder requirements.
The Stakeholder Management Process is used to identify the project’s key
stakeholders and their roles and responsibilities within the project, provide an analysis
of their interests in and attitude towards the effort, and manage stakeholder
participation to secure positive support for the project. The Stakeholder Management
process capability identifies the impacted groups or individuals and their needed level
of commitment and establishes detailed engagement plans for impacted stakeholders
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Term Definition

to ensure project success.

Successful Release All designed capabilities are operational according to specification and the State
accepts the Go-Live deliverable
Technical Sandbox The Technical Sandbox is an isolated and restricted computer environment where

developers conduct testing on untested and untrusted codes. A restricted environment
is created to ensure stability and security

Test Management Tool Repository for all test documents, cases, results, statues, and how testing was done.
The testing repository will include all automated and manual activities.

Time-travel Ability to future-date or back-date operating system date in order to assist in testing of
functionality related to time-driven events.

Unit Testing Unit Testing is performed by the system developer/maintainer subsequent to or in

parallel with application development to assess and correct the functionality and data of
a business application’s individual code modules.

Usability Testing Testing technique typically performed by end users to verify the appropriate level of
ease with which a user can learn to operate, prepare inputs for, and interpret outputs of
a system or component.

User Acceptance Testing = Assess and accept the overall functionality and interoperability of a business
application’s Solution in an operational mode. UAT allows end users to use the Solution
in a manner that most resembles actual production use. Testing is performed against
the Business Product/Code based on the user’s requirements, and may include
Training Artifacts and User Manual. UAT may also assess the user’s experience with
the application to determine if users are able to accomplish their tasks and goals
satisfactorily and efficiently to help identify potential problems and possible
improvements (i.e., usability testing). Success in UAT will result in a sign-off by the
business owner, validating that the business application meets documented
requirements.

Worker Portal The Worker Portal shall provide Solution access to member services workers,
appeals unit workers, service center staff (TNHC intake, including intake for CHIP & the
Redetermination Vendor), State office users outside of member services, including
internal audit, policy, fiscal, and help desk, Department of Children's Services (Foster
Care), and other Department of Health (DOH) application intake. The Worker Portal
shall be accessible both within the State of Tennessee network, and outside of the
State of Tennessee network.
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2 RFQ SCHEDULE OF EVENTS
2.1 RFQ Schedule
The following schedule represents the State’s best estimates for this RFQ; however, the State
reserves the right, at its sole discretion, to adjust the schedule at any time, or cancel and reissue
a similar solicitation. Nothing in this RFQ is intended by the State to create any property rights or
expectations of a property right in any Respondent.
EVENT TIME DATE
(Central Time  (all dates are
Zone) State
business
days)
1. RFQ Issued 04/01/2016
2. Disability Accommodation Request Deadline 04/06/2016
3. Pre-Response Conference 2:00 p.m. 04/08/2016
4. Notice of Intent to Respond Deadline 04/11/2016
5. Written “Questions & Comments” Deadline 12:00 p.m. 04/15/2016
6. State response to written “Questions & Comments” 04/29/2016
7. RFQ Technical Proposal Deadline 11:00 a.m. 05/27/2016
8. State Schedules Respondent Oral Presentations (ONLY Respondents 06/06/2016
who pass Mandatory Requirements)
9. Respondent Oral Presentation 8:00 a.m. — 06/27/2016 —
4:30 p.m. 06/30/2016
Central
Standard Time
10. | Open Cost Proposals 07/05/2016
11. o July 7 — Jul
RFQ Cost Negotiations 11,y2016 y
12. | State Evaluation Notice Released 2:00 p.m. 07/15/2016
13. | Solicitation Files Opened for Public Inspection 07/18/2016
14. | Respondent Contract Signature Deadline 08/04/2016
15. | Contract Start Date 09/01/2016
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3 RESPONSE REQUIREMENTS

3.1 Response Contents: A response to this RFQ should address the following:

3.1.1

3.12

3.1.3

3.14

Mandatory Requirements: This section details the mandatory technical, functional, and
experience requirements that must be demonstrated in the response to this RFQ in order to be
passed on to Stage Il of the Technical Response evaluation. A Respondent must duplicate
and use RFQ Attachment A as a guide to organize responses for the Mandatory
Requirements of the RFQ response. The Respondent should reference the page location of
the information within the response in the indicated column of the table. This section is
included in the State’s evaluation as to whether or not a Respondent meets mandatory
qualifications. (Stage I)

General Qualifications & Experience: This section is included in the State’s evaluation of Stage
Il of the Technical Response Evaluation and details general information and qualifications that
must be demonstrated in the response to this RFQ. A Respondent must duplicate and use
RFQ Attachment B as a guide to organize responses for this portion of the RFQ response. The
Respondent should reference the page location in the information within the response in the
indicated column of the table.

Technical Qualifications, Experience & Approach: This section is also included in the State’s
evaluation of Stage Il of the Technical Response Evaluation and details technical
gualifications, experience, and approach items that must be demonstrated in the response to
this RFQ. A Respondent must duplicate and use RFQ Attachment C as a guide to organize
responses for this portion of the RFQ response. The Respondent should reference the page
location in the information within the response in the indicated column of the table.

Cost Proposal

3.1.4.1 The Cost Proposal must be submitted with the Technical Proposal and must be recorded

on an exact duplicate of RFQ Attachment D and D.1, Cost Proposal & Evaluation Guide
and Cost Proposal Excel Spreadsheet. Any response that does not follow the instructions
included in RFQ Attachment D and D.1 may be deemed nonresponsive.

3.1.4.2 A Respondent must only record the proposed cost exactly as required by the RFQ

Attachment D and D.1, Cost Proposal & Evaluation Guide and Cost Proposal Excel
Spreadsheet, and must NOT record any other rates, amounts, or information.

3.1.4.3 The proposed cost shall incorporate ALL costs for services under the contract for the total

contract period.

3.1.4.4 A Respondent must sign and date the Cost Proposal.

3.1.4.5 A Respondent must submit the Cost Proposal to the State in a sealed package separate

from the Technical Response.

3.2 Response Delivery Location

A Respondent must ensure that the State receives a Response to this RFQ no later than the
Response Deadline time and dates detailed in the RFQ § 2, Schedule of Events. All responses
must be delivered to:

Nicholas Edwards — Sourcing Analyst

Department of General Services
312 Rosa L. Parks Ave., WRS TN Tower, 3" Floor
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Nashville, TN 37243
Telephone: 615-741-1075

Email: nicholas.edwards@tn.gov

3.3 Response Format

3.3.1 A Respondent must ensure that the original response meets all form and content requirements
detailed within this RFQ.

3.3.2 A Respondent must submit original response documents and copies as specified below.

3.3.2.1

3.3.2.2

Technical Response

One (1) original Technical Response paper document clearly labeled:

“RFQ #32101-15557 TECHNICAL RESPONSE ORIGINAL"

and five (5) copies of the Technical Response each in the form of one (1) digital
document in Adobe Portable Document Format properly recorded on its own otherwise
blank, standard CD-R recordable disc, or USB flash drive labeled:

“RFQ #32101-15557 TECHNICAL RESPONSE COPY”

The digital copies should not include copies of sealed customer references or cost
information in the general and technical evaluation stage. However, any other
discrepancy between the paper response document and digital copies may result in the
State rejecting the response as nonresponsive.

Cost Proposal

One (1) original Cost Proposal paper document labeled:

“RFQ #32101-15557 COST PROPOSAL ORIGINAL”

and one (1) copy in the form of a digital document in “XLS” format properly recorded on a
separate, blank, standard CD-R recordable disc, or USB flash-drive labeled:

“RFQ #32101-15557 COST PROPOSAL COPY”

In the event of a discrepancy between the original Cost Proposal document and the
digital copy, the original, signed document will take precedence.

3.4 Response Prohibitions: A response to this RFQ shall not:

3.4.1 Restrict the rights of the State or otherwise qualify the response to this RFQ;

3.4.2 Include, for consideration in this procurement process or subsequent contract negotiations,
incorrect information that the Respondent knew or should have known was materially
incorrect;

3.4.3 Include more than one response, per Respondent, to this RFQ;

3.4.4 Include any information concerning costs (in specific dollars or numbers) associated with the
Technical Response;
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3.4.5 Include the respondent’s own contract terms and conditions (unless specifically requested by

the RFQ); or

3.4.6 Include the respondent as a prime contractor while also permitting one or more other

3.5

3.6

3.7

respondents to offer the respondent as a subcontractor in their own responses.
Response Errors & Revisions

A Respondent is responsible for any and all errors or omissions in its response to this RFQ. A
Respondent will not be allowed to alter or revise its response after the Response Deadline time
and dates as detailed in RFQ § 2, Schedule of Events, unless such is formally requested in
writing by the State (e.g., through a request for clarification, etc.).

Response Withdrawal

A Respondent may withdraw a response at any time before the Response Deadline time and
date as detailed in RFQ § 2, Schedule of Events, by submitting a written signed request by an
authorized representative of the Respondent. After withdrawing a response, a Respondent may
submit another Response at any time before the Response Deadline time and date as detailed in
RFQ § 2, Schedule of Events.

Response Preparation Costs

The State will not pay any costs associated with the preparation, submittal, or presentation of any
response. Each Respondent is solely responsible for the costs it incurs in responding to this RFQ.
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4 GENERAL INFORMATION & REQUIREMENTS

4.1 Communications

41.1

41.2

4.1.3

41.4

Respondents shall reference RFQ #32101-15557 in all communications relating to this
solicitation, and direct any such communications to the following person designated as the
Solicitation Coordinator:

Nicholas Edwards — Sourcing Analyst

Department of General Services

312 Rosa L. Parks Ave., WRS TN Tower, 3" Floor
Nashville, TN 37243

Telephone: 615-741-1075

Email: nicholas.edwards@tn.gov

The State will convey all official responses and communications related to this RFQ to the
potential respondents from whom the State has received a Notice of Intent to Respond (refer
to RFQ Section 1.3).

Potential respondents with a handicap or disability may receive accommodation relating to the
communication of this RFQ and participating in the RFQ process. Potential respondents may
contact the RFQ Coordinator to request such reasonable accommodation no later than the
Disability Accommodation Request Deadline detailed in RFQ § 2.0, Schedule of Events.

Unauthorized contact about this RFQ with other employees or officials of the State of
Tennessee may result in disqualification from contract award consideration.

Notwithstanding the foregoing, potential Respondents may also contact the following as
appropriate:

4.1.4.1 Staff of the Governor’'s Office of Diversity Business Enterprise may be contacted for

assistance with respect to available minority-owned, woman-owned, Tennessee service-
disabled veteran-owned, and small business enterprises as well as general public
information relating to this request; or

4.1.4.2 The following individual designated by the State to coordinate compliance with the

nondiscrimination requirements of the State of Tennessee, Title VI of the Civil Rights Act
of 1964, the Americans with Disabilities Act of 1990, and associated federal regulations:

Talley A. Olson

Director, Office of Civil Rights Compliance

Division of Health Care Finance and Administration
310 Great Circle Road, 4 West

Nashville, TN 37243

Phone: 615- 507-6841

Email: Talley.A.Olson@tn.gov

Fax 615- 532-7322
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4.2 Nondiscrimination

No person shall be excluded from participation in, be denied benefits of, or be otherwise
subjected to discrimination in the performance of a contract pursuant to this solicitation or in the
employment practices of the Vendor on the grounds of handicap or disability, age, race, color,
religion (subject to Tennessee Code Annotated, Sections 4-21-401 and 405), sex, national origin,
or any other classification protected by federal, Tennessee state constitutional, or statutory law.
The Vendor pursuant to this solicitation shall post in conspicuous places, available to all
employees and applicants, notices of nondiscrimination.

4.3 Conflict of Interest

43.1

The State may not consider a proposal from an individual who is, or within the past six (6)
months has been, a State employee. For these purposes:

4.3.1.1 Anindividual shall be deemed a State employee until such time as all compensation for

salary, termination pay, and annual leave has been paid;

4.3.1.2 A contract with or a proposal from a company, corporation, or any other contracting entity

in which a controlling interest is held by any State employee shall be considered to be a
contract with or proposal from the employee; and

4.3.1.3 A contract with or a proposal from a company, corporation, or any other contracting entity

4.3.2

that employs an individual who is, or within the past six months has been, a State
employee shall not be considered a contract with or a proposal from the employee and
shall not constitute a prohibited conflict of interest.

This RFQ is also subject to Tennessee Code Annotated, Section 12-4-101.

4.4 Respondent Required Review & Waiver of Objections

44.1

4.4.2

4.4.3

Each potential respondent must carefully review this RFQ, including but not limited to,
attachments, the RFQ Attachment G, pro forma Contract, and any amendments for questions,
comments, defects, objections, or any other matter requiring clarification or correction
(collectively called “questions and comments”).

Any potential respondent having questions and comments concerning this RFQ must provide
such in writing to the State no later than the written “Questions & Comments Deadline”
detailed in RFQ § 2.0, Schedule of Events.

Protests based on any objection shall be considered waived and invalid if the objection has not
been brought to the attention of the State, in writing, by the written “Questions & Comments
Deadline.”

4.5 Disclosure of Response Contents

45.1

45.2

All materials submitted to the State in response to this solicitation become property of the
State of Tennessee. Selection for award does not affect this right. By submitting a response, a
Respondent acknowledges and accepts that the full contents and associated documents
submitted in response to this request will become open to public inspection. Refer to RFQ §
2.0, Schedule of Events.

The RFQ responses will be available for public inspection only after the completion of

evaluation of the RFQ or any resulting solicitation which this RFQ becomes a part of,
whichever is later.
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4.6 Notice of Professional Licensure, Insurance, and Department of Revenue Registration
Requirements

46.1

4.6.2

4.6.3

46.4

All persons, agencies, firms or other entities that provide legal or financial opinions, which a
Respondent provides for consideration and evaluation by the State as part of a response to
this RFQ, shall be properly licensed to render such opinions.

Before the Contract resulting from this RFQ is signed, the apparent successful Respondent
(and Respondent employees and subcontractors, as applicable) must hold all necessary,
appropriate business and professional licenses to provide service as required. The State may
require any Respondent to submit evidence of proper licensure.

Before the Contract resulting from this RFQ is signed, the apparent successful Respondent
must provide a valid, Certificate of Insurance indicating current insurance coverage meeting
minimum requirements as may be specified by the RFQ.

Before the Contract resulting from this RFQ is signed, the apparent successful Respondent
must be registered with the Department of Revenue for the collection of Tennessee sales and
use tax. The State shall not approve a contract unless the Respondent provides proof of such
registration. The foregoing is a mandatory requirement of an award of a contract pursuant to
this solicitation.

4.7 RFQ Amendments & Cancellation

4.7.1

4.7.2

The State reserves the right to amend this RFQ at any time, provided that it is amended in
writing. However, prior to any such amendment, the State will consider whether it would
negatively impact the ability of potential respondents to meet the deadlines and revise the
RFQ Schedule of Events if deemed appropriate. If a RFQ amendment is issued, the State will
convey it to potential respondents who submitted a Notice of Intent to Respond (refer to RFQ
81.3) A respondent must respond, as required, to the final RFQ (including its attachments) as
may be amended.

The State reserves the right, at its sole discretion, to cancel or to cancel and reissue this RFQ
in accordance with applicable laws and regulations.

4.8 State Right of Rejection

48.1

4.8.2

Subject to applicable laws and regulations, the State reserves the right to reject, at its sole
discretion, any and all proposals.

The State may deem as nonresponsive and reject any proposal that does not comply with all
terms, conditions, and performance requirements of this RFQ. Notwithstanding the foregoing,
the State reserves the right to seek clarifications or to waive, at its sole discretion, a
response’s minor variances from full compliance with this RFQ. If the State waives variances
in a response, such waiver shall not modify the RFQ requirements or excuse the Respondent
from full compliance with such, and the State may hold any resulting vendor to strict
compliance with this RFQ.
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The State will review the response evaluation record and any other available information
pertinent to whether or not each respondent is responsive and responsible. If the evaluation
team identifies any respondent that appears not to meet the responsive and responsible
thresholds such that the team would not recommend the respondent for potential contract
award, this determination will be fully documented for the record. (“Responsive” is defined as
submitting a response that conforms in all material respects to the RFQ. “Responsible” is
defined as having the capacity in all respects to perform fully the contract requirements, and
the integrity and reliability which will assure good faith performance.)

4.9 Assignment & Subcontracting

49.1

4.9.2

4.9.3

49.4

49.5

The vendor may not subcontract, transfer, or assign any portion of the Contract awarded as a
result of this RFQ without prior written approval of the State. The State reserves the right to
refuse approval, at its sole discretion, of any subcontract, transfer, or assignment.

If a Respondent intends to use subcontractors, the response to this RFQ must specifically
identify the scope and portions of the work each subcontractor will perform (refer to RFQ
Attachment B, Item 14).

Subcontractors identified within a response to this RFQ will be deemed as approved by the
State unless the State expressly disapproves one or more of the proposed subcontractors
prior to signing the Contract. The State reserves the right to revoke approval for
subcontractors approved under this section.

The Contractor resulting from this RFQ may only substitute another subcontractor for a
proposed subcontractor at the discretion of the State and with the State’s prior, written
approval given after review of the Contractor’'s proposed subcontract.

Notwithstanding any State approval relating to subcontracts, the Contractor resulting from this
RFQ will be the prime contractor and will be responsible for all work under the Contract.

4,10 Next Ranked Respondent

The State reserves the right to initiate negotiations with the next ranked respondent should the
State cease doing business with any respondent selected via this RFQ process.
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PROCUREMENT PROCESS AND CONTRACT AWARD

5.1 The complete vendor selection will be a two-part process: (1) Qualification of Technical
Responses; and (2) Evaluation of Cost Proposals. Any contract award is subject to successful
contract negotiation.

5.2 Qualification of Technical Responses: Technical Responses will be short-listed for further

evaluation, analysis or negotiation if they are apparently responsive, responsible, and within the
competitive range. A Technical Response will be deemed within the competitive range based on
the following criterion:

521

5.2.2

5.2.3

The State seeks a vendor who can meet its need for a modernized eligibility system. All
vendors must demonstrate sufficient competency in all components of the technical evaluation
criteria. Vendors who do not meet the minimum sufficiency for the technical evaluation
response section will be eliminated from consideration. Although price is an important
consideration for the State, the State will not consider vendors whose responses do not
demonstrate sufficient capabilities in all key areas within this proposal. In order for a vendor to
demonstrate sufficient capabilities in all key areas of this proposal, the vendor must receive a
minimum of 70% (630 total points) of the total combined points for the combined Technical
Sections stated in RFQ Section 5.5. Proposals with Combined Scores of less than 630 points
will not qualify for further consideration. In the event that no offer proceeds to the cost
evaluation stage, the State reserves the right to lower the sufficiency threshold. Any change to
the sufficiency threshold will be applied consistently to all respondents.

Primary weight in evaluating these proposals is given to the general experience and specific
project solutions provided by the Proposer. These components are found in the Technical
Response & Evaluation Guide, RFQ Attachments A-C referenced above. Technical scores will
include consideration of the oral presentations.

Cost proposals for each proposer within the Competitive Range will be opened and scored
and the state will proceed with possible cost negotiations as applicable. The contract will be
awarded to the qualified proposer with the highest combined scoring for technical and cost
proposals.

Phase I: The State will evaluate the Mandatory Requirements set forth in RFQ Attachment A
on a pass/fail basis.

Phase II: Following the Stage | evaluation, the State will apply a standard equitable
evaluation model, which will represent a qualitative assessment of each response. Each
response will be scored by Evaluation Team members according to the Technical Response
& Evaluation Guides (See RFQ Attachments B & C).

The Solicitation Coordinator will total the average score from the evaluation team for each
responsive and responsible Respondent’s Technical Response Points for RFQ Attachments
B & C to determine which of the Respondents are considered Qualified and within the
competitive range.

The State may invite those who passed the Phase | evaluation to give oral presentations to

the State. The qualitative assessment of each Respondent will include the information
derived from the oral presentations.
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5.3 Cost Proposals: Only Qualified Respondents that are responsive and responsible and in the
competitive range will continue onto Stage Two, Cost Proposal evaluation. The Cost Proposal
containing the lowest cost will receive the maximum number of points per each section. See RFQ
Attachment D, Cost Proposal & Evaluation Guide and RFQ Attachment D.1, Cost Proposal
Workbook.

5.4 Clarifications and Negotiations: The State reserves the right to award a contract on the basis of
initial responses received; therefore, each response should contain the respondent’s best terms
from a technical and cost standpoint. However, the State reserves the right to conduct
clarifications or negotiations with respondents. All communications, clarifications, and
negotiations shall be conducted in a manner that supports fairness in response improvement.

5.4.1 Clarifications: The State may identify areas of a response that may require further clarification
or areas in which it is apparent that there may have been miscommunications or
misunderstandings as to the State’s specifications or requirements. The State may seek to
clarify those issues identified during one or multiple clarification round(s).Each clarification
sought by the State may be unique to an individual respondent.

5.4.2 Negotiations: The State may elect to negotiate with Qualified Respondents, within the
competitive range, by requesting revised responses, negotiating costs, or finalizing contract
terms and conditions. The State reserves the right to conduct multiple negotiation rounds

5.4.2.1 Cost Negotiations: All Qualified Respondents within the competitive range will be given
equivalent information with respect to cost negotiations. All cost negotiations will be
documented for the procurement file. Additionally, the State may conduct target pricing
and other goods or services level negotiations. Target pricing may be based on
considerations such as current pricing, market considerations, benchmarks, budget
availability, or other methods that do not reveal individual respondent pricing. During
target price negotiations, respondents are not obligated to meet or beat target prices, but
will not be allowed to increase prices.

5.4.2.2 If the State determines costs and contract finalization discussions and negotiations are
not productive, the State reserves the right to bypass the apparent best evaluated
Respondent and enter into contract negotiations with the next apparent best evaluated
Respondent.

5.5 Evaluation Guide
The State will consider qualifications, experience, technical approach, and cost (if applicable) in

the evaluation of responses and award points in each of the categories detailed below. The
maximum evaluation points possible for each category are detailed below.

Evaluation Category Maximum Points Possible
Mandatory Requirement Items(refer to RFQ Pass/Fall

Attachment A)

General Qualifications & Experience Items(refer to 250

RFQ Attachment B)

Technical Qualifications, Experience & Approach 650

Items (refer to RFQ Attachment C)

Cost Proposal (refer to RFQ Attachment D and RFQ 100
Attachment D.1)
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5.6 Contract Award

56.1

5.6.2

5.6.3

5.6.4

5.6.5

5.6.6

5.6.7

The Solicitation Coordinator will submit the Evaluation Team determinations and response
scores to the head of the contracting agency, or the agency head’s designee, for consideration
along with any other relevant information that might be available and pertinent to contract
award.

The contracting agency head, or the agency head’s designee, will determine the apparent
best-evaluated response. (To effect a contract award to a Respondent other than the one
receiving the highest evaluation score, the head of the contracting agency must provide written
justification and obtain written approval of the Chief Procurement Officer and the Comptroller
of the Treasury.)

The State reserves the right to make an award without further discussion of any response.

The State will issue an Evaluation Notice and make the RFQ files available for public
inspection at the time and date specified in the RFQ 82, Schedule of Events.

NOTICE: The Evaluation Notice shall not create rights, interests, or claims of entitlement in
either the Respondent identified as the apparent best evaluated or any other Respondent.

The Respondent identified as offering the apparent best-evaluated must sign a contract drawn
by the State pursuant to this RFQ. The contract shall be substantially the same as the RFQ
Attachment G, pro forma Contract. The Respondent must sign said contract no later than the
Respondent Contract Signature Deadline detailed in RFQ § 2, Schedule of Events. If the
Respondent fails to provide the signed contract by the deadline, the State may determine the
Respondent is non-responsive to this RFQ and reject the response.

Notwithstanding the foregoing, the State may, at its sole discretion, entertain limited
negotiation prior to contract signing and, as a result, revise the pro forma contract terms and
conditions or performance requirements in the State’s best interests, PROVIDED THAT such
revision of terms and conditions or performance requirements shall NOT materially affect the
basis of response evaluation or negatively impact the competitive nature of the RFQ and
vendor selection process.

If the State determines that a response is nonresponsive and rejects it after opening Cost

Proposals, the Solicitation Coordinator will re-calculate scores for each remaining responsive
Cost Proposal to determine (or re-determine) the apparent best-evaluated response.
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RFQ ATTACHMENT A

TECHNICAL RESPONSE & EVALUATION GUIDE

All Respondents must address all items detailed below and provide, in sequence, the information and
documentation as required (referenced with the associated item references).All Respondents must also
detail the response page number for each item in the appropriate space below.

The Solicitation Coordinator will review all responses to determine if the Mandatory Requirement Items
are addressed as required and mark each with pass or fail. For each item that is not addressed as
required, the Evaluation Team must review the responses and attach a written determination. In addition
to the Mandatory Requirement Items, the Solicitation Coordinator will review each response for
compliance with all RFQ requirements.

RESPONDENT LEGAL ENTITY NAME:

Response Item Ref.
Page #
(Respondent
completes)
Al.
A2.
A3.
A4,

Section A — Mandatory Requirement Items Pass/Fail

The Technical Response must be delivered to the State no
later than the Technical Response Deadline specified in the
RFQ 8 2, Schedule of Events.

The Technical Response must not contain cost or pricing
information of any type.

The Technical Response must not contain any restrictions
of the rights of the State or other qualification of the
response.

A Respondent must not submit alternate responses.

A Respondent must not submit multiple responses in
different forms (as a prime and a subcontractor).

Provide the Statement of Certifications and Assurances
(RFQ Attachment E) completed and signed by an individual
empowered to bind the Respondent to the provisions of this
RFQ and any resulting contract. The document must be
signed without exception or qualification.

Provide a statement, based upon reasonable inquiry, of
whether the Respondent or any individual who shall perform
work under the contract has a possible conflict of interest
(e.g., employment by the State of Tennessee) and, if so, the
nature of that conflict.

NOTE: Any questions regarding the existence of conflict of
interest shall be solely resolved within the discretion of the
State, and the State reserves the right to cancel any award.

Provide a current bank reference indicating that the
Respondent’s business relationship with the financial
institution is in positive standing. Such reference must be
written in the form of a standard business letter, signed, and
dated within the past three (3) months.

Provide two current positive credit references from vendors
with which the Respondent has done business written in the
form of standard business letters, signed, and dated within
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RESPONDENT LEGAL ENTITY NAME:

A5.

AG.

AT.

A8.

A.9.

the past three (3) months.

Provide an official document or letter from an accredited
credit bureau, verified and dated within the last three (3)
months and indicating a positive credit rating for the
Respondent (NOTE: A credit bureau report number without
the full report is insufficient and will not be considered
responsive.)

Provide written confirmation that the Proposer understands
and agrees to comply with the State’s Technology
Architecture requirements as detailed in State of Tennessee

Enterprise Technology Architecture documentation (See
RFQ Attachment H). (NOTE: Bidder's may propose
technologies that do not align with the State of Tennessee
Enterprise Technology Architecture.)

Provide written attestation that the Respondent does attest,
certify, warrant, and assure that the Contractor shall not
knowingly employ in the performance of this Contract
employees who have been excluded from participation in
the Medicare, Medicaid, and/or State CHIP programs
pursuant to Sections 1128 of the Social Security Act.

Respondent must provide written attestation that the
Proposer has successfully implemented, with minimal
mitigation, at least two (2) large scale implementations
which must be post-PPACA (Patient Protection and
Affordable Care Act) Medicaid eligibility determination
systems. Both implementations must meet all the following
criteria:

a) Comparable in size and complexity to that
specified herein, or larger; specifically the
implementation must have included the following
components 1) a rules based MAGI engine, 2) an
application intake/processing function and 3)
electronic content management functionality. In
addition, the system must have serviced a
population of at least 500,000 enrollees per year.

b) Within the last five (5) years;

c) For a state or local government health/human
services agency;

d) Included in the references;
e) Performed as the prime contractor.

f)  Supporting documentation shall consist at a
minimum of name of the entity, total contract value
as set for the initial contract scope of work, number
of enrollees, dates of the project, services provided
by the proposer, project status as of RFQ proposal
submission (e.g. complete, in progress), products
implemented, and the modules/functionality within
those products that were deployed.

Respondent must provide written attestation that business
rules engine included in the Proposer’s Solution has been

successfully implemented and is operational in at least two
(2) other states. Identify the state(s).
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RFQ ATTACHMENT B

TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION B: GENERAL QUALIFICATIONS & EXPERIENCE. The Respondent must address all items
detailed below and provide, in sequence, the information and documentation as required (referenced with
the associated item references).The Respondent must also detail the response page number for each
item in the appropriate space below. Evaluation Team members will independently evaluate and assign
one score for all responses to General Qualifications & Experience Items.

RESPONDENT LEGAL ENTITY NAME:

Response Page @ Item Ref.
#

(Respondent

completes)

B1.

B2.

B3.
B4.

BS.

B6.

B7.

B8.

BO.

Section B — General Qualifications & Experience Items

Detail the name, e-mail address, mailing address, telephone number, and
facsimile number of the person the State should contact regarding the
response.

Describe the Respondent’s form of business (i.e., individual, sole proprietor,
corporation, non-profit corporation, partnership, limited liability company) and
business location (physical location or domicile).

Detail the number of years the Respondent has been in business.

Briefly describe how long the Respondent has been providing the goods or
services required by this RFQ.

Describe the Respondent’s number of employees, client base, and location of
offices.

Provide a statement of whether there have been any mergers, acquisitions, or
sales of the Respondent within the last ten (10) years. If so, include an
explanation providing relevant details.

Provide a statement of whether the Respondent or, to the Respondent’s
knowledge, any of the Respondent’s employees, agents, independent
contractors, or subcontractors, proposed to provide work on a contract
pursuant to this RFQ, have been convicted of, pled guilty to, or pled nolo
contendere to any felony. If so, include an explanation providing relevant
details.

Provide a statement of whether, in the last ten (10) years, the Respondent
has filed (or had filed against it) any bankruptcy or insolvency proceeding,
whether voluntary or involuntary, or undergone the appointment of a receiver,
trustee, or assignee for the benefit of creditors. If so, include an explanation
providing relevant details.

Provide a statement of whether there is any material, pending litigation
against the Respondent that the Respondent should reasonably believe could
adversely affect its ability to meet contract requirements pursuant to this RFQ
or is likely to have a material adverse effect on the Respondent’s financial
condition. If such exists, list each separately, explain the relevant details, and
attach the opinion of counsel addressing whether and to what extent it would
impair the Respondent’s performance in a contract pursuant to this RFQ.
NOTE: All persons, agencies, firms, or other entities that provide legal
opinions regarding the Respondent must be properly licensed to render such
opinions. The State may require the Respondent to submit proof of such
licensure detailing the state of licensure and licensure number for each
person or entity that renders such opinions.
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RESPONDENT LEGAL ENTITY NAME:

B10.

B11.

B12.

B13.

B14.

B15.

Provide a statement of whether there is any pending or in progress Securities
Exchange Commission investigations involving the Respondent. If such
exists, list each separately, explain the relevant details, and attach the opinion
of counsel addressing whether and to what extent it will impair the
Respondent’s performance in a contract pursuant to this RFQ.

NOTE: All persons, agencies, firms, or other entities that provide legal
opinions regarding the Respondent must be properly licensed to render such
opinions. The State may require the Respondent to submit proof of such
licensure detailing the state of licensure and licensure number for each
person or entity that renders such opinions.

Provide a brief, descriptive statement, not to exceed 15 pages, detailing
evidence of the Respondent’s ability to deliver the goods or services sought
under this RFQ (e.qg., prior experience, training, certifications, resources,
program and quality management systems, etc.).

Provide a narrative description, not to exceed 15 pages, of the proposed
contract team, its members, and organizational structure along with an
organizational chart identifying the key people who will be assigned to provide
the goods or services required by this RFQ, illustrating the lines of authority,
and designating the individual responsible for the completion of each task and
deliverable of the RFQ.

Provide a personnel roster listing the names of Key Personnel (as defined in
RFQ Attachment G Section A.22.15 that the Respondent will assign to
perform tasks required by this RFQ along with the estimated number of hours
that each individual will devote to the required tasks. Follow the personnel
roster with a resume for each of the people listed. The resumes must detail
the individual’s title, education, current position with the Respondent, and
employment history in the appendix. All Key Personnel must have at least
three (3) client references from projects of similar scope and size and for
similar roles, within the last 5 years.

Provide a statement of whether the Respondent intends to use subcontractors
to accomplish the work required by this RFQ, and if so, detail:
a) the names of the subcontractors along with the contact person,
mailing address, telephone number, and e-mail address for each;
b) a description of the scope and portions of the work each
subcontractor will perform; and
c) a statement specifying that each proposed subcontractor has
expressly assented to being proposed as a subcontractor in the
Respondent’s response to this RFQ.

Provide documentation of the Respondent’s commitment to diversity as
represented by the following:

a) Business Strategy Provide a description of the Respondent’s existing
programs and procedures designed to encourage and foster
commerce with business enterprises owned by minorities, women,
Tennessee service-disabled veterans, and small business
enterprises. Please also include a list of the Respondent’s
certifications as a diversity business, if applicable.

b) Business Relationships Provide a listing of the Respondent’s current
contracts with business enterprises owned by minorities, women,
Tennessee service-disabled veterans and small business
enterprises. Please include the following information:

1. contract description;

2. contractor name and ownership characteristics (i.e., ethnicity,
gender, Tennessee service-disabled); and

3. Contractor contact name and telephone number.
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RESPONDENT LEGAL ENTITY NAME:

B16.

B17.

c) Estimated Participation Provide an estimated level of participation by
business enterprises owned by minorities, women, Tennessee
service-disabled veterans, and small business enterprises if a
contract is awarded to the Respondent pursuant to this RFQ. Please
include the following information:

1. apercentage (%) indicating the participation estimate. (Express
the estimated participation number as a percentage of the total
estimated contract value that will be dedicated to business with
subcontractors and supply contractors having such ownership
characteristics only and DO NOT INCLUDE DOLLAR
AMOUNTS);

2. anticipated goods or services contract descriptions;

3. names and ownership characteristics (i.e., ethnicity, gender,
Tennessee service-disabled veterans) of anticipated
subcontractors and supply contractors.

NOTE: In order to claim status as a Diversity Business Enterprise under this
contract, businesses must be certified by the Governor’s Office of Diversity
Business Enterprise (Go-DBE).Please visit the Go-DBE website at
https://tn.diversitysoftware.com/FrontEnd/StartCertification.asp? TN=tn&XID=9
810 for more information.
d) Workforce. Provide the percentage of the Respondent’s total current
employees by ethnicity and gender.
NOTE: Respondents that demonstrate a commitment to diversity will advance
State efforts to expand opportunity to do business with the State as
contractors and subcontractors. Response evaluations will recognize the
positive qualifications and experience of a Respondent that does business
with enterprises owned by minorities, women, Tennessee service-disabled
veterans and small business enterprises and who offer a diverse workforce.
Provide a statement of whether or not the Respondent has any current
contracts with the State of Tennessee or has completed any contracts with
the State of Tennessee within the previous five-year period. If so, provide the
following information for all current and completed contracts:
a) the name, title, telephone number and e-mail address of the State
contact responsible for the contract at issue;
b) the name of the procuring State agency;
c) a brief description of the contract’s specification for goods or scope
of services;
d) the contract term; and
e) the contract number.
NOTES: Current or prior contracts with the State are not a prerequisite and
are not required for the maximum evaluation score, and the existence of such
contracts with the State will not automatically result in the addition or
deduction of evaluation points.
Each evaluator will generally consider the results of inquiries by the State
regarding all contracts responsive to this item.
Provide customer references from individuals who are not current or former
State employees for projects similar to the goods or services sought under
this RFQ and which represent:
a) two (2) accounts Respondent currently services that are similar in
size to the State; and
b) three (3) completed projects.
References from at least three (3) different individuals are required to satisfy
the requirements above, e.g., an individual may provide a reference about a
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RESPONDENT LEGAL ENTITY NAME:

B18.

completed project and another reference about a currently serviced account.
Respondent must include references from each of the qualifications specified
in RFQ Attachment A, item A.8.

The standard reference questionnaire, which must be used and completed, is
provided at RFQ Attachment F. References that are not completed as
required may be deemed nonresponsive and may not be considered.

The Respondent will be solely responsible for obtaining fully completed
reference questionnaires and including them in the sealed Technical
Response. In order to obtain and submit the completed reference
guestionnaires, follow the process below:

a) Add the Respondent’'s name to the standard reference questionnaire
at RFQ Attachment F, and make a copy for each reference.

b) Send a reference questionnaire and a new, standard #10 envelope
to each reference.

c) Instruct the reference to:
1. complete the reference questionnaire;
2. sign and date the completed reference questionnaire;

3. seal the completed, signed, and dated reference questionnaire
within the envelope provided;

4. sign his or her name in ink across the sealed portion of the
envelope; and

5. return the sealed envelope directly to the Respondent (the
Respondent may wish to give each reference a deadline, such
that the Respondent will be able to collect all required
references in time to include them within the sealed Technical
Response).

d) Do NOT open the sealed references upon receipt.

e) Enclose all sealed reference envelopes within a larger, labeled
envelope for inclusion in the Technical Response as required.

NOTES: The State will not accept late references or references submitted by
any means other than that which is described above, and each reference
questionnaire submitted must be completed as required.

The State will not review more than the number of required references
indicated above.

While the State will base its reference check on the contents of the sealed
reference envelopes included in the Technical Response package, the State
reserves the right to confirm and clarify information detailed in the completed
reference questionnaires, and may consider clarification responses in the
evaluation of references.

The State is under no obligation to clarify any reference information.

Provide a statement and any relevant details addressing whether the
Respondent is any of the following:

a) s presently debarred, suspended, proposed for debarment, or
voluntarily excluded from covered transactions by any federal or
state department or agency;

b) has within the past three (3) years, been convicted of, or had a civil
judgment rendered against the contracting party from commission of
fraud, or a criminal offence in connection with obtaining, attempting
to obtain, or performing a public (federal, state, or local) transaction
or grant under a public transaction; violation of federal or state
antitrust statutes or commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false
statements, or receiving stolen property;
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RESPONDENT LEGAL ENTITY NAME:

B19.

B20.

B21.

SCORE (for all Section B—
Qualifications & Experience Iltems
above)

c) is presently indicted or otherwise criminally or civilly charged by a
government entity (federal, state, or local) with commission of any of
the offenses detailed above; and

d) has within a three (3) year period preceding the contract had one or
more public transactions (federal, state, local) terminated for cause
or default. If Respondent has had a contract terminated for cause or
default, provide information on the reason for contract termination.

Provide a full listing of:
a) Any liquidated damages paid and their triggering events; and

b) Terminated contracts (mutually or otherwise) with any other public
transactions (federal, state, local, or territories) within the last five (5)
years.

Explain if the proposed Solution or a portion thereof is in implementation or
full production operation in another state. If in implementation, identify the
state, the functions being implemented, and the planned implementation date.
If in production, identify the state where the proposed Solution is in
production, how long it has been in production, and the functions that are in
production. For each Solution described, list the programs covered (e.g.,
Medicaid) and if the scope covers functions necessitated by the program
listing in RFQ Attachment I. Please list the components from other states that
you plan to reuse in your proposed Solution.

The State is amenable to considering changes to RFQ Attachment G, pro
forma contract. The State will take all reasonable suggested alternative or
supplemental contract language changes by Respondents under advisement
during the evaluation and post award processes, subject to any mandates or
restrictions imposed on the State by applicable state or federal law. The State
recommends that Respondents include with their technical response any
alternative or supplemental suggested contract language that Respondents
would like the State to consider. However, the State reserves the right, in its
sole discretion, to reject any and all such proposed changes to the pro forma
contract.

Clearly indicate, by providing a “red-line” of RFQ Attachment G, pro forma
contract, all suggested alternative or supplemental contract language. Do not
include any exceptions or changes that (1) contradict a Federal requirement
or a Mandatory Requirement, or (2) push back any deadlines.

State Use — Evaluator Identification:
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RFQ ATTACHMENT C

TECHNICAL RESPONSE & EVALUATION GUIDE

SECTION C: TECHNICAL QUALIFICATIONS, EXPERIENCE & APPROACH. The Respondent should
explain its approach to providing goods or services to the State. The items listed below represent specific
guestions the State would request you answer in your response. For ease of review, please annotate
your explanation so that it contains references to the items listed below where they are addressed.
Respondent should not feel constrained to answer only the specific questions listed below in its
explanation and should feel free to provide attachments if necessary in an effort to provide a more
thorough response. Response to RFQ Attachment C not to exceed 300 pages (single sided page,
minimum 10 point font, single line spacing, with one inch margins), excluding Requirements Traceability
Matrix responses, and Microsoft Project Plan.

The Evaluation Team, made up of three (3) or more State employees, will independently evaluate and
score the response to each item. Each evaluator will use the following whole number, raw point scale for
scoring each item;

0 = little value 1 = poor 2 = fair 3 = satisfactory 4 = good 5 = excellent
The Solicitation Coordinator will multiply the Item Score by the associated Evaluation Factor (indicating

the relative emphasis of the item in the overall evaluation). The resulting product will be the item’s raw,
weighted score for purposes of calculating the section scores as indicated.

RESPONDENT LEGAL ENTITY NAME:

Response Item Section C— Technical Qualifications, Item Evaluation Raw
Page # Ref. Experience & Approach Items Score Factor Weighted
(Respondent Score
completes)

C.1. Executive Summary — Please provide a 15

summary of your response to this RFQ. The
Executive Summary should describe the
Respondent’s understanding of the State’s
vision and objectives, as well as highlight key
themes and components of the Respondent’s
response.

C.2. Project Management and Governance 50
Approach — The Respondent should detail its
proposed approach to managing and
governing the Eligibility Modernization Project
(EMP). Specifically address the requirements
in pro forma Contract (RFQ Attachment G)
Sections

a) A.7 Enterprise and Solution
Architecture Alignment

b) A.8 Project Management
c) A.10.1 Gate Review

C.3. Release Plan and Solution Approach — 30
Describe the Solution and approach to
implementation in order to meet the State’s
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RESPONDENT LEGAL ENTITY NAME:

C.A.

C.5.

C.6.

C.7.

vision and requirements. Specifically address
the requirements in pro forma Contract (RFQ
Attachment G) Sections

a) A.6 Release Plan and Project
Roadmap

b) A.9 Solution Infrastructure
c) A.13 Environments

For this response please identify any software
licenses and hardware required by the
Solution. For reference, the State’s proposed
project phasing and other relevant information
can be found in RFQ Attachment I. Provide a
Microsoft Project Plan displaying the proposed
project schedule by the proposed release date,
deliverable, SDLC activities, and timings of
each Gate Review.

In the discussion of the Solution approach, pay
particular attention to identifying portions of the
Solution that will be reused from other states
(and identify the states where they are
currently used).

Organizational Change Management and
Training (OCMT) — Describe the Respondent’s
approach for supporting the OCMT process.
Please pay particular attention to how training
content or other documentation will be linked
to/associated with Solution pages. Specifically
address the requirements in pro forma
Contract (RFQ Attachment G) Sections:

a) A.10.2 Stakeholder Analysis and
Management

b) A.20 OCMT

Business Analysis/Requirements Management
— Describe the Respondent’s approach to
stakeholder analysis and requirements
management. Specifically address the
requirements in pro forma Contract (RFQ
Attachment G) Sections:

a) A.10.3 Business Analysis
Management

b) A.10.9 Requirements Management

Business Process Management (BPM) —
Describe the Respondent’s approach to
business process analysis, documentation,
and execution. Specifically address the
requirements in pro forma Contract (RFQ
Attachment G) Section A.10.7.

Business Rules Management — Describe the
Respondent’s approach to business rules
analysis, documentation, and execution and
traceability. Specifically address the
requirements in pro forma Contract (RFQ
Attachment G) Section A.10.8.

35

30

30

15

40




RFQ#32101-15557

RESPONDENT LEGAL ENTITY NAME:

C.8.

C.9.

C.10.

C.11.

C.12.

C.13.

C.14.

C.15.

C.16.

Testing/Go Live — Describe the Respondent’s
approach to test development, test
management, beta testing and determinations
of operational readiness. Specifically address
the requirements in pro forma Contract (RFQ
Attachment G) Sections

a) A.10.10 Test Management

b) A.15 Operational Readiness

c) A.16 Beta Test

d) A.10.12 Integrated System
Implementation Management

Interface/Integration Management— Describe
the Respondent’s approach to interface and
integration management. Specifically address
the requirements in pro forma Contract (RFQ
Attachment G) Section A.10.11.

Approach to Deliverables — Describe the
Respondent’s approach to meeting the State’s
requirements for deliverable submission and
the required deliverables. Specifically address
the requirements in pro forma Contract (RFQ
Attachment G) Sections:

a) A.1l1 Deliverable Submission Process

b) A.27 Table of Deliverables

Data Conversion — Describe the Respondent’s
approach to converting historical and
administrative data from legacy system data
sources to the Solution. Specifically address
the requirements in pro forma Contract (RFQ
Attachment G) Section A.14.

Operations and Maintenance—Describe the
Respondent’s approach to operating and
maintaining the implemented Solution.
Specifically address the requirements in pro
forma Contract (RFQ Attachment G) Section
A.17.

Turnover — Describe the Respondent’s
approach to transitioning TEDS Operations
and Maintenance (O&M) to the State or Other
State Contractors. Specifically address the
requirements in pro forma Contract (RFQ
Attachment G) Section A.18.

Security and Privacy — Describe the
Respondent’'s approach to meeting the
Security and Privacy requirements. Specifically
address the requirements in pro forma
Contract (RFQ Attachment G) Section A.19.
Staffing — Describe the Respondent’s
approach to staffing management. Specifically
address the requirements in pro forma
Contract (RFQ Attachment G) Section A.22.
Warranty/Post Implementation — Describe the
Respondent'’s approach to providing warranty
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RESPONDENT LEGAL ENTITY NAME:

C.17.

C.18.

C.19.

C.20.

The Solicitation Coordinator will use this sum and
the formula below to calculate the section score. All

and post implementation services. Specifically
address the requirements in pro forma
Contract (RFQ Attachment G) Sections:

a) A.10.13 Post Implementation
Evaluation

b) A.26 Warranty

Project Operations — The State has defined
other requirements for the EMP Respondent.
Describe the Respondent’s approach for
meeting the requirements described in pro
forma Contract (RFQ Attachment G) Sections:

a) A.21 Quality Assurance and
Monitoring

b) A.23 Facility
c) A.24 Status Performance Reporting.

Functional Requirements— Describe the
Respondent’s approach of how TEDS will fulfil
each of the functional requirements described
in RFQ Attachment J. For this response, fully
complete the workbook in RFQ Attachment
J.1.

Non-Functional Requirements — Describe the
Respondent’s approach of how TEDS will fulfil
each of the non-functional requirements
described in RFQ Attachment J. For this
response, fully complete the workbook in RFQ
Attachment J.2.

Effort Workbook — Describe the estimated
effort, in resource hours, that the Respondent
believes will be necessary to successfully
implement the Solution in Tennessee. For this
response, fully complete the workbook in RFQ
Attachment K. Additional instructions are
provided in the Excel Workbook. Do not
include pricing information of any kind.

calculations will use and result in numbers rounded
to two (2) places to the right of the decimal point.

Total Raw Weighted Score / X 650
Maximum Possible Raw Weighted Score (maximum
(i.e., 5 x the sum of item weights above) possible score)

State Use — Evaluator Identification:
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Total Raw Weighted Score:
(sum of Raw Weighted Scores above)

15

100

100

130

= SCORE:
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RFQ ATTACHMENT D

CosT PROPOSAL & EVALUATION GUIDE

The Cost Proposal table below and the Cost Proposal Excel spreadsheet contained in RFQ Attachment
D.1 must be completed exactly as required and returned with the rest of the Contractor’s response to this
RFQ.

NOTICE: THIS COST PROPOSAL MUST BE COMPLETED EXACTLY AS REQUIRED

COST PROPOSAL SCHEDULE— The Cost Proposal, detailed below, shall indicate the proposed price
for the delivery of specified goods for the entire scope of services including all services defined in the
Scope of Services of the RFQ Attachment G, pro forma contract for the entire contract period. The Cost
Proposal shall remain valid for at least 120 days subsequent to the date of the Cost Proposal opening
and thereafter in accordance with any contract resulting from this RFQ. All monetary amounts shall be in
U.S. currency and limited to two (2) places to the right of the decimal point.

Respondents shall complete RFQ Attachment D.1, the Cost Proposal Excel spreadsheet. The Cost
Proposal Excel spreadsheet contains cells for all proposed labor rates, hours, and assumptions for each
stage of the project. Instructions for completing the Cost Proposal Excel spreadsheet are contained in
worksheet 1, Instructions. Summary results from the Cost Proposal Excel spreadsheet, are entered into
the summary Cost Proposal table below for purposes of Cost Proposal evaluation.

NOTICE: The Evaluation Factor associated with each line item of cost is for evaluation purposes only.
The evaluation factors do NOT and should NOT be construed as any type of volume guarantee or
minimum purchase quantity. The evaluation factors shall NOT create rights, interests, or claims of
entitlement of the Respondent.

Notwithstanding the line item of costs herein, pursuant to the second paragraph of the pro forma contract
section C.1 of RFQ Attachment G, “The State does not guarantee that it will buy any minimum quantity of
goods or services under this Contract.”

This Cost Proposal must be signed, in the space below, by an individual empowered to bind the entity

responding to the provisions of this RFQ and any contract awarded pursuant thereto. If said individual is
not responding in an individual capacity or is not the President or Chief Executive Officer, this document
must attach evidence showing the individual’s authority to legally bind the entity responding to this RFQ.

RESPONDENT SIGNATURE:

PRINTED NAME & TITLE:
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DATE:

RESPONDENT LEGAL ENTITY NAME:

Line item of cost Description Proposed Cost State Use Only
Evaluation Evaluation Cost
Factor (cost x factor)

I. Design, Development and $ 1

Implementation

(From Attachment D.1, Sheet 6, cell
122)

I1. Initial Operations (Sum of all O&M 1
months during initial contract term;
from Attachment D.1, Sheet 6, cell J22)

Ill. Maintenance & Operations, YR-1 1
(From Attachment D.1, Sheet 6, cell $

H20)

Ill. Maintenance & Operations, YR-2 1
(From Attachment D.1, Sheet 6, cell $

H20)

Ill. Maintenance & Operations, YR-3 1
(From Attachment D.1, Sheet 6, cell $

H20)

EVALUATION COST AMOUNT (sum of evaluation costs above):

The RFQ Coordinator will use this sum and the formula below to calculate the Cost Proposal
Score. Numbers rounded to two (2) places to the right of the decimal point will be standard
for calculations.

Lowest evaluation cost amount from all responses X 100 (maximum =
evaluation cost amount being evaluated section score) SCORE:
State Use — RFQ Coordinator Signature, Printed Name & Date:
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RFQ ATTACHMENT E

STATEMENT OF CERTIFICATIONS AND ASSURANCES

An individual responding in his or her individual capacity or legally empowered to contractually bind the
Respondent must complete and sign the Statement of Certifications and Assurances below as required,
and this signed statement must be included with the response as required by the Request for
Qualifications.

The Respondent does, hereby, expressly affirm, declare, confirm, certify, and assure ALL of the following:

a)

b)

c)

d)

e)

f)

)

h)

The Respondent will comply with all of the provisions and requirements of the RFQ.

The Respondent will provide all specified goods or services as required by the contract awarded
pursuant to this RFQ.

The Respondent accepts and agrees to all terms and conditions set out in the contract awarded
pursuant to this RFQ.

The Respondent acknowledges and agrees that a contract resulting from the RFQ shall incorporate,
by reference, all Respondent responses as a part of the contract.

The Respondent will comply, as applicable, with:

1) the laws of the State of Tennessee;

2) Title VI of the federal Civil Rights Act of 1964;

3) Title IX of the federal Education Amendments Act of 1972;

4) the Equal Employment Opportunity Act and the regulations issued thereunder by the federal
government; and,

5) the Americans with Disabilities Act of 1990 and the regulations issued thereunder by the federal
government.

To the best of the undersigned’s knowledge, information or belief, the information detailed within the
Response to the RFQ is accurate.

The Response submitted to the RFQ was independently prepared, without collusion, and under
penalty of perjury.

No amount shall be paid directly or indirectly to an employee or official of the State of Tennessee as
wages, compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor,
or consultant to the Respondent in connection with the request or any potential resulting contract.

The Response submitted in response to the RFQ shall remain valid for at least 120 days subsequent
to the date of the Response opening and thereafter in accordance with any contract pursuant to the
RFQ.

By signature below, the signatory certifies legal authority to bind the responding entity to the
provisions of this request and any contract awarded pursuant to it. The State may, at its sole
discretion and at any time, require evidence documenting the signatory’s authority to be personally
bound or to legally bind the responding entity.
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DO NOT SIGN THIS DOCUMENT IF YOU ARE NOT LEGALLY AUTHORIZED TO DO SO BY THE
ENTITY RESPONDING TO THIS RFQ.

SIGNATURE & DATE:

PRINTED NAME & TITLE:

LEGAL ENTITY NAME:

FEIN or SSN:
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RFQ ATTACHMENT F

REFERENCE QUESTIONNAIRE

The standard reference questionnaire provided on the following pages of this attachment MUST be
completed by all individuals offering a reference for the Respondent.

The Respondent will be responsible for obtaining completed reference questionnaires as required (refer
to RFQ Attachment B, General Qualifications & Experience Items, Item B17.), and for enclosing the
sealed reference envelopes within the Respondent’s Technical Proposal.

REFERENCE QUESTIONNAIRE

REFERENCE SUBJECT: RESPONDENT NAME (completed by Respondent before reference is
requested)

The “reference subject” specified above, intends to submit a response to the State of Tennessee in
response to the Request for Qualifications (RFQ) indicated. As a part of such response, the reference
subject must include a number of completed and sealed reference questionnaires (using this form).

Each individual responding to this reference questionnaire is asked to follow these instructions:

a) complete this questionnaire (either using the form provided or an exact duplicate of this document);
b) sign and date the completed questionnaire;

c) seal the completed, signed, and dated questionnaire in a new standard #10 envelope;

d) sign inink across the sealed portion of the envelope; and

e) return the sealed envelope containing the completed questionnaire directly to the reference subject.

1) What is the name of the individual, company, organization, or entity responding to this reference
guestionnaire?

2) Please provide the following information about the individual completing this reference
guestionnaire on behalf of the above-named individual, company, organization, or entity.

NAME:

TITLE:
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TELEPHONE #

E-MAIL ADDRESS:

3) What goods or services does/did the reference subject provide to your company or organization?

4) What is the level of your overall satisfaction with the reference subject as a vendor of the goods
or services described above?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 5

least satisfied ’ ’ ’ ’ ’ most satisfied

If you circled 3 or less above, what could the reference subject have done to improve that rating?

5) If the goods or services that the reference subject provided to your company or organization are
completed, were the goods or services provided in compliance with the terms of the contract, on
time, and within budget? If not, please explain.

6) If the reference subject is still providing goods or services to your company or organization, are
these goods or services being provided in compliance with the terms of the contract, on time, and
within budget? If not, please explain.

7) How satisfied are you with the reference subject’s ability to perform based on your expectations
and according to the contractual arrangements?

8) In what areas of goods or service delivery does/did the reference subject excel?
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9) In what areas of goods or service delivery does/did the reference subject fall short?

10) What is the level of your satisfaction with the reference subject’s project management structures,
processes, and personnel?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 5

least satisfied ‘ ‘ ‘ ‘ ‘ most satisfied

What, if any, comments do you have regarding the score selected above?

11) Considering the staff assigned by the reference subject to deliver the goods or services described
in response to question 3 above, how satisfied are you with the technical abilities,
professionalism, and interpersonal skills of the individuals assigned?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 5

least satisfied ‘ ‘ ‘ ‘ ‘ most satisfied

What, if any, comments do you have regarding the score selected above?

12) Would you contract again with the reference subject for the same or similar goods or services?

Please respond by circling the appropriate number on the scale below.

1 2 3 4 5

least satisfied ’ ’ ’ ’ ’ most satisfied

What, if any, comments do you have regarding the score selected above?

REFERENCE SIGNATURE:
(by the individual completing this
request for reference information)
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DATE: (must be the same as the signature across the envelope seal)
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RFQ ATTACHMENT G

PRO FORMA CONTRACT
RFQ # 32101-15557 PRO FORMA CONTRACT
The pro forma contract detailed in following pages of this exhibit contains some “blanks” (signified by

descriptions in capital letters) that will be completed with appropriate information in the final contract
resulting from the RFQ.
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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF FINANCE AND ADMINISTRATION,
DIVISION OF HEALTH CARE FINANCE AND ADMINISTRATION
AND
CONTRACTOR NAME

This Contract, by and between the State of Tennessee, Department of Finance and Administration,
Division of Health Care Finance and Administration (HCFA), hereinafter referred to as “HCFA” or the
“State”, and the Contractor, CONTRACTOR LEGAL ENTITY NAME, hereinafter referred to as the
“Contractor”, is for the provision of Systems Integration Services to support the State in completing the
Eligibility Modernization Project, hereinafter referred to as “EMP,” as further defined in the “SCOPE OF
SERVICES.” State and Contractor may be referred to individually as a “Party” or collectively as the
“Parties” to this Contract.

The Contractor is A/AN INDIVIDUAL, FOR-PROFIT CORPORATION, NON-PROFIT CORPORATION,
SPECIAL PURPOSE CORPORATION OR ASSOCIATION, PARTNERSHIP, JOINT VENTURE, OR
LIMITED LIABILITY COMPANY.

Contractor Edison Registration 1D # Number

Contractor Place of Incorporation or Organization: LOCATION

A SCOPE OF SERVICES

A.l The Contractor shall provide all goods or services and deliverables as required, described, and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A2 Nothing in this Contract shall be deemed to be a delegation to the Contractor of the State’s non-
delegable duties under the TennCare program administered by the single state agency, as
designated by the State and the Centers for Medicare and Medicaid Services (CMS), pursuant
to Title XIX of the Social Security Act (42 U.S.C § 1396 et seq.) and the Section 1115 research
and demonstration waiver granted to the State and any successor programs, or the Federal
Children’s Health Insurance Program (CHIP), known in Tennessee as “CoverKids,” administered
by the State pursuant to Title XXI of the Social Security Act. Applicable Definitions and
Abbreviations relative to this contract are located in Attachment 7.

A.3 The descriptions of Contractor deliverables in this Contract do not include every possible duty,
task, or intermediate deliverable necessary to achieve success on this Contract. The Contractor
shall receive written approval by the State for deliverables requiring State approval to be
effective. The Contractor understands and agrees that any perceived lack of detail in a specific
area does not indicate that the Contractor will have no duties in that area. The Contractor shall
fulfill the State’s Contract goals and requirements in a cost-effective manner. This includes all
intermediate steps, deliverables or processes reasonably necessary to achieve the desired
outcome described in each Section of the Contract. Intermediate steps, processes or
deliverables will be detailed in the Control Memorandum (CM), developed by the parties at the
inception of each Gate Review of the Contract, using the CM process described in Section A.29
below.

A4 Tennessee Eligibility Determination System (TEDS or Solution) Overview
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A.4.1  The Contractor shall design, develop, implement, maintain and operate a rules-based
Medicaid eligibility determination system that includes a:

A41.1 Worker portal;
A4.1.2 Member portal; and
A4.1.3 Partner portal.
A.4.2  The Solution shall have the ability to perform the following activities, including but not
limited to:
A4.2.1 Determining eligibility automatically and without worker intervention when all

A.4.2.2

A4.23

A4d24

A.4.25

A.4.2.6

A.4.2.7

A.4.2.8

A.4.2.9

A.4.2.10

A.4.2.11

eligibility criteria have been satisfied according to the State’s Medicaid policies
and Verification Plan.

Receiving application data
Performing member matching
Verifying eligibility data with Federal and State data sources

Determining MAGI and non-MAGI Medicaid eligibility and redetermination of
eligibility,

Terminating or denying eligibility
Sending and receiving account transfers with the Federal Facilitated Marketplace
Providing Managed Care Organization selection

Sending and reconciling all necessary eligibility and enrollment information with
other systems such as MMIS

Mailing or electronically mailing applicable notices and letters

Performing case maintenance activities and receiving complaints and requests for
appeals.

A.4.3  The Contractor shall design, develop, implement, maintain and operate an electronic
content management system to scan and store eligibility documents.

A.4.4  The Contractor shall demonstrate that the system is compliant with the CMS Seven
Standards and Conditions guidelines as published in December 2015. The Contractor
shall adhere to the CMS-defined critical success factors as documented in “EE CSF
2016-02-18".

A.4.5  The Contractor shall demonstrate that the system is compliant with the CMS Eligibility
and Enrollment Supplement for MITA 3.0.

A5 Governance

A.5.1  As part of the State’s Medicaid Modernization Program (MMP), the State is implementing
governance processes for IT-enabled transformation projects. The first iteration of the
MMP Governance Framework was developed by the State’s Technical Advisory Services
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(TAS) Contractor and administered by the State’s Strategic Program Management Office
(SPMO) Contractor. It focuses on business and technical governance of the Eligibility
Modernization Project (EMP). The Contractor shall be governed by the State’s
Governance Framework and participate in all Gate Reviews of this project where required
by the State’'s Governance Framework as defined in the Program. The Contractor shall
comply with the State’s Governance Framework including:

A5.1.1 The Contractor shall fully participate in periodic oversight meetings and reviews

with State personnel, the State’s TAS, SPMO and Independent Validation and
Verification (IV&V) contractors, and other internal and external stakeholders. Full
participation includes, but is not limited to, making visible the status of Gate
Review deliverables throughout the process, including in draft form.

A5.1.2 The Contractor shall coordinate with the SPMO in its role as governance

administrator and the IV&V contractor in its independent review role to facilitate
the successful oversight of the Eligibility Modernization Project.

A5.1.3 The Contractor shall comply with the latest version of applicable State of

Tennessee and Federal Government policies and standards that govern EMP and
SDLC processes.

Ab5.1.4 The Contractor shall participate in governance training provided by the State.

A5.15 The Contractor shall cooperate with the State’s internal technical review boards

(the Technical Architecture Review Board (TARB) and the Technical Change
Control Board (TCCB)) to facilitate the successful oversight of the Operations and
Maintenance phase of this project.

A.6 Release Plan and Project Roadmap

A6.1

Contractor shall ensure that the Solution meets the State’s schedule and release
requirements. In building the Solution, Contractor shall comply with the requirements
contained in this Contract, including but not limited to, those requirements contained in
Contract Attachment TBD hereof. [CONTRACTOR’S NEGOTIATED RESPONSE TO
Contract ATTACHMENT TBD]

A7 Enterprise and Solution Architecture Alignment

A7.1

. The Contractor shall align all Solution designs with the State’s target system
architecture and with the State’s Enterprise Architecture Business Operating Model (EA-
BOM) Management Plan. In addition, the Contractor shall meet the following
requirements:

A7.1.1 The Contractor shall adhere to architecture design standards as specified in the

EA-BOM Management Plan.

A.7.1.2 The architecture design artifacts prepared by the Contractor shall adhere to

architecture principles as established by the HCFA TARB.

A.7.1.3 The Contractor shall, as necessary and at no additional cost to the State, resolve

any non-compliance of the Solution with the State’s design standards. Exceptions
may only be granted by the State’s TARB in writing on a case by case basis.

A7.1.4 The Contractor shall maintain solution architecture artifacts and design models in

an industry standard Computer-Aided Software Engineering Tool. This includes
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the ability to create new and maintain existing architecture artifacts. Contractor’s
design tool shall be interoperable with the State’s design tool to facilitate import
and export of enterprise and solution architecture artifacts between the State and
the Contractor. The artifacts that must be maintained in a design tool include, but
are not limited to, the models, matrices, and lists specified in the EA-BOM
Management Plan.

The Contractor shall keep the State continually informed of to the status of
architecture artifacts as required during the SDLC through such means as reports,
web pages, a query tool, etc.

A.8 Project Management

A.8.1  The Contractor shall develop a Project Management Plan (PMP), to be approved in
writing by the State, upon start of work under this Contract. The PMP shall define the
approach to managing delivery of Project Management Lifecycle (PMLC) Services on the
EMP and shall be developed in alignment with industry standards in the Project
Management Body of Knowledge (PMBOK) for program and project management, and
the State’s MMP PMP template.

A8.1.1

A.8.1.2

A.8.1.3

A.8.1.4

A.8.1.5

A.8.1.6

A.8.1.7

A.8.1.8

A.8.1.9

The Contractor shall define Scope Management processes and procedures to
ensure that all scope updates are escalated appropriately and addressed in a
timely manner.

The Contractor shall define Communication Management processes and
procedures to ensure that all relevant information is escalated appropriately and
addressed in a timely manner.

The Contractor shall define Risk and Issue Escalation processes and procedures
to ensure that important risks and issues are escalated appropriately and resolved
in a timely manner.

The Contractor shall define Schedule Management processes and procedures to
ensure that the project remains on schedule.

The Contractor shall define Quality Management processes and procedures to
ensure continuous improvement.

The Contractor shall define Configuration Management processes and
procedures to ensure all project artifacts can be tracked and identified throughout
the project lifecycle.

The Contractor shall define Performance Management processes and procedures
to ensure that goals are consistently being met in an effective and efficient
manner.

The Contractor shall define Human Resource Management processes and
procedures to onboard resources, provide appropriate training and orientation to
the TEDS processes.

The Contractor shall define Financial Management processes and procedures to
ensure budget tracking and earned value management.

A.8.2  The Contractor shall create a baselined Project Plan within the PMP that shall be used to
track project tasks, deliverables, milestones, dependencies, and resources to ensure
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accurate project status reporting. The Contractor shall continuously update the Project
Plan and provide the latest version to the State immediately upon request. The
Contractor’s Project Management Plan shall include tasks for the State and the State’s
Contractors as appropriate. In addition, Contractor shall develop and submit a Release
Project Plan for every release. The Contractor’s Project Plan for every release shall be
approved in writing by the State. The Contractor’s Project Plan milestones shall be
integrated into the MMP Integrated Master Schedule (IMS) in coordination with the
State’s SPMO to provide a MMP-wide project schedule view.

The Contractor shall adhere to the State’s PMLC guidance. If issues, risks, or system
defects are not addressed in a timely manner, or if system defects or errors persist or
recur, the State reserves the right to require the Contractor to develop and execute a
State approved Corrective Action Plan (CAP), as described in Section A.17.2.8. The
State also reserves the right to mandate that the project management methodology be
revised or that the processes and procedures necessary to meet any of the State
required milestones or deliverables be altered, in order for completion of timely and
quality project deliverables, and to eliminate or minimize negative affects to the EMP’s
success.

The Contractor shall coordinate with the State and State Contractors, as defined as
including the Strategic Program Management Office (SPMO), the Technical Advisory
Services (TAS) team, and the Independent Verification and Validation (IV&V) team, as
well as any other contractor to the State as deemed necessary to ensure the successful
management of the Eligibility Modernization Project.

A9 Solution Infrastructure

A9.1

A.9.2

The Contractor shall be responsible for developing and/or configuring the Solution to
meet the needs of the State. This shall include building the system infrastructure for the
Solution. The State of Tennessee Strategic Technology Solutions (STS) group within the
Department of Finance and Administration shall provide secure hosting facilities and
services for the Solution. The Contractor shall comply with all STS processes (e.g. the
Build Book process), procedures, and standards. The implementation for the Solution
includes two (2) data centers in Tennessee. The South Data Center is the primary
hosting location in Smyrna, TN and the North Data Center is the secondary hosting
located in Nashville, TN. A more distant hosting site may be selected and procured by
HCFA IS to align with CMS guidance concerning geographic separation for Integrated
Eligibility application disaster recovery site selection. The primary host site is also known
as the production site, while the secondary site is planned to be used as a disaster
recovery site. The Contractor shall work with the State to determine the disaster recovery
hosting option.

STS shall configure all of the network, server, and storage hardware at all State data
centers up to the operating system level, under the direction of the Contractor and HCFA
IS, to implement the Solution and supporting systems. The Contractor shall provide, in
the timeframe defined by the project schedule, STS with the configuration specifications
for the network, storage, virtual machines, hardware, and operating systems. The
specifications include security hardening settings, under the direction of the Contractor
and HCFA IS. STS provides patch management services for the operating system and
underlying virtual hosting technology. The host hardware (e.g., servers), security devices
(e.g., encryption devices, firewalls), routing devices (e.g., load balancers, switches), and
communications link interfaces are provided and maintained by STS. This includes full
rack configurations for all equipment; full rack uninterruptable power supplies, rack
cooling, rack temperature and humidity sensors, and cable management. STS shall also
provide connectivity within all State facilities and networks including the internet egress,
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excluding such technologies specific to TEDS. The Contractor shall validate and verify
that all of specifications have been met as documented.

The Solution specific commercial off-the-shelf (COTS) software and applications shall be
maintained by the Contractor for the duration of the Contract. All Operating System (OS),
applications, and COTS software updates are coordinated between the State and all
applicable State contractors via the Technical Change Control Board processes, as
changes in one application may impact the Solution or other HCFA system operations.
The COTS software versions and OS versions shall be maintained by the Contractor
within one major version of the latest release unless explicitly waived in writing by the
Technical Change Control Board.

The Contractor shall use state approved tools and methodologies for maintaining
oversight and control of the infrastructure build process. The Contractor shall be
responsible for ensuring that the construction of the system infrastructure conforms to the
requirements and design specifications contained in this Contract, including but not
limited to, those described in Contract Attachment TBD [CONTRACTOR’S
NEGOTIATED RESPONSE TO Contract ATTACHMENT TBD].

System Development Lifecycle (SDLC)

A.10.1 Gate Review

A.10.1.1  The Contractor shall be responsible for all materials and presentations associated

with the Gate Reviews in the CMS Information Technology Enterprise Lifecycle
(IT ELC) System Development Lifecycle and any mandates made by CMS relative
to the System Development Lifecycle.

A.10.1.2  The Contractor shall participate in the Gate Review process.

A.10.1.3  The Contractor shall produce all required documents and deliverables associated

with each Gate Review and shall meet CMS Gate Review submission standards.
As the passing of each Gate Review is of critical importance to continued federal
funding and adherence to the anticipated implementation schedule, failure to pass
a Gate Review shall be considered a material breach of this Contract. The State
may initiate the Termination for Cause provisions located at Section D.6 in the
event of such a Gate Review failure.

A.10.1.4  The Contractor shall comply with the State’s design reviews to ensure the

technical fit of the design of the Eligibility Modernization Solution with Federal and
State conditions and standards and that it is inter-operable with other Federal and
State systems defined in the target system architecture for Eligibility
Modernization.

A.10.1.5 The Contractor shall participate in consultation with the State, CMS, TAS, SPMO,

IV&V and other State Contractors or State entities as required to prepare for Gate
Reviews.

A.10.2 Stakeholder Analysis and Management

A.10.2.1  The Contractor shall work directly with assigned project Organizational Change

Management and Training (OCMT) Team Members for any identified OCMT,
Stakeholder, or Communication needs, as required by the State to ensure
adherence with State-approved OCMT methodology.
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The Contractor shall assist the OCMT Team in assessing the EMP to initially
define and/or refine OCMT scope and overall approach as inputs for the
development of any stakeholder engagement plans.

The Contractor shall work with the OCMT Team to identify appropriate
stakeholders and messaging for project-related communication and engagement
needs.

The Contractor shall adhere to the OCMT MMP Stakeholder Management Plan(s)
and follow relationship/interaction mapping requirements when identifying and/or
engaging stakeholders for the purpose of data and information collection.

The Contractor shall coordinate and communicate stakeholder engagement
needs and results to the designated OCMT Stakeholder Register Manager.

The Contractor shall coordinate with the State Project Director in compliance with
communication plan(s) on all identified communication needs, to ensure any
communication needs are in alignment with, and/or added to, the approved
project-specific communication(s) plan as defined by the project team.

The Contractor shall provide access to key documentation and subject matter
experts in any quantity and quality as the State deems reasonable to support
assessing organizational impact and other OCMT activities as needed.

The Contractor shall provide the project plan and validate major milestones and
timing, as requested to the state, to ensure alignment with Stakeholder and/or
OCMT activities across the project lifecycle.

The Contractor shall provide resources sufficient in any quantity and capability as
deemed reasonable by the State to support the following OCMT Approach
activities, including but not limited to:

A.10.2.9.1  All the activities defined to support the various phases of the OCMT

Approach (Analysis, Design, Development, Test, Implementation, O&M,
and Evaluate) and/or Stakeholder Analysis and Management Plan, both
documents being defined by the State.

A.10.2.9.2  Proactively identifying or assisting in the identification of areas of impact

and the potential resolution areas of impact as they pertain to
organizational design requirements and applicable stakeholder
engagement plans.

A.10.2.9.3  Supporting the identification of key stakeholders.

A.10.2.9.4  Validating identified change impacts (both system and process related).

A.10.2.9.5  Providing subject matter experts in specific work areas, processes,

applications, etc. to support awareness building sessions and/or other
stakeholder engagement activities.

A.10.3 Business Analysis Management

A.10.3.1

The Contractor shall document its standards, methodologies, and tools for
conducting business analysis within the Requirements Management Plan, and
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demonstrate the alignment to industry standards as defined by the International
Institute of Business Analysis.

The Contractor shall identify the delivery schedule and frequency of requirement
artifacts ((such as, but limited to, Business Requirements Document (BRD),
System Design Document (SDD)).

The Contractor shall integrate its business analysis activities into the State
Enterprise Architecture and enterprise governance processes.

The Contractor shall document its approach to ensure provision of qualified
Business Analysts with appropriate Medicaid domain knowledge and Business
Analyst experience.

A.10.4 Refine/Elaborate requirements

A104.1

A.10.4.2

A.10.4.3

A.10.4.4

A.10.4.5

A.10.4.6

The Contractor shall identify the stakeholders necessary for participation in the
business analysis and requirements gathering activities.

The Contractor shall review proposed requirements as documented by the State,
identify gaps, identify necessary clarifications, and offer alternatives to support
solution development.

The Contractor shall secure clarification from relevant business and technical
Subject Matter Experts (SMESs) to resolve ambiguous or conflicting requirements.

The Contractor shall conduct requirements gathering and refinement sessions
with appropriate State and State-designated business and technical stakeholders,
following industry standards such as those articulated by the International Institute
of Business Analysis and the Business Analysis Body of Knowledge (BABOK).

The Contractor shall document any refined requirements for State approval in the
Requirements Traceability Matrix, while maintaining requirement version control
and archiving.

The Contractor shall write any new or revised business requirements such that
they are understandable to the business stakeholders and not technical in nature.

A.10.5 Support Design

A.10.5.1

A.10.5.2

A.10.5.3

The Contractor shall review the State Enterprise and Business Architecture to
gain an understanding of the desired business processes for Medicaid eligibility
determinations.

The Contractor shall provide a Business Case Document describing the analysis
that was completed and the Contractor’'s Solution, and highlighting the benefits of
moving forward with the Solution.

The Contractor shall ensure that all aspects of the system are analyzed for the
use of industry standard practices, focusing at a minimum on:

a) Meeting the needs of the business in a safe and secure manner (including
Access Management and threat vulnerability assessment);

b) Meeting the needs of external stakeholders (including, but not limited to,
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residents of Tennessee, Medicaid applicants, State and Federal
government agencies such as CMS, Internal Revenue Service, Social
Security Administration, State of Tennessee Strategic Technical Services,
State of Tennessee Department of Human Services, and other State-
approved contractors);

c) Ensuring State-approved approach for Business Continuity/Disaster
Recovery (BC/DR).

A.10.6 Support Change Requests

A.10.6.1

A.10.6.2

A.10.6.3

A.10.6.4

A.10.6.5

A.10.6.6

A.10.6.7

The Contractor shall review Business Services Definitions issued by CMS and
provide the State with a solution impact analysis on requirements, business rules,
and interfaces within seven (7) calendar days of receipt of change request.

The Contractor shall perform impact analysis on change requests to identify
impacts across business processes and business rules.

The Contractor shall perform risk analysis on change requests to identify risks and
potential mitigations associated with development and deployment of the change.

The Contractor shall perform alternatives analysis for change requests, to support
the Eligibility Modernization Project Steering Committee (Project Steering
Committee) with relevant information concerning alternative approaches to
addressing the business need underlying the request.

The Contractor shall perform cost analysis for change requests as part of the
Change Order process described in Section A.28. All change requests shall
indicate implementation and full lifecycle costs for the proposed change.

The Contractor shall work with State management to understand the impact of
human resource costs as well as cross-project impacts associated with fulfilling
the change request.

The Contractor shall provide analysis to support timing decisions for deployment
of change requests, in compliance with the State release management process.

A.10.7 Business Process Management (BPM)

A.10.7.1

The Contractor shall develop, for State approval, a BPM Plan. The Contractor
shall execute this plan. This plan shall include at a minimum:

A.10.7.1.1  The tools that the Contractor shall use for documenting and managing

business processes.

A.10.7.1.2  The documentation standards that shall be used for business processes.

A.10.7.1.3  The process by which business processes shall be evaluated, for both

new and revised processes.

A.10.7.1.4  The roles and responsibilities of the Contractor, the State, and other

MMP Contractors in BPM for the project. This includes supporting the
entire business process by defining, documenting, and proposing
improvements to business process standards.
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A.10.7.2  The Contractor shall validate State future state business processes against the
Solution and provide a gap and alternatives analysis.

A.10.7.3  The Contractor shall ensure that the business processes, as documented, are in
alignment with the State Business Architecture.

A.10.7.4  The Contractor shall ensure that business processes are reviewed and approved
by the State designated project stakeholders.

A.10.7.5  The Contractor shall use industry-standard software in capturing the business
processes end-to-end. Any such software shall at a minimum:

A.10.7.5.1

A.10.7.5.2

A.10.7.5.3

A.10.7.5.4

A.10.7.5.5

Capture all workflows, including workflows with human-to-human
processes, human-to-system processes, and system-to-system
processes.

Allow updates to be applied to workflows with minimal effortand allowing
for the capture of the dynamic changes to the modified workflow and that
demonstrates traceability between business processes and business
requirements.

Provide process flow documentation, consistent with the standards
outlined in Tennessee Business Solutions Methodology Business
Process Description (found at
http://www.tn.gov/assets/entities/finance/attachments/TBSMBusinessPro
cessDescription.xIsx) and the BABOK.

Maintain versions of business processes, beginning with a baseline or
current version, and maintaining each version when updates are applied,
including graphical representation of the same business processes.

Provide traceability of business processes to the Business Architecture
and business rule(s) that apply to the documented process.

A.10.7.6  The Contractor shall design a Solution that allows for execution of the business
processes. Any such Solution shall, at a minimum:

A.10.7.6.1

A.10.7.6.2

A.10.7.6.3

A.10.7.6.4

Comply with and use, to the extent possible, technologies outlined in the
Enterprise Architecture.

Comply with or include a Business Rules Engine (BRE) or Business
Rules Management software for handling the business rules governing
the processes.

Comply with documented enterprise and Business Architecture. The
Contractor shall secure State written approval, through the appropriate
State governance body, for any variance from the State architectural
standards.

The Contractor shall ensure that the implementation is compatible with
the Enterprise Architecture, and is approved in writing by the State as
being able to meet the technical and business needs. The Contractor
agrees and understands using a custom implementation that is not
natively compatible with the Enterprise Architecture requires a State-
approved exception.
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The Contractor shall document changes to the business processes that have
been identified and approved by the State.

The Contractor shall ensure that the tool being used to manage business
processes shall be able to identify and model the effects of the change to other
business processes.

The Contractor shall work with the State to submit any proposed changes to a
business process to the Project Steering Committee and other governance or
review boards as designated by the Project Steering Committee.

The Contractor shall perform an impact analysis on any proposed changes to
business processes. Such analysis shall include, at a minimum:

A.10.7.10.1 Cost implications of making the change

A.10.7.10.2 Security and privacy implications of the change

A.10.7.10.3 Identification of the impact of the change on related business processes

A.10.7.10.4 Identification of configuration changes needed based on the proposed

change

A.10.7.10.5 Analysis of new business requirements against current requirements to

ensure that any new requirements are not in conflict with current
requirements

A.10.7.10.6 Identification of project risk implications associated with the proposed

change

A.10.7.10.7 Identification of project assumptions and constraints associated with the

A.10.7.11

A.10.7.12

A.10.8.1

proposed change.

The Contractor shall ensure that any proposed changes that may affect the
Business or Enterprise Architecture shall be reviewed by the TARB for approval
before implementation of the change.

The Contractor shall conduct an impact analysis, as needed, to support proposed
or anticipated retirement of a business process or solution.

A.10.8 Business Rules Management

The Contractor shall develop a Business Rules Management Plan to include and
execute on the following activities:

A.10.8.1.1 Identify an industry-recognized BRE or Business Rules Management

System (BRMS) which the Contractor shall use to document business
rules.

A.10.8.1.2  Provide the State a written justification describing the preferred BRE or

BRMS solution and the selection process used to compare the preferred
solution with other industry-recognized solutions.

A.10.8.1.3 Implement BRE or BRMS solution only after the State has given

approval to use the preferred BRE or BRMS solution.
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A.10.8.1.4

A.10.8.1.5

A.10.8.1.6

A.10.8.1.7

A.10.8.1.8

A.10.8.1.9
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Allow for execution of the business rules, as well as the ability for expert
State business users to review and test the business rules.

Ensure that the implemented BRE or BRMS is compliant with the
Minimum Acceptable Risk Standards for Exchanges (MARS-E), and
properly aligned with the project Security Plan.

Define business rules documentation standards, subject to State
approval, and consistent with CMS Seven Conditions and Standards.

Identify responsibilities for Business Rules Management, including
critical access and segregation of duties considerations.

Review the BRD and obtain State approval for any changes made.

Demonstrate to the State that the implementation of any new business
rules have not resulted in any circular errors or broken cases elsewhere.

A.10.8.2 Define Business Rules Format:

A.10.8.2.1

A.10.8.2.2

A.10.8.2.3

The Contractor shall ensure that the business rules contain a unique
identifier for each rule.

The Contractor shall ensure that the business rules contain a description
of the rule.

The Contractor shall ensure that business rules capture any relationship
between other business rules and business requirements.

A.10.8.3 Define Business Rules Standards:

A.10.8.3.1

A.10.8.3.2

A.10.8.3.3

A.10.8.3.4

A.10.8.3.5

A.10.8.3.6

A.10.8.3.7

A.10.8.3.8

The Contractor shall separate business rules from core programming, as
specified by the MITA Modularity Standard.

The Contractor shall write business rules as a clear directive or
statement specific to one topic.

The Contractor shall write business rules that are understandable to the
business owners and not technical in nature.

The Contractor shall provide business rules in human-and machine-
readable format.

The Contractor shall engage appropriate State business Subject Matter
Experts to assist the Contractor in writing the business rules.

The Contractor shall write business rules that convey what shall happen
or what can only happen if a certain condition is met.

The Contractor shall provide a mechanism and a process to maintain
business rules and regularly review for accuracy, updates, or retirement
as necessary.

The Contractor submit all business rules to the State for their written
approval.

59



RFQ #32101-15557

A.10.8.4  Implementing Business Rules:

A.10.8.4.1

A.10.8.4.2

A.10.8.4.3

A.10.8.4.4

A.10.8.4.5

A.10.8.4.6

A.10.8.4.7

The Contractor shall, as needed, conduct requirements analysis and
secure requirements approval from the State for proposed changes to
business rules.

The Contractor shall, as needed, conduct design definition and review
sessions to support a proposed update to business rules, and shall
secure State approval for the proposed change.

The Contractor shall submit updates to business rules as regulatory,
business, functional, security, technology, or other factors dictate and
shall secure State approval for the proposed change.

The Contractor shall be responsible for providing all required supporting
information, including cost and impact analysis, relative to proposed
business rules changes for presentation to the Project Steering
Committee and any other State architecture or governance review
bodies as designated by the Project Steering Committee.

The Contractor shall update the Requirements Traceability Matrix as
needed to reflect any approved changes to requirements associated with
the business rules, including changes to downstream requirements.

The Contractor shall implement changes to business rules only upon
State approval of the change, while maintaining business rules version
control and archiving.

The Contractor shall ensure that the Business Rule configuration items
(Cl) are updated and maintained.

A.10.8.5  Traceability within the System Development Lifecycle:

A.10.8.5.1

A.10.8.5.2

A.10.8.5.3

A.10.8.5.4

A.10.8.5.5

A.10.8.5.6

A.10.8.5.7

The Contractor shall ensure bi-directional traceability between rule-
related requirements and the associated business rules.

The Contractor shall ensure that business requirements are inclusive of
all business rules.

The Contractor shall ensure that business rules are assessed against
functional and non-functional requirements, as well as any proposed
technical solutions or implementation.

The Contractor shall ensure that designs are inclusive of all business
rules.

The Contractor shall document acceptance criteria approved by the
State for all business rules to support test execution.

The Contractor shall provide a test plan that includes testing the
implementation against the constraints dictated by the business rules.

The Contractor shall have in place a process to identify and track post-

implementation defects between the implemented Solution and business
rules as part of the software problem resolution process.
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A.10.8.5.8

A.10.8.5.9

A.10.8.5.10
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The State shall be responsible for notifying the Contractor of any
changes to business rules that are an outcome of policy changes.

The Contractor shall have in place a process in which any changes to
the business rules are reviewed by the State before being updated in the
BRE or BRMS.

The Contractor shall be responsible, through the Stakeholder
Management Process, in notifying key stakeholders when business rules
need to change based on a Project Steering Committee approval to
make the change.

A.10.9 Requirements Management

A.10.9.1  The Contractor shall be responsible for producing and executing a Requirements
Management Plan, subject to State approval, that follows the State framework
standard. The Requirements Management Plan shall

A.10.9.1.1

A.10.9.1.2

A.10.9.1.3

A.10.9.1.4

A.10.9.1.5

Describe the project’s methodology for requirements that meet the
State’s standard.

Identify and maintain a list of stakeholders necessary for participation in
the requirements lifecycle, clearly documenting their roles in the process.

Describe the performance measures, processes, and methods that shall
be used by the Contractor to monitor and enforce compliance with
requirements while maintaining quality requirements management
throughout the project lifecycle.

Provide a process for the disciplined management of requirements
across the requirements lifecycle, from ideation through implementation
and retirement.

Include a detailed standard operating procedure manual for the
definition, maintenance and change process for requirements in the
Contractor’s requirements management tool.

A.10.9.2  Requirements Definition & Management

A.10.9.2.1

A.10.9.2.2

A.10.9.2.3

A.10.9.2.4

The Contractor shall incorporate State-defined requirements associated
with the State’s business operating model into the aggregate
requirements documentation and requirements management tool.

The Contractor shall be responsible for managing the review and
approval process for newly identified business or Solution requirements,
or the iteration of State-defined requirements through to the end of the
requirements lifecycle.

The Contractor shall be responsible for defining transition requirements
in support of the designed Solution, as per the State standard, and
subject to State approval.

The Contractor shall be responsible for completing the following tasks

during business, solution or transition requirements definition and
management:
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a)

b)

c)

d)

e)

9)

h)

)

k)
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The Contractor shall conduct necessary requirements gathering
activities to document all requirements and associated requirement
types to meet the State’s needs and achieve CMS compliance.

The Contractor shall engage all necessary stakeholders, including
the State, Strategic Technology Services (STS), and other State-
designated entities, in requirements definition activities, to support
completeness of solution and transition requirements.

The Contractor shall validate requirements with relevant State
personnel to validate that requirements are well-defined, understood,
and documented.

The Contractor shall document requirements in a manner consistent
with the CMS Business Requirements Writer's Guide.

The Contractor shall document all requirements in a requirements
document that aligns to the CMS and State Requirements Document
template.

The Contractor shall ensure that requirements specifications have
been developed for all hardware and software subsystems in a
sufficient level of detail to ensure successful implementation.

The Contractor shall ensure that that all maintenance requirements
for the system are completely specified.

The Contractor shall elicit and document performance requirements
(e.g. timing, response time and throughput) to satisfy user needs.

The Contractor shall describe and document all system interfaces
precisely, by interface protocol and by function, including input/output
control codes, data format, polarity, range, units, and frequency.

The Contractor shall identify and document known constraints or
limitations early in the requirements gathering process.

The Contractor shall ensure that the requirements at a minimum:
1) Are uniquely identified throughout their lifecycle

2) Include system calculations, data manipulation and processing,
user interface and interaction with the application, and other
specific functionality showing how user requirements shall be
satisfied.

3) Describe the existing technical environment, systems, functions,
and processes.

4) Describe hardware/software requirements that will limit the
design and/or use of COTS options. These may include laws,
regulations, hardware limitations, interfaces, development
environment, operational environment, criticality, safety, and/or
security.
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6)

7)

8)

9)
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Describe hardware requirements and any related processes.
This shall include a detailed description of specific hardware
requirements, associated to specific project
functionality/deliverables, and shall include information such as
type of hardware, brand name, specifications, size, and security,
and other relevant characteristics.

Describe software requirements and any related processes. This
shall include a detailed description of specific software
requirements associated to specific project
functionality/deliverables, and shall include all relevant
information, such as security standards, version numbering,
functionality, data, interface requirements, and specifications.

Describe performance requirements and any related processes,
including a detailed description of specific performance
requirements associated to specific project
functionality/deliverables. This shall include information such as
system capacity, cycle time, speed per transaction, test
requirements, minimum defect counts, screen refresh rates,
reliability, utilization and other criteria necessary to define
performance and capacity.

Describe all of the Non-functional Requirements that affect
availability, including hours of operation, level of availability
required, down-time impact, support availability, accuracy, and
any other criteria necessary to define availability.

Describe all of the non-functional requirements that affect
supportability and maintainability such as coding standards,
naming conventions, maintenance access, and required utilities.

10) Describe the requirements for any user documentation and help

systems, including context-based application support.

11) Describe all of the user interface requirements (e.g., user

navigation, presentation of application and associated
functionality, screen location of interface elements, data display
and manipulation), system interfaces, and hardware and
software requirements that affect interfaces, protocol
management, scheduling, directory services, broadcasts,
message types, error and buffer management, and security.

12) Summarize and make reference to the Privacy Impact

Assessment, as defined in Section A.27, and its impact on
security requirements and provide justifications for why a specific
privacy item is needed.

13) Provide security categorization if available and describe all of the

non-functional requirements that affect security such as security
audits, cryptography, user data, system
identification/authentication, resource utilization, and facility
access times.
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14) Describe the existing compliance environment as it affects
project requirements, and the standards that solution
development must follow. Include an overview of the compliance
or standards requirements necessary to achieve the project’s
objectives. List all that are applicable to the project.

15) Include a section that applies to the systems that are required to
be Section 508 and WCAG 2.0 AA compliant and describes how
Section 508 of the Rehabilitation Act and WCAG 2.0 AA affects
the system, citing the technical standards it shall meet.

i) The Contractor shall maintain all requirements under formal
configuration control.

i) The Contractor shall secure State approval of all baseline
requirements.

iii) The Contractor shall make no changes to the requirement
baseline except where the requirement change has been
approved by the Project Steering Committee.

iv) The Contractor shall update project and test plans for any
new requirements approved by the Project Steering
Committee.

v) The Contractor shall document requirements to support
traceability through design, build, and test to validate and
verify that the system performs as intended and contains no
unnecessary software elements.

vi) The Contractor shall provide a process for identifying,
avoiding, and resolving conflicts or duplication of
requirements and business rules.

vii) The Contractor shall identify testing or completion criteria for
each requirement, subject to State review and approval.

A.10.9.3  Requirements Traceability & Requirements Management Tool

A.10.9.3.1

A.10.9.3.2

A.10.9.3.3

The Contractor shall provide an industry standard Requirements
Management tool, Test Management tool, and Business Rules
Management tool.

The Contractor shall be solely responsible for maintaining business,
solution and transition requirements in an industry standard requirements
management tool.

The Contractor’'s Requirements Management tool must be interoperable
with industry standard requirements management tools, the Contractor’s
Test Management tool, and the Contractor’s Business Rules
Management tool.
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A.10.9.34

A.10.9.3.5

A.10.9.3.6

A.10.9.3.7

A.10.9.3.8
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The Contractor shall be able to demonstrate the traceability between
requirements and solution design elements, business rules, data
elements, architecture artifacts, and test cases as per the State’s
Requirements Management Plan standard, within the Contractor’s
toolsets. Traceability shall include the ability to trace business
requirements to solution requirements, backward and forward traceability
between solution requirements and other solution requirements, and
solution requirements to transition requirements. Traceability shall also
include solution requirement ordering to show dependencies between
requirements.

The Contractor shall give the State unrestricted access to the
requirements management tool throughout the project SDLC.

The Contractor shall ensure that individuals responsible for managing
requirements are trained in the appropriate requirements management
procedures and use of the project’s requirement management tool.

The Contractor shall use its requirements management and test
management tool to trace requirements to test cases and results.

The Contractor’s requirements management tool at a minimum shall:

a) Assign or allow for the assignment of a unique identifier to each
requirement

b) Collect the source of the business requirement

c) Collect a title of the requirement

d) Collect the detailed description of the requirement

e) Collect the owner of the requirement

f) Collect any assumptions applied to the business requirement

g) Assign a date and user stamp for the requirement when created

h) Assign or allow for the assignment of the business requirement type
(e.g., functional, non-functional, technical.)

i) Allow for reporting the current status of the business requirement in
the lifecycle

j) Allow for identifying the business process(es) to which the
requirement applies

k) Allow for the attachment or referencing of external documents
related to the requirement

[) Have the ability to track changes made to the requirement in a way
that allows for generating a historical view of the requirement,
capturing when and by whom the change was made

m) Identify and demonstrate the relationship between requirements,
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functional or otherwise; business rules; and artifacts that directly
affect the requirement (e.g. process flows)

n) Allow for hierarchical creation and sorting of requirements

0) Provide a reporting mechanism that allows requirement reports to be
generated based on:

1) requirement status
2) requirement type
3) the hierarchy to which they are assigned, or

4) the business process/architectural feature to which they relate

A.10.10 Test Management

A.10.10.1

A.10.10.2

A.10.10.3

A.10.10.4

A.10.10.5

A.10.10.6

A.10.10.7

A.10.10.8

The Contractor shall be responsible for any and all testing required for building
and implementing the TEDS.

The Contractor shall provide test cases and scenarios for use by the State during
user acceptance testing. The State shall have the ability to create additional test
cases, as necessary.

The Contractor’s test cases shall cover interface performance in support of the
eligibility determination process.

The Contractor shall create and execute a Test Management Plan for State
approval, prior to any release or approved configuration change that defines the
testing methodology, the types of tests to be performed during the lifecycle,
testing schedule, and how the testing functions shall be performed.

The Contractor shall ensure that the Test Management Plan is in compliance with
the CMS Testing Framework and adheres to the appropriate Gate Reviews as
prescribed in this Framework.

The Contractor shall ensure that the Test Management Plan is in compliance with
security standards as set by the CMS Testing Framework, CMS Information
Security Standards, and Acceptable Risk Safeguards, and the security standards
included in this Contract.

The Contractor shall ensure that the Test Management Plan appropriately
addresses compliance with Minimum Acceptable Risk Standards for Exchanges
(MARS-E), Social Security Administration (SSA), and Federal Tax Information
(FTI) security requirements.

The Test Management Plan shall conform to the standards outlined in the HCFA
Test Management Plan and shall outline the Contractor’s approach, methodology,
and associated documentation for defining:

A.10.10.8.1 The scope of test work planned, partitioned into logical modules based

on functional or other characteristics that shall provide an appropriate
level of clarity for understanding and monitoring testing progress.
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A.10.10.8.2

A.10.10.8.3

A.10.10.8.4

A.10.10.8.5

A.10.10.8.6

A.10.10.8.7

A.10.10.8.8

A.10.10.8.9

A.10.10.8.10

A.10.10.8.11

A.10.10.8.12

A.10.10.8.13

A.10.10.8.14

A.10.10.8.15
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The types of tests the Contractor shall use to test the release, which
shall conform to the testing types designated by the CMS Testing
Framework and the HCFA Test Management Plan.

The testing environments (hardware and software) required to support
testing activities in a way that Testing and Development environments

shall manage all data in compliance with State and Federal regulations
and policies.

The strategy for addressing testing-related activities associated with
Gate Reviews and providing State-approved test coverage, as
applicable.

The strategy for use of State-approved testing tools that the Contractor
shall use to perform all testing responsibilities, ensuring that such tools
are available to complete full integration, security, performance,
regression and stress testing in the appropriate environments.

The expected timeline for completing each test phase, including
contingency plans (CP) if for any reason milestones become at risk for
not being completed within the set timeline.

The testing sequence and frequency and the reporting recurrence for
test results.

The assumptions, constraints, and risks involved with the testing activity,
to include any mitigation plans, workarounds, or deferments that have
been approved by the State and taken into consideration during testing.

The Contractor’s responsibilities for authoring, administering, and
executing any and all test cases.

The key stakeholders and their roles for each of the testing phase,
including but not limited to the Contractor resources, State’s business
and technical resources, and other State Contractors.

The strategy for retesting failed test cases to ensure early identification
and remediation of potentially persistent project issues.

The strategy for communicating testing progress, status, and outcomes
across each testing phase by module, highlighting variances in module
characteristics that require modification to accurately communicate
testing progress.

The strategy/process for determining test success criteria and reaching
agreement with State on passing results for various test types.

The entry and exit criteria for each testing phase, including the
appropriate Gate Reviews and success factors for each phase.

The testing documentation that shall be produced to support IV&V
activities.

A.10.10.9 The Contractor Shall ensure that the Test Management Plan, at a minimum,

incorporates the following as needed and agreed upon by the State:
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A.10.10.9.1

A.10.10.9.2

A.10.10.9.3

A.10.10.9.4

A.10.10.9.5

A.10.10.9.6

A.10.10.9.7

A.10.10.9.8

A.10.10.9.9

A.10.10.9.10

A.10.10.9.11

A.10.10.9.12

A.10.10.9.13

A.10.10.9.14

A.10.10.9.15

A.10.10.9.16

A.10.10.9.17

A.10.10.9.18

A.10.10.9.19

A.10.10.9.20

A.10.10.9.21

A.10.10.9.22

A.10.10.9.23

A.10.10.9.24

A.10.10.9.25

Unit Testing
Smoke/Sanity Testing
Functional Testing
Regression Testing
Ad-hoc Testing
Exploratory Testing
Usability Testing

GUI Software Testing
GUI Navigation Testing

Accessibility Testing

Security Compliance Testing

Compatibility Testing
Boundary Testing
Negative Testing

Error Handling Testing
Alert/Monitoring Testing
Capacity Testing
Performance Testing
Recovery Testing

Reliability Testing
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End-to-End Testing — End-to-End Testing shall include scenarios-based
test cases that cover the lifecycle of an application, from entry into the
Solution, through Eligibility Determination noticing and appeals.

Enterprise Testing

User Acceptance Testing — The State shall have access to Contractor

test cases during User acceptance testing.

Operational Readiness Testing — This testing shall ensure that the
operational readiness testing is appropriately comprehensive and
inclusive of all elements of the State enterprise impacted by the TEDS

Release deployment.

Business Rules Testing

68



A.10.10.9.26

A.10.10.9.27

A.10.10.9.28

A.10.10.9.29

A.10.10.9.30

A.10.10.9.31
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Availability Testing

Interface Testing

Beta Testing

Conversion Testing
Component Integration Testing

Quality Control Testing

A.10.10.10

A.10.10.11

A.10.10.12

A.10.10.13

A.10.10.14

A.10.10.15

A.10.10.16

A.10.10.17

A.10.10.18

The Contractor shall review the Test Management Plan with the necessary
stakeholders prior to beginning test activities and secure State approval of the
Test Management Plan by the State designated testing lead prior to any tests
being executed.

The Contractor shall execute the Test Management Plan and deliver all test
requirements.

The Contractor shall conduct a review of the Test Management Plan with the
State at the completion of each Release to assess its effectiveness and determine
any necessary adjustments to the Test Management Plan, and shall make
necessary approved changes to the Test Management Plan as identified through
this review process.

The Contractor shall support the State on program level testing of the information
security requirements.

The Contractor shall include appropriate static and dynamic application security
testing approaches in the Test Management Plan to ensure required levels of
application security.

The Contractor shall provide the IV&V Contractor the necessary support to
facilitate IV&V Attestation.

The Contractor shall provide the IV&YV Contractor the necessary support to
validate and verify all testing activities throughout the System Development
Lifecycle.

The Contractor shall provide the State the necessary support to facilitate MARS-E
self-attestation requirements.

The Contractor shall coordinate with assessment teams to provide information
and remediate findings for the Security Assessment Review.

A.10.10.18.1 The Contractor shall coordinate with the State and other contractor’s

designated by the State to conduct a Security Control Assessment (SCA)
both during the initial implementation and annually in subsequent M&O
years.

A.10.10.18.2 The Contractor shall plan and facilitate SCA-related activities including,

but not limited to:

a) Provide environments and user accesses
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b) Provide documentation
c) Provide access to contractor personnel
The Contractor shall take account the lead time on each of the

assessment activities required by the SCA and CMS reviews in order to
meet the project time objectives.

A.10.10.19 Authoring Tests:

A.10.10.19.1

A.10.10.19.2

A.10.10.19.3

A.10.10.19.4

A.10.10.19.5

A.10.10.19.6

The Contractor shall schedule Environment Readiness Review(s)
(ERRSs) to include necessary State designated personnel.

The Contractor shall document all tests and testing activities in
accordance with the Test Management Plan. Minimally every functional
and non-functional requirement (including load, performance, capacity,
and availability requirements) must be tested by a documented test case
or cases, and each test case shall be State-approved and accompanied
by the following information:

a) The associated requirements

b) The environment in which the test is to be performed

c) The release in which the test case is performed

d) The test type

e) The data and/or test harnesses to be used in executing tests

f) Test designer, performer, reviewer, and approver roles, to support
segregation of duties and assure performance of tasks by qualified
personnel

g) Expected test results

h) The specific steps and sequences to be performed in completing the
test

The Contractor shall ensure that test cases account for testing of all
State required browsers and versions as well as accessibility
considerations specified by Section 508 and WCAG 2.0 AA standards.

The Contractor shall update corresponding test cases impacted by code
or requirement changes based on approved changes to solution
requirements, as approved by the Project Steering Committee.

The Contractor shall review tests with appropriate stakeholders and shall
secure approval from the State designated testing lead prior to executing
the tests.

The Contractor shall provide system security documentation with
appropriate State stakeholders to facilitate security testing.

A.10.10.20 Executing Tests:
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A.10.10.20.1 The Contractor shall assign personnel to perform tests in alignment with
the roles specified in the designated test plan(s).

A.10.10.20.2 The Contractor shall use current industry standard testing and defect
tracking tools approved by State.

A.10.10.20.3 The Contractor shall use State approved automated testing tools for
regression testing and as needed for other high frequency testing
activities.

A.10.10.20.4 The Contractor shall work in conjunction with State and Strategic
Technology Solutions (STS) to provide necessary environments to
support all testing activities as approved and defined by State.

A.10.10.20.5 The Contractor shall ensure that the test performers have the necessary
skills and appropriate access to perform the test(s) effectively.

A.10.10.20.6 The Contractor shall demonstrate and ensure that an State-approved
number of staff are allocated to testing activities to efficiently deliver a
quality product, maintain project schedule, and support its
implementation approach.

A.10.10.20.7 The Contractor shall perform and document the peer review process for
unit tests and test plans.

A.10.10.20.8 The Contractor shall document the test performer, reviewer, and
approver for each test.

A.10.10.20.9 The Contractor shall record outcomes of the tests and re-test and
provide evidence to demonstrate the complete execution of all State
approved tests.

A.10.10.20.10The Contractor shall document test results with the associated
requirements in the Requirements Traceability Matrix.

A.10.10.20.11The Contractor shall record any defects or errors as outlined in the
State’s Defect Management Process Software Problem Resolution
Standards/Procedures Process.

A.10.10.20.12The Contractor shall retest any State-failed and/or Contractor-failed
tests.

A.10.10.20.13The Contractor shall, in cases of recurring test failures, provide access to
the related code for third party review upon request from State.

A.10.10.20.14The Contractor shall re-execute all modified tests resulting from changes
to solution requirements as approved by the Project Steering Committee
as defined in the State’s Program Governance Management Plan.

A.10.10.20.15The Contractor shall provide personnel as requested by the State to
participate in the Implementation Readiness Review(s) (IRRs).

A.10.10.21 Reporting Test Status and Results:
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A.10.10.21.1 The Contractor shall publish the status of current and upcoming test
activities that fall within the reporting timeline specified in the Test
Management Plan.

A.10.10.21.2 The Contractor shall secure State approval for the frequency of test
reporting.

A.10.10.21.3 The Contractor shall support State by providing ad hoc reporting for
requests approved by the eligibility modernization Steering Committee.

A.10.10.21.4 The Contractor shall customize test reports based on the intended
audience.

A.10.10.21.5 The Contractor shall secure State approval in defining test reporting
metrics.

A.10.10.21.6 The Contractor shall publish test results to include, at a minimum:

a) Test progress

b) Test results (e.g. pass, fail, deferred, failure reason by category,
failure resolution, test category by module, test category by function).
Failure reasons include poorly written code, poorly written test
scripts, environment, etc.

c) Testresults rates

d) Retestresults rates

e) Trends of test results

f) Evidence files

A.10.10.21.7 The Contractor shall provide additional analysis, as requested by State,
to identify patterns in failed test cases and patterns of failures within the
modules.

A.10.10.21.8 The Contractor shall provide technical documentation as well as test
results for non-functional requirements to support user acceptance
testing of the completed system requirements.

A.10.11 Interface/Integration Management
A.10.11.1 Plan Interface/Integration Management Approach:

A.10.11.1.1 The Contractor shall develop and execute a TEDS Interface/Integration
Management Plan that conforms to the standards outlined in the HCFA
Interface/Integration Management Plan and shall include but not be

limited to:

a) The approach to developing and managing internal and external
interfaces.

b) Technical tools that shall be used for extract, data transformation
and loading and for resolving errors.
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A.10.11.1.3

A.10.11.1.4

c)

d)

e)

)

h)

)

K)

n)
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Requirements that identify any conversion and Extract, Transform,
and Load (ETL) process as needed.

A description of how the Contractor’s development standards shall
be reconciled, to reflect use of an Enterprise Service Bus (ESB) and
web services as wrappers to legacy systems. The Contractor shall
produce example scenarios for integration reflecting their
infrastructure components and toolset.

Tasks, deliverables and resources necessary to complete interface
development, testing, and implementation.

Test Management Plan that identifies testing management and
scheduling between interface partners and all State agencies.

Automated monitoring and alerting mechanisms that shall address
interface errors and provide automated escalation to all relevant
stakeholders.

All interfaces that need IV&YV attestation including appropriate
scheduling activities associated with the attestation activities.
Description of how the solution development and test systems shall
work with internal and external interfaces.

Descriptions of the process for managing changes to the interfaces,
both in the production and non-production environments.

List of Solution interfaces, data format, frequency of updates and
expected data volume.

Process for interfacing and collaborating with interface partners,
including roles, responsibilities, deliverables, priority, and timelines.

Process for ensuring that the development and test environments
work with the internal and external non-production interfaces.

Communication Management Plan to establish automated
monitoring and alert procedures for contacting Key Personnel in the
event of interface/integration interruptions.

Communication Management Plan to establish automated
monitoring and alert procedures for contacting Key Personnel in the
event of the failed delivery of a scheduled interface file.

The Contractor shall identify risks in the development and maintenance
of interfaces and devise risk mitigation strategies.

The Contractor shall ensure that integrations and interfaces are in
compliance with all relevant security and privacy standards.

The Contractor shall ensure integrations and interfaces appropriately
address compliance with Minimum Acceptable Risk Standards for
Exchanges, Social Security Administration, and Federal Tax Information
security requirements.
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The Contractor shall manage connectivity and operate in terms of
Solution availability.

A.10.11.2 Document Requirements and Design:

A.10.11.2.1

A.10.11.2.2

A.10.11.2.3

A.10.11.2.4

A.10.11.2.5

A.10.11.2.6

A.10.11.2.7

The Contractor shall confirm identification of all sub-systems or sub-
system components, previously identified by the State and the Technical
Advisory Services Contractor, that require interfacing.

The Contractor shall review and, as needed, identify the interface
requirements that define at a minimum the scope of work, design,
development, installation, integration, testing and commissioning of the
sub-systems.

The Contractor shall work with the State to secure necessary
agreements with third parties (including CMS, relevant State of
Tennessee agencies, federal institutes and other interface partners) for
interfaces and integrations.

The Contractor shall work in cooperation with the State and Interface
partners to specify the information to be exchanged over the interface by
documenting this in Interface Control Documents to provide precise
technical definitions of interface data flows and protocols.

The Contractor shall develop the Interface Control Document, based on
the CMS Interface Control Document template, to document and track
the necessary information required to effectively define the TEDS
interfaces as well as any rules for communicating with them in order to
give the development team guidance on architecture of the system to be
developed.

The Contractor shall validate all interface control documents with the
State Security team.

The Contractor shall specify and be managed to performance and
availability criteria, subject to State approval, for each interface or
integration including but not limited to budget, uptime requirements,
outage coverage, maintainability, scalability, sustainability, portability,
efficiency and usability.

A.10.11.3 Develop Interfaces and Integrations:

A.10.11.3.1

The Contractor shall plan and develop interfaces and/or integrations to
support, manage, and monitor the timely and accurate exchange of
information between the TEDS and all other necessary systems,
including but not limited to the Federal Data Services Hub (FDSH), State
of Tennessee Department of Human Services, Strategic Technology
Services (STS), Social Security Administration (SSA) and other federal
and state external data sources as needed (see Contract Attachment 5).

a) The Contractor shall coordinate and collaborate with third-party
vendors with regards to operational interfaces for existing systems.

b) The Contractor shall plan and develop interfaces and/or integrations
for all newly developed systems.
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A.10.11.3.3

A.10.11.3.4

A.10.11.3.5

A.10.11.3.6

A.10.11.3.7

A.10.11.4.1

A.10.11.4.2

A.10.11.4.3

A.10.11.4.4

A.10.11.4.5

A.10.11.4.6
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The Contractor shall manage and operate the interface connection
between the TEDS and the FDSH.

The Contractor shall provide for secure and real-time data exchanges
during operation of the TEDS.

The Contractor shall obtain approval by the State Information Security
Steering Committee or its designated proxy on Interface Design
Documents to ensure appropriate access to information when executing
data exchanges.

The Contractor shall coordinate integration efforts with Interface Partners
and all State agencies.

The Contractor shall provide control mechanisms for each integration, to
ensure successful and complete exchange of all interface and integration
data.

The Contractor shall provide fail-over approaches to address high
availability, prevent service interruptions, and ensure system availability
due to maintenance or unanticipated events.

A.10.11.4 Test Interfaces and Integrations:

The Contractor shall provide control mechanisms for each integration, to
ensure successful, appropriate, and complete exchange of all specified
data elements.

The Contractor shall establish an escalation plan, approved by the State,
for the resolution of issues in the event that interface partners cannot
come to an agreement.

As part of the Test Management Plan, the Contractor shall develop,
manage, and monitor testing schedule and use it to coordinate with all
Interface Partners.

The Contractor shall test all relevant elements of interfaces and
interchanges in conjunction with HCFA IS and provide supporting
documentation of successful test completion to the State and secure
State sign-off, documenting completion of the integrations and interfaces
to the specified state requirements. These tests shall demonstrate
accuracy, completeness, timeliness, and performance of interfaces and
interchanges.

The Contractor shall conduct End-to-End testing with the State’s
interface partners after completion of system testing, and define the
Solution entry and exit criteria for this phase of testing with State
approval.

The Contractor shall develop the necessary test cases and scenarios to
validate and verify Solution interfaces function as expected by
requirements. To this end, boundary value testing, negative testing, and
white and black box testing approaches shall be incorporated into the
test cases and scenarios, as well as communicated to the appropriate
Interface partners, to ensure proper test coverage and collaboration,
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The Contractor shall provide test data and test harnesses where
appropriate to State IS.

The Contractor shall provide the IV&V Contractor the necessary support
to facilitate IV&V Attestation.

A.10.11.5 Deploy Interfaces and Integrations:

A.10.11.5.1

A.10.11.5.2

A.10.11.5.3

A.10.11.54

The Contractor shall ensure completion/readiness of all designated
interface and integration deployment risk mitigation plans.

The Contractor shall participate in pre-deployment Gate Reviews and
provide documentation to ensure readiness of interfaces and integrations
for deployment.

The Contractor shall deploy all approved interfaces and integrations into
production, following an agreed upon change, configuration, deployment
and release management procedures.

The Contractor shall ensure successful deployment of the interfaces and
integrations through smoke test results or other processes as agreed by
the State.

A.10.11.6 Operate Interfaces and Integrations:

A.10.11.6.1

A.10.11.6.2

A.10.11.6.3

A.10.11.6.4

A.10.11.6.5

A.10.11.6.6

A.10.11.6.7

The Contractor shall establish automated monitoring and alert
procedures for contacting Key Personnel in the event of
interface/integration interruptions in real time, available twenty-four (24)
hours per day, seven (7) days per week, and three hundred and sixty-
five (365) days per year (24/7/365).

The Contractor shall track, validate, and report completion of all specified
data exchange activities.

The Contractor shall track, report, and analyze all interface and
integration exceptions and errors and shall work with interface and
integration partner entities and the State’s operations as needed to
identify a resolution path and communication plan for the errors.

The Contractor shall manage and adhere to the State’s Software
Problem Resolution process for investigating and resolving reported
problems and potential defects.

The Contractor shall monitor the need for interface and integration
changes and shall follow the technical change control process to initiate
approval for changes.

The Contractor shall update interfaces and integrations, as approved
through the HCFA Technical Change Control Board, to address new
requirements and achieve continued or improved effectiveness in
meeting existing requirements.

The Contractor shall ensure that there is root-cause analysis performed
for all unexpected service interruptions due to failed
interfaces/integrations.
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A.10.11.6.8 The Contractor shall identify and develop recovery and any needed
remediation procedures for known errors

A.10.11.6.9 The Contractor shall identify and develop approved escalation
procedures.

A.10.11.6.10 The Contractor shall coordinate with HCFA and develop a BC/DR plan in
compliance with State and Federal requirements supporting the State’s
ATC.

A.10.12 Integrated System Implementation Management

A.10.12.1 Develop Implementation and Deployment Plan:

A.10.12.1.1 The Contractor shall develop and execute an Implementation and
Deployment Plan consistent with the standards outlined in the CMS
Implementation Plan Template, to define the activities, sequence, roles
and responsibilities associated with moving the TEDS into production.
Production cut-over shall accommodate a multi-phased approach. This
plan shall include at a minimum:

a)
b)

c)

d)

e)

Outline the deployment approach.
Define the entry criteria required to commence deployment activities.

Provide the names of the responsible organization(s), and titles and
telephone numbers of the staff who serve as points of contact for the
deployment. These points of contact shall include the Contractor
Project Manager and Technical Lead and Key Personnel, the State
technical and business owners, the State key resources, as well as
Other State Contractors and representatives from other entities such
as STS, CMS, and State of Tennessee Department of Human
Services.

Define the timeline and schedule of deployment activities.

Document deployment risks and provide detailed risk mitigation
plans.

A.10.12.2 Develop Roll Back Plan

A.10.12.2.1 Define and execute a Roll Back Plan for the State’s approval, to provide
a contingency option in case of deployment complications or failure, to
include at a minimum:

a)
b)

c)

d)

Criteria required for a roll back to occur
Defined sequence of events prior to and during execution of a CP

Communication matrix including stakeholders to contact in the event
a roll-back or CP must occur

Escalation process
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A.10.12.3 Document criteria for implementing the system in the production environment and
necessary documentation required to proceed with the implementation process.

A.10.12.4 The Contractor shall develop and execute a System Maintenance, Support, and
System Transition Plan.

A.10.12.4.1

A.10.12.4.2

A.10.12.4.3

A.10.12.4.4

A.10.12.4.5

A.10.12.4.6

A.10.12.4.7

A.10.12.4.8

A.10.12.4.9

A.10.12.4.10

A.10.12.4.11

The Contractor shall document the entry and exit criteria for transition
activities, as approved by the State, to commence and complete
transition to operations.

The Contractor shall describe the Contractor’s approach for supporting a
multi-phased release of functionality to provide the State value as early
as possible during the project timeframe.

The Contractor shall document the Contractor’s approach, resources,
and organizational structure to support efficient Operations and
Maintenance activities including approved workarounds, enhancements
and defect fixes for software Cls included in the production release while
simultaneously supporting major software Cls in development for
subsequent releases.

The Contractor shall document the Contractor’s approach, resources,
and organizational structure to support efficient development of software
Cls for future functionality releases without compromising Operations
and Maintenance activities for software Cls in production.

The Contractor shall describe the approach for issue reporting and
resolution of issues identified during the post go-live stabilization period
prior to the post implementation review.

The Contractor shall document exit criteria, including service level
agreements and applicable performance standards that shall be used to
define a stable production environment, as well as the required duration
for stable performance to ensure completion of the stabilization period.
Exit criteria shall be contingent on State approval.

The Contractor shall document assumptions, constraints, dependencies,
risks and issues applicable to the transition to operations.

The Contractor shall identify risk mitigation plans and owners for
transition activities.

The Contractor shall develop and execute a Cut-Over Plan as described
in Section A.15.1 that provides continuity of service in Medicaid and
CHIP for the State of Tennessee.

The Contractor shall develop a plan to manage the activities and issues
related to the transition from a determination to an assessment state.

The Contractor shall prepare CMS required change control
documentation that applies to significant changes in compliance with
CMS change management process.

A.10.12.5 Prepare for Implementation
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The Contractor shall provide information as requested by the IV&V
Contractor to ensure that the system is fully compliant with functional and
non-functional requirements, configuration management requirements,
and service level agreements.

The Contractor shall complete implementation preparation activities that
shall be used to drive a ‘Go/No-Go’ decision, including at minimum:

a) Completion of a holistic Operational Readiness Assessment that
shall outline critical system and business components, and each
individual/business unit required to provide sign-off

b) Demonstrated completion of entry criteria for the start of
implementation activities, as defined in the Implementation and
Deployment Plan, with sign-off from the State.

c) Provision of implementation checklists, for final approval by the
State, to support accurate completion of all implementation activities.

The Contractor shall request a ‘Go/No-Go’ decision from the State and
shall receive a ‘Go’ decision prior to entering into implementation
activities.

The Contractor shall plan and execute an appropriate communication
strategy for all implementation affected stakeholders in cooperation with
the State’'s OCMT personnel and Strategic Program Management Office
personnel.

The Contractor shall support training activities in conjunction with the
State and other state contractors.

A.10.12.6 Execute Implementation and Deployment Plan:

A.10.12.6.1

A.10.12.6.2

A.10.12.6.3

The Contractor shall follow the implementation documentation,
checklists, and tools developed in the Plan Implementation activity to
support successful completion of a system implementation.

The Contractor shall complete implementation execution activities once a
‘Go/No-Go’ decision has been reached, including at minimum:

a) Deployment activities to occur upon receiving State approval for
implementation

b) Overall sequence and site-specific implementation specifications

c) Manage coordination activities with Strategic Technology Solutions
(STS) and all interface partners.

d) Management of Operations and Maintenance resources

e) As needed, execute CPs as defined in the Implementation and
Deployment Plan activity.

The Contractor shall provide Release Notes that outline the overall
implementation process.
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The Contractor shall convert data from existing data sources associated
with the specific release, and perform substantial initial data loads from
legacy operational systems.

A.10.12.7 Execute Transition Plan:

A.10.12.7.1

A.10.12.7.2

A.10.12.7.3

A.10.12.7.4

A.10.12.7.5

A.10.12.7.6

A.10.12.7.7

A.10.12.7.8

The Contractor shall provide the appropriate level of resources and
organizational structure to support efficient Operations and Maintenance
activities including bug fixes and enhancements for software Cls
included in production release while not compromising productivity for
major software Cls in development.

The Contractor shall ensure that Operations and Maintenance staff is
trained, onsite, ready and capable of providing Operations and
Maintenance services four (4) weeks prior to go-live.

The Contractor shall provide State-approved quantity of personnel to the
Operations and Maintenance production control that shall include at a
minimum Configuration/Release Manager, Continuous Improvement
Process (CIP), Problem/Incident Manager, and a Production
Control/Operations Manager.

The Contractor shall provide the appropriate level of resources and
organizational structure to support efficient development of software Cls
for future functionality releases while not compromising O&M activities
for software Cls in production.

The Contractor shall publish risk and issue reporting and resolution.

The Contractor shall identify and execute resolution plans, subject to
State approval, for any issues identified during the post go-live warranty
period prior to the post implementation review.

The Contractor shall ensure satisfactory completion of transition exit
criteria as defined in the State’s Implementation and Deployment Plan
and performance levels as identified in relevant service level
agreements.

The Contractor shall complete full fail-over testing with all system
monitoring activities in place.

A.10.13 Post Implementation Evaluation

A.10.13.1 Support evaluation planning:

A.10.13.1.1

A.10.13.1.2

The Contractor shall provide information to indicate availability and
schedule for providing data to support the evaluation.

The Contractor shall provide prototypes of data to confirm fit and format
of data to support the post implementation evaluation.

A.10.13.2 Provide information
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A.10.13.2.1 The Contractor shall provide data, as specified and in a format approved
by the State, to document Solution performance, and supports
user/customer and performance assessment activities.

A.10.13.2.2 Provide required deliverables as outlined in the post-implementation
review Gate Review.

A.10.13.3 Provide recommendations

A.10.13.3.1 The Contractor shall document lessons learned.

A.10.13.3.2 The Contractor shall provide the State with documentation of lessons
learned, as compiled through the lifecycle and in the Post-
Implementation Evaluation, to support improved project performance on
future Solution Releases and, where applicable, other MMP projects, to
include topics such as:
a) Best practice identification
b) Issue root causes
¢) Risk and issue mitigation

d) Performance improvement opportunities

A.10.13.3.3 The Contractor shall provide recommendations for process improvement
to the system development lifecycle.

A.10.13.3.4 The Contractor shall participate in lessons learned activities for each
release and provide constructive feedback, both positive and negative,
with respect to their role in the Solution lifecycle.

A.10.13.3.5 The Contractor shall provide Solution recommendations, supported by
analysis to include cost, risk, security, business, and organizational
impacts, and that outline:

a) Functions that may warrant refinement or replacement to support
improved performance or architectural alignment

b) Functions that may warrant enhancement, to derive increased value
from the existing Solution investment

c) New functions that can provide compelling value in addressing the
State’s business needs.

A.10.13.4 The Contractor shall engage in Annual Operational Assessments (AOAS) that
reports on:

A.10.13.4.1 Performance of the Solution
A.10.13.4.2 User satisfaction with the Solution
A.10.13.4.3 Adaptability to changing business needs

A.10.13.4.4 New technologies that might improve the investment
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A.10.13.5 Develop/Implement Enhancements

A.10.13.5.1 Upon determination by the State that enhancements (changes and
modifications to the system during O&M, over and beyond original
specifications and requirements) are warranted, the Contractor shall
create an Enhancement Change Order for the State’s approval.
Enhancement Change Orders shall follow the Change Order process
defined in Section A.28 below.

A.10.13.5.2 The Contractor and the State shall prioritize, document, implement, and
test enhancements based on the HCFA Technical Change Control
Process.

A.10.13.5.3 Enhancement activities are in addition to the O&M activities and shall be
performed by separate Contractor staff.

A.10.13.5.4 The Contractor shall complete Service Design Packages describing
changes to original design documents when enhancements impact
technical designs.

A.10.13.6 Disposition Plan

A.10.13.6.1 The Contractor shall develop and execute a Disposition Plan in
compliance with the CMS System Disposition Plan.

A.10.13.6.2 The Contractor shall include project closeout activities, data archiving
strategies, hardware destruction procedures, and capacity reallocation in
the Disposition Plan.

A.10.13.6.3 The Contractor shall review the Disposition Plan and obtain State
approval.

A.11  Deliverable Submission Process

All1l

A.11.2

A.11.3

All4

A.115

A.11.6

The Contractor shall follow the defined deliverable submission process for each
deliverable included in the Table of Deliverables (Section A.27) below. The Contractor
may submit additional steps which shall be documented in the PMP.

At a minimum, the Contractor shall submit a DED via the CM process for each
deliverable at least one month prior to the first submission date and request approval
from the State.

The Contractor shall create deliverables as defined in each approved deliverable’s DED.

The Contractor shall facilitate for each deliverable a minimum of one walkthrough with the
State one week prior to the deliverable submission date.

The Contractor shall submit for each deliverable a first submission on the agreed
submission date and allow the State to review and provide responses.

The Contractor shall submit for each deliverable a subsequent submission, resolving

comments received by the State on the previous submission, and allowing the State to
review and provide responses.
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The Contractor shall resolve all outstanding responses from the State prior to each
deliverable’s final submission.

The Contractor shall submit a final (as of the particular Gate Review) submission for each
deliverable at least six (6) weeks prior to a State Gate Review and/or CMS Gate Review.

The Contractor shall submit a final submission for each deliverable at least three weeks
prior to a Project Consult.

A.11.10 The Contractor shall follow the review and response times based on the complexity level

bucket assigned to the deliverable in the Table of Deliverables (Section A.27), as follows:

Table 1: Table of Deliverables

Deliverable Length of State Review Period for each Length of Contractor Update Period
Classification Review Cycle after Receiving State Updates

Type A Seven (7) days Seven (7) days

Type B Ten (10) days Ten (10) days

Type C Twenty (20) days Twenty (20) days

A.12  System Requirements

Al2.1

A12.2

Contractor shall ensure that the Solution meets the State’s functional and non-functional
requirements. In building the Solution, Contractor shall comply with those requirements,
contained in this Contract, including but limited to, those contained in Contract
Attachment TBD [CONTRACTOR’S NEGOTIATED RESPONSE TO Contract
ATTACHMENT TBD].

The Contractor’s Solution shall automate all of the defined functional requirements,
unless otherwise stated within the respective requirement language approved by the
State.

A.13  Environments

A.13.1

A.13.2

A.13.3

A.13.4

The Contractor shall build, support, document, and maintain the environments necessary
to support all releases of the TEDS. This includes, but is not limited to, development, data
conversion, testing, training, operational readiness, and production. Environments shall
be housed and hosted by the State’s STS.

The Contractor shall develop and document an environment strategy and approach that
shall ensure State-approved environments to support all requirements defined within the
Contract.

The environment strategy and approach shall support the need for two concurrent
releases in development, in addition to regular maintenance releases. Therefore, a
minimum of four (4) sets of development and testing environments shall be required.

The Contractor shall provide the environments below. Any deviation from the list of
environments below shall be supported by the Contractor’s environment strategy and
approach and approved by the State. The Contractor may utilize additional application
environments based on their development methodology and their understanding of the
project roadmap.

A.13.4.1  Production Environment with Failover Clustering
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A.13.4.2  Production Support Environment with Failover Clustering

A.13.4.3  Staging/Penetration Testing Environment with Failover Clustering

A.13.4.4 Technical Sandbox Environment

A.13.4.5 Development Environments

A.13.45.1

A.13.45.2

A.13.45.3

A.13.45.4

A.13.45.5

Development Environment

Interface Development Environment
Unit/Automated Test Environment
Component Integration Test Environment

Conversion Development Environment

A.13.4.6 Test Environments

A.13.4.6.1

A.13.4.6.2

A.13.4.6.3

A.13.4.6.4

A.13.4.6.5

A.13.4.6.6

A.13.4.6.7

A.13.4.6.8

A.13.4.6.9

System Integration Test Environment

Functional Test Environment

Automated Regression Test Environment

Interface Test Environment

Performance/Stress Test Environment with Failover Clustering
Conversion Test Environment

User Acceptance Test Environment

Quality Control Testing Environment

Beta Test Environment

A.13.4.7  Training Environment

A.13.4.8 Disaster Recovery Environment with Failover Clustering

A.14  Data Conversion

A.14.1 The Contractor shall be responsible for planning, developing, testing, implementing,
maintaining, and managing the secure data conversion process in all environments of the

TEDS.

A.14.2 The Contractor shall identify the legacy systems and other data sources, as determined
by the State, to be loaded into the Solution.

A.14.3 The Contractor shall be responsible for converting all data from all legacy eligibility
determination systems that are necessary for the TEDS to support ongoing eligibility
determinations, redeterminations, appeals, audits, and other processes as required by
Federal and State regulations and policies.
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A.14.6

A.14.7

A.14.8

A.14.9

A.14.10

A.14.11

A.14.12

A.14.13

A.14.14

A.14.15

A.14.16

A.14.17

A.14.18

A.14.19
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The Contractor shall document and recommend selection criteria to the State to be used
to identify the data to be extracted (by the State) from the source data.

The Contractor shall define and document whether the data conversion process for a
data source shall be an automated data conversion process or a manual data conversion
process.

The Contractor shall provide an explanation indicating the reason an automated
conversion of a data source is not feasible or otherwise not recommended.

The Contractor shall provide details on data collection tools and load processes for any
data conversion processes that are identified as necessary.

The Contractor shall provide logical and physical data models for the TEDS, including but
not limited to, an Entity Relationship Diagram, Data Flow Diagram, and Data Dictionary.

The Contractor shall provide a detailed data element mapping crosswalk between the
data sources and the data target.

The Contractor shall map source data elements to target data elements with
transformation rules.

The Contractor shall define data cleansing, reporting, and remediation processes and
procedures for each data source, with organizational roles and responsibilities.

The Contractor shall provide tools to be utilized for development and execution of the
Extract, Transform, and Load (ETL) processes required to complete automated data
conversion.

The Contractor shall provide estimated data volumes and conversion runtimes by data
source.

The Contractor shall describe the QA processes to be executed and reports to be
delivered to HCFA IS to verify the completeness, integrity, and readiness of the
converted data for use in the Target system.

The Contractor shall define reconciliation processes to track the ETL process for each
row from source to target system.

The Contractor shall define change control authorization and audit processes to authorize
and track changes applied outside of the Solution to converted data in order to correct
errors identified in the data during pre or post Go-Live of the Solution following the data
conversion.

The Contractor shall be responsible for the development of conversion software and
performing manual data conversion. This activity shall include testing conversion
programs and procedures and the preliminary conversion of all data.

The Contractor shall be responsible, through facilitation with the State, for coordinating
and collaborating with other necessary contractors to resolve data conversion issues.

The Contractor shall be responsible for maintaining the data after go-live and ensure that

maintenance of the source DBMS after Go-Live does not adversely impact the referential
integrity of the data.
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The Contractor shall be responsible for maintaining an original copy of the source
conversion data to be used during testing within a staging area in the data conversion
database(s).

The Contractor shall be responsible for reconciling and vetting data source (e.g., CHIP,
MMIS, Accent data) mapping errors and allotting the appropriate timing to correct these
errors prior to converting the data into the target system.

The Contractor shall be required, at the direction of the State, to directly work with the
State and other State contractors to analyze the data to be converted and develop extract
specification and testing processes to ensure completeness of data conversion.

The Contractor shall provide an Extract Control Document, as a part of the Data
Conversion and Synchronization Plan defined in Section A.27, for each data source.

The Contractor shall coordinate with the State and other State contractors to develop a
Data Conversion and Synchronization Plan describing the approach, strategy,
constraints, assumptions, and specifications for converting and migrating data from
current legacy sources.

The Contractor shall develop and deliver to State stakeholders, and execute a
comprehensive Data Conversion and Synchronization Plan. The Data Conversion and
Synchronization Plan shall be reviewed and baselined for each Release of the TEDS.
The Data Conversion and Synchronization Plan shall include, but is not limited to, the
following:

A.14.25.1 Identification of source and target systems/environments

A.14.25.2 Provision for a non-disruptive conversion (no or minimal down-time)

A.14.25.3 Description of any automated methods of conversion that require limited

intervention by the State

A.14.25.4 Description and addressing of security measures that shall enforce referential

integrity of all data

A.14.25.5 A mechanism for identifying and reporting conversion errors

A.14.25.6 A mechanism for error resolution

A.14.25.7 A method to reconcile data and differentiate between converted data and new

system data

A.14.25.8 Provision of a capability to automatically reverse or undo a conversion

A.14.25.9 Identification of conversion validation and verification procedures and activities

required for system testing.

A.14.25.10 Identification of the testing tools and scripts and the validation and verification of

resulting test data, in preparation for data loading.

A.14.25.11 Provision of a mapping of the source to destination, considering intermediate

processing requirements.
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A.14.25.14

A.14.25.15

A.14.25.16

A.14.25.17

A.14.25.18

A.14.25.19

A.14.25.20

A.14.25.21

A.14.25.22

A.14.25.23

A.14.25.24

RFQ #32101-15557

Data cleansing process, including but not limited to, usage of HCFA'’s 4-match or
7-match processes

Frequency of data conversion in all environments (such as Component Integration
Testing /SIT, UAT, and Production)

Sequencing of data loads
Data Conversion Schedule
Roles and Responsibilities

Confirmation/denial of the need for parallel runs of the old and new systems
during the conversion process or a one-time cut-over to the new system.

Identification of criteria for a Go/No-Go decision.
Assumptions

Risks, including workarounds in the event that data conversion will be significantly
delayed.

List of tools needed to execute the conversion
Strategy for data QA and control
Strategy for populating data not contained in legacy systems/sources

Approach for converting and migrating scanned documents/images from legacy
systems

A.14.26 The Contractor shall define and document how referential integrity of all the data will be

maintained, both during and after the conversion process.

A.14.27 The Contractor shall develop manual conversion procedures for loading data that cannot

load to the Target new system environment using an automated conversion process. The
Contractor shall be responsible for all activities required for Target system for manual
data conversion.

A.14.28 The Contractor shall produce a before-and-after conversion report to the State which

shall include, but is not limited to, the following:

A.14.28.1

A.14.28.2

A.14.28.3

A.14.28.4

A.14.28.5

Conversion count

Conversion errors

Error rate

Data type conversion source type to native type failures

Validation and completeness for conversion

A.14.29 The Contractor shall reconcile any errors produced from any data conversion run.
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A.14.30 The Contractor shall ensure that as a result of the data conversion process any eligible
member maintains his/her Medicaid and CHIP healthcare coverage before and after the
production data conversion.

A.14.31 The Contractor shall ensure that converted data follows the protection and privacy
protocols established by the SSP and security control outlined by the State and security
compliance regulations. Security measures shall be enforced regarding data sensitivity
issues.

A.14.32 The Contractor shall identify the data cleansing, validation, and initiation requirements for
the data conversion activities.

A.14.33 The Contractor shall provide to the State a list of data conversion tools and the scripts
used to perform data conversion, intermediate data processing, and loading cleansed
data into the destination or target data repository. This shall include both automated
conversion program and manual data entry procedures.

A.14.34 The Contractor shall provide a Contingency Plan for all data conversion runs.

A.14.35 The Contractor shall be responsible for coordinating, addressing, and reconciling with the
State any data QA and control issues prior to a given data conversion cycle. In addition,
the Contractor shall be responsible for identifying types of data quality problems that may
occur, including but not limited to the following considerations:

A.14.35.1 Invalid Content

A.14.35.2 Data Type redefinitions (e.g., alphas in dates, numbers in data field [including but
not limited to Zip Codes and SSNs that have leading zeroes]).

A.14.35.3 Incomplete records (e.g., uninitialized data)

A.14.36 The Contractor shall be responsible for running a number, as approved by the State, of
mock data conversions to achieve a one hundred percent (100%) pass rate. Each mock
conversion shall simulate the real go-live process with live data and actual volumes.

A.14.36.1 The pass rate shall be determined by the accumulative average of all records
correctly converted in every field, in every extract file, coming from the data
sources. For a record to be correctly converted, the target record must either:
a) Match exactly how it is in the data source

b) Match in accordance with the detailed data element mapping crosswalk.

A.14.37 The Contractor shall not use default values in production for missing data (e.g., SSN,
birth date) without written prior approval by the State.

A.14.38 The Contractor shall define a process to ensure that any changes to data model design
due to change requests or additional functional requirements are promptly addressed in
the conversion efforts and do not negatively impact the Go-Live time table or schedule.

A.15 Operational Readiness

A.15.1 Cut-Over
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The contractor shall create a Cut-Over Plan that describes the Contractor’s
approach to the following Cut-Over activities:

a) Coordination of all cutover activity to include verification of final data
transfers, initiation of all batch jobs, cutover of network and
telecommunication services, and any and all other activity defined in the
Contractors approach

b) License and warranties for any and all hardware and software

Cutover of the Service Desk service

Validation of cutover success or execution of any required contingency activity in
response to cutover failures

A.15.2 The Contractor shall develop a State-approved Operational Readiness Checklist to
determine whether the system is ready for go live. This checklist shall include, but not be
limited to:

A.15.2.1

A.15.2.2

A.15.2.3

A.15.2.4

In conjunction with the State, the Contractor shall complete any remedial actions,
all operator and user training for the support staff, and all privacy, security and
accreditation activities.

The Contractor shall ensure that all components of the system function correctly
and interface properly with other components.

The Contractor shall ensure that data conversion efforts have been assessed
through System Integration Testing and User Acceptance Testing for
completeness and accuracy.

The Contractor shall ensure that all interfaces including FDSH, state data sources
and MMIS are connected to production sites, tested and verified against
production, refreshed, and working per approved Functional Design
Documentation and Technical Design Documentation.

A.15.2.41  The Contractor shall leverage existing MMIS interface definitions and

A.15.2.5

A.15.2.6

A.15.2.7

A.15.2.8

transaction file specifications as documented in the MMIS Interface
Specifications.

The Contractor shall ensure that the Solution can accept, store, associate and
process data received through applications and interfaces.

The Contractor shall ensure that the Solution can log Solution errors and alerts,
stakeholders are notified and appropriate resolution steps are taken within a
timeframe approved by the State.

The Contractor shall ensure that the Solution can make correct eligibility
determinations according to approved Functional Design Documentation and
Technical Design Documentation.

The Contractor shall ensure that the Solution can generate correct and complete

notices according to approved Functional Design Documentation and Technical
Design Documentation.
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A.15.2.9

A.15.2.10

A.15.2.11

A.15.2.12

A.15.2.13

A.15.2.14

A.15.2.15

A.15.2.16

A.15.2.17

A.15.2.18

A.15.2.19

A.15.2.20

A.15.2.21

A.15.2.22
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The Contractor shall validate Backup and Recovery operations, and provide
Backup and Recovery results to the State for review and approval.

The Contractor shall resolve all critical and high-priority defects prior to Go Live.

The Contractor shall develop and update the Operations & Maintenance Manual
and job aids that describe how to use and maintain the Solution from a business
function perspective.

The Contractor shall identify key production cut-over risks and develop mitigation
plans.

The Contractor shall ensure that role-based access, security and privacy
standards are in place as part of the Solution testing and implementation.

The Contractor shall demonstrate the Solution’s ability to accurately perform
hourly, daily, weekly, monthly, quarterly, and annual operational cycles.

The Contractor shall validate that the deployed Solution is in alignment with the
approved configuration baseline, included within the System Operations
Documentation defined in Section A.27, and in conformance with the State’s
Enterprise Architecture standards.

The Contractor shall identify variances between the deployed Solution and
approved configuration baseline and take corrective actions, as approved by the
State.

The Contractor shall identify resources for Help Desk Support, Service Desk
Support and Implementation Support.

In conjunction with the State, the Contractor shall ensure that the Support
resources are staffed (in terms of both numbers and skill sets) to implement and
execute operational readiness activities.

The Contractor shall define the Help Desk structure and ensure Operational
procedures are documented, approved by the State, and in place.

The Contractor shall provide an emergency on-call list for critical level defects and
procedures for notifying the State in the event of a critical production defect.

The Contractor shall designate project technology resources to perform technical
support tasks.

The Contractor shall ensure that the User Satisfaction Measurement processes
are in place.

A.15.2.22.1 The Contractor shall ensure that metrics to assess system impact of

program and performance goals are in place.

a) The Contractor shall provide a Metrics Report to the State for review and approval.

A.15.3 The Contractor shall be responsible for managing a process to identify, analyze, and
resolve issues generated from operational readiness activities.
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A.15.4 The Contractor shall conduct, at a minimum, two (2) walkthroughs of the Operational
Readiness Plan.

A.15.4.1  The first walkthrough shall occur prior to the Beta Test.
A.15.4.2  The second walkthrough shall occur after the completion of the Beta Test.

A.15.5 The Contractor shall start operational readiness activities only after the State has formally
communicated completion in writing of User Acceptance Testing (UAT), unless otherwise
directed by the State.

A.16 Beta Test
A.16.1 The Contractor shall conduct a Beta Test during each implementation release.

A.16.2 The Contractor shall provide a dedicated Beta Test environment for the State to complete
Beta Test activities. Beta Test shall run for a minimum of four (4) consecutive weeks,
unless increased by the State, after successful exit of UAT and initial walkthrough of the
Operational Readiness Checklist.

A.16.2.1  The Beta Test shall run concurrently with standard business operations and shall
involve real-time processing of live application data.

A.16.3 During Beta Test, the Contractor shall confirm via reports that all daily, weekly, monthly,
quarterly, and annual batch jobs and processes are operating as defined in the
Functional Design Documentation and Technical Design Documentation.

A.16.4 During Beta Test, the Contractor shall confirm that all Interfaces are operating as defined
in the Functional Design Documentation, Technical Design Documentation, and Interface
Control Documentations.

A.16.5 During Beta Test, the Contractor shall confirm that Solution functionality, including but not
limited to alert monitoring, incident management, non-functional operational readiness,
and batch scheduling, are operating as defined in the Functional Design Documentation
and Technical Design Documentation

A.16.6 The Contractor shall have the ability to utilize time-travel functionality during Beta Test.

A.16.7 The Contractor shall track and classify all Beta Test defects as critical, high, medium and
low (as defined in the Table in Contract Attachment 2 — Liquidated Damages).

A.16.8 The Contractor shall resolve all critical and high defects prior to Go Live or, if necessary,
provide the State with a written work around, downstream impacts, and plan for
resolution for State review and approval.

A.16.9 The Contractor shall compare Beta Test eligibility results with legacy production eligibility
results to assist in the identification of defects.

A.16.10. At the conclusion of Beta Test, the Contractor shall complete an analysis of the Beta Test
and produce a Beta Test Results Report inclusive of beta test participant input, eligibility
results, business process results, defects identified, defects resolved and lessons
learned.

91



RFQ #32101-15557

A.16.11. The Contractor shall implement a code-freeze, preventing additional updates to the
software code related to the current release, upon completion of User Acceptance
Testing and prior to the Beta Test period, or as required by the State.

A.17  Operations and Maintenance

A.17.1 The Contractor shall build and maintain a Standard Operating Procedure (SOP) Manual
which shall be made available for State Staff. The manual shall be indexed, with separate
sections for each capability listed with Section A.17 or otherwise identified in this Contract
or specified by the State, in writing, to the Contractor. The State may require an SOP to
be written for specific system support functions. The Contractor shall provide any and all
tools necessary to fulfil the obligations related to executing these capabilities.

A.17.1.1  The Contractor shall execute all processes described in the SOP Manual.

A.17.1.2  The Contractor shall, at a minimum, provide the reports listed in Contract
Attachment 6.

A.17.2 Continuous Improvement Process

A.17.2.1  The Contractor shall be responsible for managing a mature CIP for all TEDS
related services throughout the entire service lifecycle.

A.17.2.2  The CIP shall identify and address opportunities for improvement within each
service to maximize the service performance, value, and functionality.

A.17.2.3  The Contractor shall be responsible for developing and implementing a CIP that
aligns with industry standards (e.g., ITIL or Six Sigma) and is approved by State
stakeholders.

A.17.2.4  The CIP shall be reviewed and managed at the senior level within the Contractor
account team to ensure effectiveness.

A.17.2.5 Define areas for improvement

A17.251

A.17.25.2

A.17.2.5.3

The Contractor shall perform formal maturity assessments and service
reviews against each capability. Assessments shall be conducted at
least once a quatrter, in order to highlight areas of improvement or
concern. The findings of the maturity assessments and the service
reviews shall be published to the State. The effectiveness of the CIP
shall be demonstrated through these assessments over time, and shall
be presented to the State in an annual review.

The Contractor shall be pro-active in its approach, developing quarterly
and annual improvement roadmaps detailing initiatives on a three year
cycle and set target maturity levels to measure success of the CIP.

The Contractor shall provide specific key performance indicators (KPIs)
to be included in the analysis and require pro-active activities as the data
demonstrates the need, as requested by the State.

A.17.2.6  Gather and process the data
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The Contractor shall be responsible for gathering and rationalizing the
supporting data for each defined KPI, and making it consistent to identify
any potential gaps in the data.

The Contractor shall develop reports and dashboards to support the CIP
and make them available to the State on a monthly basis. Reports and
dashboards and the underlying KPIs shall be continuously reviewed and
modified in order to mature the CIP and produce the best results.

A.17.2.7  Analyze the Data

Al17.2.7.1

A17.2.7.2

The Contractor shall perform data analysis for all relevant services as
defined within the CIP. Data analysis shall be performed at least once
per quarter.

The Contractor shall produce a data analysis report and shall publish the
report to the various State stakeholders. The data analysis report shall
present an accurate picture of the results of each service performance
against the defined KPIs (referenced at each capability section), allowing
the State’s stakeholders to have in-depth knowledge of and access to
this data analysis to enhance effective managerial decision making.

A.17.2.8 Implement Corrective Action Plans

A.l17.2.8.1

A.17.2.8.2

A.17.2.8.3

The Contractor shall provide a Solution free of defects that meets the
requirements defined in this Contract. Upon identification of a defect, the
Contractor shall correct any and all system or performance defects.

At the State’s discretion, upon determination that the Solution is not
correctly performing the functions required under this Contact and any
applicable CM or Change Orders, the State may, through a CM and
Control Directive, issue a notice to the Contractor of its intention to
impose a CAP, accompanied by a request that the Contractor develop
and propose an appropriate CAP for review and approval by the State
within the time period designated below. The State shall determine the
severity of the error using the critical, high, and medium incident
definitions as set forth in the Severity Table shown Contract Attachment
2 — Liguidated Damages.

The State may, in its sole discretion, assess Liquidated Damages as set
forth in the Liquidated Damages table located in Contract Attachment 2 —
Liguidated Damages, including the enhanced CAP Liquidated Damages
for more than three (3) subsequent occurrences of substantially the
same issue. Each CAP shall, at a minimum, contain the following
information:

a) written documentation that includes acknowledgement of receipt of
the State notice,

b) number of impacted members and cases and such other information
as the State may request

c) a description of how the Contractor has addressed or will address
the immediate problem,
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d) an analysis of the root cause of the problem, and

e) a description of how the Contractor shall resolve the problem (or has
resolved the problem) and shall prevent the problem from recurring.

Upon acceptance of the CAP by the State, the Contractor shall be
responsible for executing the CAP, and the CAP shall be incorporated by
reference as part of this Contract. The State may request changes
and/or additions to an approved CAP as deemed necessary to correct or
resolve the problems that led to requesting a CAP. The Contractor shall
continue to comply with an approved CAP until the State notifies the
Contractor, in writing, that all problems outlined in the CAP have been
satisfactorily resolved.

Continued or repeated failure to prevent or forestall the same root cause
error may result, in the State’s sole discretion, in enhanced Liquidated
Damages for Incident Resolution as set forth in Contract Attachment 2 —
Liguidated Damages. In addition, such failure by the Contractor may be
considered by the State to be a breach of the Contract.

The Contractor shall be responsible for ensuring that all of its
subcontractors or service providers comply with all approved CAPSs.

Notwithstanding the existence of a CAP or the CAP process, nothing in
this Section relieves the Contractor of any obligations for incident
resolution and/or emergency escalation processes.

A.17.3 Service Level Management

A.17.3.1  The Contractor is responsible and accountable for ongoing monitoring and
reporting on performance against any service levels requested by and agreed
upon with State leadership. At a frequency established by the State, the
Contractor shall perform service level reviews. Following the Contractor’s service
level review, the Contractor may recommend modifications to the State. Service
level agreements may be modified solely at the State’s discretion.

A.17.3.2  Monitor and Report on Service Levels

A17.3.2.1

A.17.3.2.2

The Contractor shall produce and manage a formal process for ongoing
review and revision of the service levels between the State, Contractor
and other State Contractors. The process shall be submitted to the State
for approval within thirty (30) calendar days of contract start.

The Contractor shall monitor performance against SLAs approved by the
State. Reporting and monitoring of SLAs must be accurate and provide
data that provides the State a complete view of the performance for each
service. Reports must be provided to the State on an agreed upon
regular schedule.

A.17.3.3 Perform Service Level Reviews:

A.17.3.3.1

The Contractor shall perform periodic reviews, on a schedule defined by
the State, of SLAs and performance against them to ensure the State is

satisfied with the level of performance. The Contractor shall produce and
provide the State with formal reports of findings.
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A.17.4 Service Portfolio and Service Catalog Management

Al7.41

A.17.4.2

The Contractor shall work with State stakeholders to provide the necessary inputs
for TEDS related services into the State’s Service Portfolio and Service Catalog.

The Contractor shall provide the relevant input to the State and other State
Contractor service providers on an as-needed basis.

A.17.5 Technology Capacity and Performance Management

A.17.5.1

A.17.5.2

A.17.5.3

A.17.5.4

The Contractor shall be responsible and accountable for all activities required for
identifying and managing appropriate system capacity for all TEDS related
systems which include production and non-production environments (e.g.,
Development, Test, Training, etc.). This includes requirements identification,
planning, management, reporting, and augmentation of system capacity and
performance.

The Contractor shall be responsible for identifying performance and capacity
drivers, understanding the impact to the program, and developing solutions to
accommodate potential capacity and performance demands.

The Contractor shall follow the agreed upon schedule for developing models,
utilizing tools, and developing solutions that avoid any disruption or degradation of
service. These actions shall include development of a complete set of metrics (in
alignment with the program’s CIP) to measure and manage system drivers
including business drivers (e.g., Population, Number of Applicants, regulatory
changes, etc.), the infrastructure (e.g., central processing unit, memory,
bandwidth, transfer rates, storage, etc.), and other system/code related
challenges (e.g., SQL code, database configurations, optimal system tuning
opportunities, etc.) The Contractor shall work with the State and Service Provider
(STS) to ensure the appropriate system capacity and performance is delivered.

Monitor, Analyze, Tune and Implement

A.17.5.4.1  The Contractor shall draft requirements for planning, managing, and

reporting system capacity in coordination with State business and IS
leadership.

A.17.5.4.2  The Contractor shall develop a system Capacity Plan which details the

requirements for planning, managing, and reporting system capacity.

A.17.5.4.3  The Contractor shall determine the performance drivers for performance

management and their impacts on systems developed.

A.17.5.4.4  The Contractor shall obtain State approval relative to minimum levels of

capacity the system must provide, based on consumer demand.

A.17.5.45 The Contractor shall meet the State’s requirements for a maximum

response time, maximum processing time for each request, and
minimum number of requests that can be processed in a given period of
time.

A.17.5.4.6  The Contractor shall draft capacity expectations for each system

component.
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The Contractor shall monitor application and infrastructure performance
24/7/365 and perform ongoing load balancing and proactive
management of systems to ensure sufficient capacity and application
availability.

The Contractor shall leverage industry standard tools for the monitoring,
analysis and tuning of capacity and performance, which may include new
or emerging technologies. Tools and technologies shall be properly
vetted and approved by the State. The Contractor shall provide direct
State employee access to this tool.

A.17.5.5 Manage Capacity and Demand

A.17.55.1

A.17.55.2

A.17.55.3

A.17.55.4

A.17.55.5

A.17.5.5.6

A.17.55.7

The Contractor shall forecast future capacity needs based on industry
standard practices to project future demand while enhancing
technologies to meet demand.

The Contractor shall ensure technologies are configured per State-
approval to meet the forecasted peak demands and establish thresholds
which shall trigger appropriate corrective action.

The Contractor shall map applications and infrastructure to business
processes and related demand, to measure capacity requests and
consumption.

The Contractor shall include cost benefit analysis as a component of the
solution recommendation to the State.

The Contractor shall record and track utilization of system resources to
determine where capacity adjustments need to be made to support
business processes as defined by the State. This shall be continually
evaluated to ensure any system or environmental changes have not
impacted capacity and performance.

The Contractor shall estimate the required number of resources needed
to support change in existing service levels and newly identified services
in coordination with State business and IS leadership.

The Contractor shall develop a System Capacity Plan that documents
the current levels of resource utilization and service performance, and
forecasts the future requirements for new TEDS infrastructure.

A.17.5.6 Model and Trend

A.17.5.6.1

A.17.5.6.2

A.17.5.6.3

The Contractor shall develop demand estimates for the TEDS in
coordination with State Business and IS leadership and adjust/report on
estimates in accordance with the CIP reporting schedule.

The Contractor shall develop a model for capacity demand based on
available State data in coordination with State business and IS
leadership.

The Contractor shall test capacity demand prototype models to ensure
they surpass demand estimates.
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A.17.5.6.4  The Contractor shall continuously update reusable sizing and estimating
models to aid in capacity forecasting that utilize performance
characteristics of applications based on historical data, projected load,
locations, and other factors the Contractor deems appropriate.

A.17.5.7  Plan and Optimize

A.17.5.7.1  The Contractor shall consult with the State on the service strategy plans
for the TEDS.

A.17.5.7.2  The Contractor shall forecast future requirements for new resources in
coordination with State IS leadership to support IT services that underpin
the business activities.

A.17.5.7.3  The Contractor shall provide recommendations on resources required,
costs, benefits, impacts, and other areas the Contractor or the State
deem appropriate.

A.17.6 Availability Management

A.17.6.1  The Contractor shall be responsible and accountable for ensuring TEDS
availability and reliability is compliant with an agreed upon set of requirements for
vital business functions. Responsibilities include availability planning and design in
accordance with STS, risk assessment and remediation, testing, monitoring, and
reporting on availability performance.

A.17.6.2  All TEDS production systems and interfaces shall be designed for high availability
(e.g. complete component redundancy, clustered solutions, data replication, and
failover capabilities).

A.17.6.3  Plan and Design for Availability

A.17.6.3.1  The Contractor shall draft detailed requirements for system availability in
coordination with State business and IS leadership.

A.17.6.3.2  The Contractor shall develop a Performance and Availability
Management Plan that outlines performance and availability creation and
management processes and, at a minimum, meets the requirements
outlined in Contract Attachment 2.

A.17.6.3.3  The Contractor shall meet the State’s minimum target levels for
availability, reliability, and maintainability of IT infrastructure components.

A.17.6.4  Perform Risk Assessment
A.17.6.4.1  The Contractor shall perform regular availability risk assessments to
identify and quantify risks and countermeasures to protect the availability
of IT systems.
A.17.6.5 Implement Countermeasures
A.17.6.5.1  The Contractor shall develop appropriate controls and countermeasures

to improve the availability and resilience of TEDS services and
underlying IT components.
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A.17.6.6  Test Availability & Resilience Mechanisms

A.17.6.6.1

A.17.6.6.2

The Contractor shall perform periodic, as defined by the State,
availability mechanism tests to ensure that availability and resiliency
mechanisms designed to provision services are operating effectively.

The Contractor shall publish an Availability and Resilience test results
report and ensure they are available to State Business and IS
leadership.

A.17.6.7  Monitor, Measure, Analyze, & Report Availability

A.17.6.7.1

A.17.6.7.2

A.17.6.7.3

A.17.6.7.4

The Contractor shall leverage existing State and STS monitoring tools
where available.

The Contractor shall develop availability reports to document and
maintain all availability and performance analysis results conducted on
the system.

The Contractor shall provide availability reports, and access to the
underlying data utilized to create the reports, to the State for review
during periodic service level review meetings.

The Contractor shall conduct ongoing availability and performance
analysis on the system which includes monitoring the availability
24/7/365.

A.17.7 Business Continuity/Disaster Recovery

A.17.7.1  The Contractor shall be responsible and accountable for ensuring the continuity of
services related to the TEDS in order to ensure the business can operate
effectively in the event of a disaster. The Contractor is expected to follow a
rigorous, process-oriented approach which includes: business impact analysis,
development of service continuity plans, risk assessments, testing, reporting, and
execution of service continuity plans in the event of a disaster.

Al17.7.1.1

Al17.7.1.2

A.17.7.1.3

Al7.71.4

The Contractor shall participate in any enterprise BC/DR testing initiated
by the State or STS.

The Contractor shall develop a Cost Benefit Analysis Plan that includes
total cost of ownership, cost-benefit analysis, and weigh those costs
against the desired recovery point objective/recovery time objective,
providing the Cost Benefit Analysis Plan to the State for approval.

The Contractor shall incorporate training and awareness for State
personnel to support BC/DR efforts as part of its BC/DR Plan.

The Contractor shall support the relationship with STS in BC/DR
endeavors ensuring efforts are in line with STS. STS provides recovery
support for the infrastructure. The Contractor is responsible for
application recovery.

A.17.7.2 Initiate BC/DR
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A.17.7.2.3

Al17.7.2.4

A.17.7.2.5

A.17.7.2.6

Al17.7.2.7
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The Contractor shall draft requirements for IT Service Continuity in
coordination with State Business and IS leadership.

The Contractor shall develop a BC/DR Plan consistent with HCFA
BC/DR Management Plan and CMS Contingency Planning Guidance.

The Contractor shall develop BC/DR policies and procedures in
coordination with State leadership.

The Contractor shall draft BC/DR guidelines in compliances with State
policies and expectations.

The Contractor shall draft a Backup Implementation Plan that involves
virtual machines and volume snapshots.

The Contractor shall develop a multiple backup approach strategy;
backups being performed using backup software and backups from
storage systems using snapshot technologies.

The Contractor shall develop, maintain, and implement complete
Versioning control processes and procedures. The Contractor shall
provide any/all tools necessary to fulfil the obligations of this contract.

A.17.7.3  Define BC/DR Requirements & Strategy

A17.7.3.1

A.17.7.3.2

A.17.7.3.3

A.l17.7.3.4

A.17.7.3.5

The Contractor shall perform a Business Impact Analysis (BIA) to
guantify the impact of a loss of service to the State.

The Contractor shall perform Risk Assessments, aligned with CMS
standards, to determine areas that can be mitigated by IT and to define
levels of acceptable risks to the State.

The Contractor shall develop BC/DR strategies in coordination with the
State leadership to achieve optimum balance of risk reduction and
BC/DR options based on the results of BIAs and Risk Assessments.

The Contractor shall maintain an inventory of critical system applications
and processes.

The Contractor shall provide a plan to comply with CMS MARS-E
Contingency Plan that includes but is not limited to hoteling of Key
Personnel.

A.17.7.4  Implement BC/DR

Al17.7.4.1

A17.7.4.2

A.17.7.4.3

The Contractor shall ensure that all required services, facilities, and
resources are delivered in an acceptable operational state and are ‘fit for
purpose’ when accepted by the business.

The Contractor shall perform service continuity procedures as defined in
the BC/DR Plan in the event of a disaster.

The Contractor shall participate in enterprise BC/DR testing initiated by
the State and/ or STS.
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Perform BC/DR Ongoing Operations

A.17.75.1 The Contractor shall ensure that all Contractor staff are aware of the

implication of business continuity and of service continuity and consider
these as part of their normal working activities.

A.17.7.5.2  The Contractor shall train all State and other State Contractor personnel

involved in BC/DR procedures.

A.17.7.5.3  The Contractor shall develop and establish a program of regular DR

testing, at a minimum twice a year, to ensure critical components of the
BC/DR strategy can be recovered within the desired Recovery Time
Objective

A.17.7.5.4  The Contractor shall ensure that all changes are assessed for potential

impact on BC/DR plans.

A.17.7.5.5  The Contractor shall develop Contractor Service Continuity and Disaster

reports to document and maintain BC/DR test results on a quarterly
basis.

A.17.7.5.6  The Contractor shall provide Contractor Service Continuity and Disaster

reports to the State for review during periodic service level review
meetings.

A.17.7.5.7  The Contractor shall develop a backup job and server audit.

A.17.7.5.8  The Contractor shall develop and implement a testing program to include

twice-yearly table-top tests, quarterly selected critical component testing,
and yearly technical cut over tests.

A.17.7.5.9  The Contractor's BC/DR Plan shall include provisions for letter and

A.17.7.6

notice processing.

Invoke BC/DR

A.17.7.6.1  The Contractor shall perform all BC/DR activities when required by the

State.

A.17.8 Service Transition Planning and Support

A.17.8.1

A.17.8.2

A.17.8.3

The Contractor shall be responsible and accountable to develop the System
Maintenance, Support and System Transition Plan and oversee the ongoing
execution of the following service transition processes: Change management,
configuration management, release management, and patch management. The
Contractor’s System Maintenance, Support and System Transition Plan and
execution strategy shall follow the standards set by the State and leverage
existing processes and tools as appropriate. All changes shall be approved by the
State through the transition process.

The Contractor shall create a formalized service description and associated
details when responding to business needs or proactively proposing new services.

The Contractor shall, during the service transition lifecycle, maintain consistent
and effective communications with all impacted stakeholders.
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The Contractor shall provide a clearly defined promote-to-production process that
enforces a strictly defined methodology for movement from development to quality
assurance (QA) and production.

The Contractor shall provide full support and execute and service transitions into
production or other environments.

A.17.9 Technology Change Management

A.17.9.1

A.17.9.2

A.17.9.3

A.17.9.4

A.17.9.5

A.17.9.6

A.17.9.7

A.17.9.8

The Contractor shall be responsible and accountable for coordinating all
Technology Change Management activities to ensure that IT changes are
recorded and then evaluated, authorized, prioritized, planned, tested,
implemented, documented, and reviewed in a controlled manner.

The Contractor shall define their Technology Change Management processes and
procedures to ensure that all changes, including emergency, are escalated
appropriately and addressed in a timely manner.

The Contractor shall provide industry standard automated tool for workflow
tracking and approval.

The Contractor's Technology Change Management process shall integrate with
the State Change Management process.

The Contractor shall work with the State change management staff to support
change events identified as projects, as well as those identified as tasks (e.g. non
projects).

The Contractor shall leverage a tool to enable the change management process,
and utilize State tools where available and possible.

The Contractor shall provide select EMP personnel read access to change
management tools and shall permit the ability to link changes to
incidents/problems and vice versa. Ultimately, the State shall be responsible for
approving all changes prior to promotion into the UAT and production
environments.

Initiate Technology Change Request

A.17.9.8.1  The Contractor shall produce and enforce formal procedures to initiate

and log requests for change (RFCs). RFCs shall provide data to allow
the state to assess the change, including reason/cause, impacts, cost,
schedule, and priority.

A.17.9.8.2  The Contractor shall provide and manage an automated Change Control

Tool where changes shall be logged and managed.

A.17.9.8.3  The Contractor shall complete a Security Impact Analysis form and a

A.17.9.9

narrative of all risks identified by the Change Request submitter with
each change request.

Review, Assess and Authorize
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The Contractor shall clearly categorize changes and publish the
categorization to the State for approval. Change types include normal
changes, standard changes, expedited changes, and emergency
changes.

The Contractor shall submit a documented RFC for emergency changes
within twenty four (24) hours of the change being requested.

The Contractor shall publish defined RFC naming and prioritization
procedures, based on business priorities and impact determinations, to
ensure the State clearly understands what the change is, its priority, and
potential impacts.

The Contractor shall produce and receive approval from the State,
policies that categorize an emergency change. These changes require
the appropriate executive level approvals prior to the change being
implemented.

The Contractor shall produce and abide by the results of an automated
risk calculation that shall recommend if the change shall be approved or
denied. This calculation shall be based on system risk multiplied by the
magnitude of the impact.

The Contractor shall provide appropriate prioritization that is aligned with
the business needs/requirements.

A.17.9.10 Plan and Schedule

A.17.9.10.1

A.17.9.10.2

A.17.9.10.3

The Contractor shall produce a forward looking change schedule that
accounts for all dependencies that can affect the timing of a change (e.g.
year-end close activities, State regulatory requirements, open
enrollments, etc.). This schedule shall also articulate downstream
impacts to the overall project schedule and identify any risks and
potential CPs and workarounds as appropriate.

The Contractor shall manage the RFC schedule with defined and
published lead times, based on risk and impact. All change windows
shall be agreed upon by the State. RFC schedules shall follow the same
SDLC process in use for the project.

The Contractor shall comply with all MARS-E requirements and CMS
guidance documents related to Change Control.

A.17.9.11 Build and Test

A17.9.11.1

A.17.9.11.2

The Contractor shall provide test certification and other
development/testing documents required by the SDLC process and
requested by the HCFA Technical Change Control Board.

The testing procedures for each change shall follow the process and
standards established within the Test Management Plan.

A.17.9.12 Approve for Implementation
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A.17.9.12.1 The Contractor shall perform changes according to the agreed-upon and
validated State change schedule.

A.17.9.12.2 The Contractor shall participate in the State TCCB meetings and provide
subject matter experts as needed to answer questions prior to formal
approval process.

A.17.9.12.3 The Contractor shall update change records within the Change Control
Tool with the appropriate status changes and details about the change
and communicate updates to State stakeholders and partners.

A.17.9.12.4 The Contractor shall receive State TCCB approval for all changes prior
to promotion into the Production environment.

A.17.9.13 Coordinate and Implement

A.17.9.13.1 The Contractor shall produce and publish to the State ongoing formal
documentation of the activities and checkpoints required to coordinate
and implement authorized change(s).

A.17.9.13.2 The Contractor shall provide implementation team members to be on call
and available following any implemented changes to production systems.

A.17.9.13.3 The Contractor shall be able to back out any implemented changes that
have a negative impact on the system and return the system and data to
its natural state before the change was made.

A.17.9.13.4 The Contractor shall send notifications to the State’s stakeholders pre-
and post- change implementation.

A.17.9.13.5 The Contractor shall communicate and coordinate with the State’s
Configuration Manager to ensure that all Cl changes resulting from a
new change is appropriately documented in the Configuration
Management Database (CMDB).

A.17.9.14 Review and Close

A.17.9.14.1 The Contractor shall perform a formal post-implementation change
review to confirm that the change has met objectives, and that the
State’s relevant change stakeholders are satisfied with the results. This
review shall be based on formal post-implementation change review
process, which shall be included in the Contractor’'s Technology Change
Management Plan, and approved by the State.

A.17.9.14.2 The Contractor shall document and publish to the State, lessons learned
to provide an opportunity to improve the Technology Change
Management process for future changes.
A.17.10 Configuration Management
A.17.10.1 The Contractor shall be responsible and accountable for the development and
management of configuration activities in compliance with existing standards and

non-functional architecture requirements.

A.17.10.2 Configuration Management Plan
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A.17.10.2.1 The Contractor shall create and execute an approved Configuration
Management Plan as part of the PMP. Activities include: configuration
planning, management of CMDB, CI identification, performing
configuration audits, and reporting on configuration performance.

A.17.10.2.2 The Contractor's Configuration Management Plan shall integrate with the
State’s Configuration Management Plan

A.17.10.2.3 The Contractor shall purchase, build, and maintain a CMDB that is
maintained per the standards defined in the State’s Configuration
Management Plan. The CMDB shall be maintained within a service
management tool that integrates the CMDB with other service
management capabilities such as Incident Management and Change
Management.

A.17.10.3 Configuration Items
A.17.10.3.1 Cls shall be integrated to an enterprise CMDB.

A.17.10.3.2 Cls shall be defined by the Contractor in coordination with State
business and IS leadership to ensure appropriate level of granularity.

A.17.10.3.3 Older versions of approved baseline configurations shall be maintained
and made available for review and rollback if needed.

A.17.10.3.4 Records of configuration controlled changes to the information system
shall be retained for at least three (3) years unless a longer period is
mandated by the State.

A.17.10.4 Control Configuration

A.17.10.4.1 The Contractor configuration data model shall be consistent with the
State’s enterprise CMDB configuration data model.

A.17.10.4.2 The Contractor shall manage the lifecycle of each CI from identification
through retirement.

A.17.10.5 Monitor Configuration
A.17.10.5.1 The Contractor shall develop standard reports in coordination with the
State which provide views, at a minimum, to the definition of Cls, CI

relationships, and status.

A.17.10.5.2 Updates to Cls shall be published monthly, unless otherwise stated in
the State Configuration Management Plan.

A.17.10.6 Validate and Verify Configuration

A.17.10.6.1 The Contractor shall perform periodic audits of the CMDB to ensure
accuracy and reliability of data as defined by the State.

A.17.10.6.2 The Contractor shall publish findings from CMDB audits in a report and
share with the State.
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A.17.10.6.3 The Contractor shall resolve findings from the CMDB audits within thirty

(30) days.

A.17.11 Release and Deployment Management

A.17.11.1 The Contractor shall be responsible and accountable for moving releases through
the development and initial test environments, as well as the production
environment, and coordinating with the State to plan and schedule releases based
on the business priorities.

A.17.11.2 The Contractor shall develop formal release and deployment management
processes and procedures to effectively govern the release and deployment
management process and ensure all parties are ready for the release.

A.17.11.3 Review and Validate Release

A17.11.3.1

A.17.11.3.2

A.17.11.3.3

The Contractor shall provide specifications for industry standard software
to automate and manage the versioning/release control for each
individual deployment. The Contractor shall provide any/all tools
necessary to fulfil the obligations of this contract.

The Contractor shall develop and execute a Release and Deployment
Management Plan that integrates with the State’s Release and
Deployment Management Plan.

The Contractor shall own and manage the entire Release and
Deployment lifecycle in coordination with State stakeholders and other
third party providers.

A.17.11.4 Release Planning:

Al7.11.41

A.17.11.4.2

A.17.11.4.3

The Contractor shall develop and perform a formal review process to
clearly define and approve the release plans with the State’s relevant
stakeholders.

The Contractor shall assign distinct resources to the deployment
process, which are subject to State approval. Access to production and
non-production environments shall be restricted based on the Access
Control List.

The review process shall include project management planning, and
configuration management reports on the status of the to-be-deployed-to
environment.

A.17.11.5 Build and Configure Release:

A.l17.115.1

A.17.11.5.2

The Contractor shall perform unit tests on each independent component
that was built and/or configured.

The Contractor shall produce formal documentation of all build notes for
all releases including emergency releases. These notes shall be
submitted to the State for approval prior to build.

A.17.11.6 Test and Accept Release
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The Contractor shall produce a formal test certificate as part of the
release approval process. The Test certificate must follow the process
and standards defined within the Test Management Plan.

The Contractor shall submit release documentation, including build
notes, test results/certificate to the State for acceptance of the release.

A.17.11.7 Deployment Planning:

Al17.11.7.1

A.17.11.7.2

A.17.11.7.3

A.17.11.7.4

A.17.11.7.5

A.17.11.7.6

A.l17.11.7.7

A.17.11.7.8

The Contractor shall develop and execute an Implementation and
Deployment Plan for all new releases and publish to all relevant IT and
Business stakeholders across the State for approval.

The Implementation and Deployment Plan shall take into consideration
all dependencies and be closely aligned with the State’s Change
Management Plan.

The Contractor shall manage release to the Production environment,
which do not conflict with primary business operating and service
delivery hours.

The Contractor shall communicate to the State’s team pre and post-
notifications if the deployment involves downtime in the production
environment.

The Contractor shall include risk and risk mitigation plans, including a
back-out approach, for each Release deployment.

The Contractor shall develop and manage a formal and documented
procedure to ensure the integrity of the release package and its
constituent components throughout the transition activities. The
procedure shall be published to the State.

The Contractor shall communicate each release to the applicable State
IS and Business stakeholders following an approved communication plan
which shall be detailed within the Release and Deployment Plan.

The Contractor shall maintain segregation of duties between
development and release management teams.

A.17.11.8 Perform Operational Readiness:

A.17.11.8.1

The Contractor shall perform formal and documented Operational
Readiness validation to ensure there is appropriate knowledge transfer
to the users impacted by the new release and the Service Desk that shall
be supporting the release. The Operational Readiness validation outputs
shall be published to the State for review and approval.

A.17.11.9 Go-Live for Release

A.17.11.9.1

The Contractor shall manage deployment automation tools to increase
efficiency, speed, and accuracy of the release.
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A.17.11.9.2 The Contractor shall dedicate support resources, available at a capacity
agreed upon by the State, to determine success of the deployment and
resolve any resulting issues.

A.17.11.9.3 The Contractor shall ensure delivery of pre and post-implementation
communication to the designated State personnel resources on all
changes implemented into the production environment or any other
environment identified by the State.

A.17.11.9.4 The Contractor shall own maintenance and repair responsibilities for any
production issues related to a change implemented into the production
environment.

A.17.11.10 Manage Warranty Support

A.17.11.10.1 The Contractor shall develop and manage a formal process to ensure
that the new or changed service is capable of delivering the utility and
warranty as agreed upon and stated by the State. The process shall be
published to the State and signed-off by the State’s relevant
stakeholders. Additional information can be found in Section A.26.

A.17.12 Asset Management

A.17.12.1 The Contractor shall be responsible and accountable for the identification,
installation, maintenance, retirement, and financial tracking activities for the
software and hardware assets supporting TEDS.

A.17.12.2 Request IT software/hardware asset

A.17.12.2.1 The Contractor shall be responsible for identifying required software and
hardware for TEDS activities. The Contractor shall identify
interdependencies between existing assets and associated costs

A.17.12.3 Procure IT software/hardware

A.17.12.3.1 The Contractor shall provide software/hardware specifications, based on
approved Capacity Plan and System Configuration documentation, to
support the State’s procurement of IT assets.

A.17.12.3.2 The Contractor shall be responsible for development and maintenance of
an Asset Library to enable accurate and up-to-date tracking and
monitoring of procured IT software/hardware assets and related
versions.

A.17.12.4 Deploy IT software/hardware assets
A.17.12.4.1 The Contractor shall develop and manage a formal software/hardware
asset deployment process. The deployment process shall be published
to the State for approval.
A.17.12.4.2 The Contractor shall be responsible for performing the test suite against
the new assets, following the process and standards defined within the
Test Management Plan.

A.17.12.5 Manage IT software/hardware assets
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A.17.12.5.1 The Contractor shall be responsible for implementation and maintenance

of all TEDS related software/hardware assets.

A.17.12.5.2 The Contractor shall be responsible for development and maintenance of

an asset management tool(s) to provide the state a complete view of
assets lifecycle, usage, regulatory compliance, costs, changes and
viability.

A.17.12.5.3 The Contractor shall log and track assets in parallel with the CMDB.

A.17.12.5.4 The Contractor shall be prepared for, and participate in, periodic asset

A.17.12.6

audits performed by the State or other State Contractors.

Decommission/Retire IT Software/Hardware Assets

A.17.12.6.1 The Contractor shall produce and publish to the State, a formal

software/hardware assets replacement, decommission, and retirement
process.

A.17.13 Event Management

A.17.13.1

A.17.13.2

A.17.13.3

A17.13.4

A.17.13.5

A.17.13.6

The Contractor shall be responsible for coordinating with the State and STS on
the detection, documentation, investigation and determination of corrective actions
for events, including but not limited to bottlenecks, degradations delays, response
times, anomalies, and any potential event, that can impact the system in a
negative or unpredictable manner.

The Contractor shall monitor production 24/7/365.
The Contractor shall maintain 24/7/365 on-site production support team (Service
Desk) to identify, monitor, and coordinate TEDS alerts, in cooperation with the

State and other service providers.

The Contractor shall develop, or leverage existing tools where available and
possible, event management capabilities and tools.

The Contractor shall develop, maintain, and manage a plan to monitor every
operation that affects the TEDS (e.g. network, hardware, software, interfaces,
services, data manipulation).

Engineer and Configure Event Management System

A.17.13.6.1 The Contractor shall produce and maintain formal definitions for

commonly occurring events based on industry standards.

A.17.13.6.2 The Contractor shall produce, maintain, and enforce formal event

A.17.13.7

handling procedures.

Detect and Log Event

A.17.13.7.1 The Contractor shall produce and enforce formal procedures for

detection and logging of events.

A.17.13.7.2 The Contractor shall produce and maintain event logs in compliance with

the State’s policies and procedures.
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A.17.13.8 Correlate and Filter Event

A.17.13.8.1 The Contractor shall produce formal process and documentation
determining filtering definitions, policies, and procedures. The
documentation shall be published to the State for approval.

A.17.13.8.2 The Contractor shall implement fully automated correlation engines for
grouping of events. The correlation rules that drive the correlation
engines shall be published to the State and continuously reviewed for
improvement opportunities.

A.17.13.8.3 The Contractor shall configure each triage tool to integrate with external
service management tools.

A.17.13.9 Select Event Response
A.17.13.9.1 The Contractor shall communicate all events to the approved State
stakeholders and partners, within an approved timeframe based on
severity of the event.

A.17.13.10 Review and Close Event

A.17.13.10.1 The Contractor shall develop and manage a formal event review
process. The process and the findings must be published to the State.

A.17.13.10.2 The Contractor shall log corrective actions and close out event with State
approval.

A.17.14 Incident/Problem Management
A.17.14.1 The Contractor shall be responsible for maintaining a 24/7/365 on-site production
support team (Service Desk) to coordinate incident identification, investigation,

and diagnosis in cooperation with the State and other service providers.

A.17.14.1.1 The Contractor shall supply dedicated resources to perform Incident
Management activities.

A.17.14.1.2 The Contractor shall manage and maintain a tool that enables State
have complete access into the incident management process.

A.17.14.1.3 The Contractor shall develop, or leverage existing tools where available
and possible, incident management capabilities and tools.

A.17.14.2 Interaction Handling

A.17.14.2.1 The Contractor shall develop, execute, and manage an Incident
Management Plan, which shall be approved by the State.

A.17.14.2.2 The Contractor’s Incident Management Plan shall integrate with existing
State and other third party processes.

A.17.14.2.3 The Contractor shall outline their monitoring/alerting procedures within

the Incident Management Plan that addresses but is not limited to the
following:
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a) Alerting capability on any and all hardware, systems, applications,
and access points

b) Identifying errors in processing input files and/or output files. This
alerting system shall capture errors in the interface application(s)

¢) Communication guidelines that include escalation procedures

d) Root cause analysis with development of action plans and
implementation of solution/workaround

e) Process for resolving production issues

A.17.14.3 Record, Classify, Prioritize

A.17.14.3.1 The Contractor shall be responsible for detecting, recording, classifying,

A.17.14.3.2

and prioritizing incidents. Incident prioritization shall be approved by the
State.

The Contractor shall address the procedures and standards for handling
problems within Incident Management Plan.

A.17.14.4 Investigation and Diagnosis

A.17.144.1

A.17.14.4.2

A.17.14.4.3

The Contractor shall be responsible for investigating and diagnosing
incidents. All procedures and findings shall be documented in an incident
management tool and visible to the State.

The Contractor shall perform root cause analysis for all incidents and
communicate the findings to the State, the CIP Manager, and other State
Contractors. Root cause analysis identifies those incidents that:

a) Could have been caught

b) Should have been caught

¢) Would not have been caught, and

d) Provides a Mitigation Plan for incident.

Security and privacy incidents shall be reported to State Privacy and
Security Offices as soon as possible, but no more than twenty four (24)

hours from awareness of the incident or sooner if overriding regulations
apply.

A.17.14.5 Resolution & Recovery

A.17.145.1

A.17.145.2

The Contractor shall be responsible for identifying and enacting
resolutions to incidents. In cases where a permanent resolution is not
currently available, a temporary work around must be provided by the
Contractor.

The Contractor shall be responsible for validating that the incident has
been resolved and that the resolution meets the needs of the end user.
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A.17.14.6 Closure

A.17.14.6.1 The Contractor shall develop, manage, and adhere to incident closure
procedures.

A.17.15 Request Management
A.17.15.1 Initiate Request
A.17.15.1.1 The Contractor shall be responsible for identifying needs to support
TEDS and initiating, classifying, and fulfilling requests. The Contractor
shall be required to create a justification case for each request and
submit to the State for approval.

A.17.15.2 Validate & Classify Request

A.17.15.2.1 The Contractor shall provide and manage a tool for logging, recording,
and categorizing requests.

A.17.15.2.2 The Contractor shall develop procedures and criteria for validating and
classifying requests.

A.17.15.2.3 The Contractor shall use categorization and trending to identify possible
training issues or areas for improving the end user experience in the
TEDS.
A.17.15.3 Evaluate Request

A.17.15.3.1 The Contractor shall communicate requests to the State for evaluation
and approval.

A.17.15.4 Fulfill Request

A.17.15.4.1 Once request is approved by State leadership, the Contractor shall fulfill
requests in accordance with State standards.

A.17.15.5 Review & Close Request

A.17.15.5.1 The Contractor shall validate the request has been fulfilled and meets
the needs of the end-user.

A.17.15.5.2 Once the end-user validates the request has been fulfilled, the
Contractor shall be responsible for closing out request.

A.17.15.6 Cancel Request

A.17.15.6.1 The Contractor shall produce and publish to the State a formal request
cancelation document.

A.17.16 Technology Operations
A.17.16.1 The Contractor shall maintain a 24/7/365 on-site production control/operations
control/console management (Service Desk) providing support to STS and the

State for all technology operations activities. All data management activities are to
be in compliance with State requirements.
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A.17.16.2 The Contractor shall manage all operation production and output management
activities and staff.

A.17.16.3 The Contractor shall work with HCFA IS managers, STS, Technical Change
Control Board, Problem/Incident management and other State Agencies and
business partners (i.e. Department of Labor, DHS, Department of Health, Finance
and Administration, Axis Direct, Federal Hub, CMS, Hewlett Packard, etc.)

A.17.16.4 The Contractor shall manage any/all real time transactions, batch scheduling,
output/print (i.e. notices, letters), interfaces, changes, and other
production/operational related issues and activities.

A.17.16.5 The Contractor shall develop and provide a daily Operations Report, including, but

not limited to:

A.17.16.5.1 Interface events and issues

A.17.16.5.2 System events and issues

A.17.16.5.3 Software events and issues

A.17.16.5.4 Errors and Anomalies

A.17.16.5.5 Transactions Sent and Received (Daily and Total Amount)

A.17.16.5.6 Transaction Types

A.17.16.5.7 Staffing and Operational Activities and Issues

A.17.16.5.8 Number of notices and letters received and sent (including any and all
reconciliation efforts)

A.17.16.5.9 Audit tracking of letter/notices by page

A.17.16.5.10 Cumulative statistics and complete breakdown of all letters and notices
by type.

A.17.16.5.11 Performance against Service Levels Agreements

A.17.16.5.12 Such other information as the State may request in writing from the

Contractor.

A.17.16.6 Service Desk

A.17.16.6.1

A.17.16.6.2

A.17.16.6.3

The Contractor shall maintain a 24/7/365 Service Desk partnering with
STS and the State to resolve issues.

The Contractor shall leverage existing Server and Hardware
Management tools and processes when possible within the STS NOC.

The Contractor shall maintain a 24/7/365 Service Center within the

Service Desk in close coordination with the infrastructure service
provider (STS).
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A.17.16.6.4 The Contractor shall leverage existing tools and processes used in the
STS NOC where available and possible.

A.17.16.6.5 The Contractor shall maintain 24/7/365 console management strategies
within the Service Desk providing support to the State.

A.17.16.6.6 The Contractor shall review TEDS batch job requests, validate
schedules, and coordinate computer processing time based on system
priorities, program run-time, processing, and restart requirements;
considering batch and production windows/schedules.

A.17.16.6.7 The Contractor shall maintain 24/7/365 Online and Batch Job
management procedures within the Service Desk.

A.17.16.6.8 The Contractor shall provide any/all scheduling information and
monitoring tools to meet the requirements of this contract.

A.17.16.7 Backup and Restore

A.17.16.7.1 The Contractor shall develop and maintain State-approved backup and
restore process and documented procedures to support State technical
teams through the SDLC process.

A.17.16.7.2 The Contractor shall provide backup and restore completion reports to
the State for review during periodic service level review meetings.

A.17.16.7.3 The Contractor shall perform a State-selected data restore test on a
monthly basis that demonstrates successful backup/recovery strategies.

A.17.16.7.4 The Contractor shall maintain the Solution’s Recovery Time Objective
(RTO) of two (2) hours. In case of a disaster that affects system
operations, the Solution shall be restored in its entirety within two (2)
hours.

A.17.16.7.5 The Contractor shall maintain the Solution’s Recovery Point Objective
(RPO) of no more than one (1) hour of data loss. In case of a disaster
that affects the system operations, a maximum of one (1) hour of data
inputs to the Solution may be lost and require re-entry.

A.17.16.8 Storage and Archive

A.17.16.8.1 The Contractor shall comply with the storage archiving and purging
policies and procedures established by the State.

A.17.16.9 Network Management

A.17.16.9.1 The Contractor shall partner and leverage existing Network Management
tools and processes within the STS NOC.

A.17.16.10 Database Administration

A.17.16.10.1 The Contractor shall monitor the Database performance and operations
on 24/7/365 basis.
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A.17.16.10.2 The Contractor shall be responsible for any/all application and database
functions, including but not limited to: maintaining product currency
(version/release/patching), security, licenses, file maintenance, tuning,
optimization, and all related Database Administration functions.

A.17.16.11 Directory Services Management

A.17.16.11.1 The Contractor shall develop a Solution that is compatible with the
State’s Directory Services and Identity Management solution.

A.17.16.11.2 The Contractor, in coordination with STS and the State, shall monitor
events 24/7/365 on the Directory Services, such as unsuccessful
attempts to access a resource, and take the appropriate action where
required.

A.17.16.12 Middleware (Application/Internet/Web) Management

A.17.16.12.1 The Contractor, in coordination with the State and other State
Contractors function, shall ensure that appropriate middleware solutions
for the TEDS are chosen and that they can perform optimally when they
are deployed.

A.17.16.12.2 The Contractor, in coordination with STS, shall detect and resolve issues
related to TEDS middleware.

A.17.16.12.3 The Contractor, in coordination with STS, shall update TEDS-related
middleware, including licensing, patching, and installing new versions.

A.17.16.13 Facilities and Data Center Management

A.17.16.13.1 The Contractor shall comply with the existing processes and standards
for Data Center Management provided by STS, and leverage STS
services for maintaining the TEDS infrastructure.

A.17.17 Print Output Management
A.17.17.1 Print/Letter/Notices/Electronic Output

A.17.17.1.1 The Contractor shall be responsible for the TEDS print output
(letters/notices) that shall be stored as individual electronic documents in
an electronic content management system, indexed and associated to
existing application/case/member, archived, and available for viewing
and/or printing through the TEDS.

A.17.17.1.2 The Contractor shall define, develop, implement, and maintain a
document management system (e.g. HP Exstream) for managing all
aspects of document creation, modification, and output.

A.17.17.1.3 The Contractor shall define, develop, implement, and maintain an

electronic content management system. The State shall like to re-use,
where possible, the currently utilized ECM tool, FileNET.
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The Contractor shall be responsible for creating, processing, printing,
mailing and tracking each mail piece through the output process. Output
management includes, but is not limited to, forms design, printing,
folding/insertion into envelopes, co-mingling, and delivery to the USPS.

The Contractor shall manage and re-mail returned mail received from the
USPS, and associating to an existing application/case/member.

The Contractor shall systematically update addresses received from the
USPS as directed by the State.

The Contractor shall provide and maintain approved inventory levels,
including mailing envelops and attachments as necessary.

The Contractor shall support USPS tracking processes and industry
standard print tracking processes, including but not limited to intelligent
mail barcode and USPS address verification and validation. Examples of
USPS address verification and validation systems include:

a) Coding Accuracy Support System

b) Multi-line Accuracy Support System

The Contractor shall provide complete tracking of each individual

letter/notice by page and provide a complete audit of such in the Daily

Operations Report.

The Contractor shall produce, print, and mail all printed output.

a) Routine TEDS letters and notices that are to be printed, shall be
inserted and mailed within two (2) business days of production, as

defined by the State’s daily operation processes.

b) The Contractor shall have the ability to future date TEDS letters and
notices.

¢) High-volume or mass mailing of TEDS letters and notices that are to
be printed, shall be inserted and mailed based on a schedule defined
by the State’s operation processes.

The Contractor shall deliver the letter/notice to the USPS within two (2)
business days of letter creation.

The Contractor shall provide postage mechanisms and be responsible
for all postage costs to be utilized during the output process.

The Contractor shall archive and store the combined bulk print-stream
for audit and review purposes.

The Contractor shall be directly responsible for ensuring all notices,

letters and other electronically generated output is produced, printed,
mailed and thoroughly monitored for completeness and quality.
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The Contractor shall manage, on a daily basis, the relationship with
any/all third-party service providers to manage and resolve any issues
associated with print output.

The Contractor shall provide a test environment to ensure all
development, including forms (template) design, content, data accuracy
and through-put is thoroughly tested and approved by the State before
moving into production.

The Contractor shall have the ability to print all documentation in a
double-sided format and in Spanish if required by the State.

The Contractor shall process, print, and mail documents in the
appropriate envelope as defined by number of pages and envelope size
limitations.

The Contractor shall ensure that all notices are formatted to align the
letter or notice address with USPS envelope address windows, and
prevent all other information from being visible.

The Contractor shall have the ability to include attachments or inserts,
which vary by notice type, within the printing process.

The Contractor shall have the ability to print letters, notices, and
attachments on color pages, as defined by the State.

The Contractor shall ensure that notice-related errors triggered during
the batch-print process do not prevent the completion of the batch-print
process.

The Contractor shall have the ability to perform high-volume batch
printing in one session or separated across multiple sessions. The
Contractor shall provide the printers needed for this functionality at no
additional cost to the State and to be located at the Contractor’s facility.

The Contractor shall provide manual work-around processes, at no
additional cost to the State, upon failure of automated output processes.

A.17.17.2 Document Print/Letter/Notices/Electronic Output Management

Al17.17.2.1

Al17.17.2.2

A.17.17.2.3

A.l17.17.2.4

The Contractor shall provide on-going support, testing, and maintenance
of the Output Management Software for print, notices, letters, and
templates.

The Contractor shall create and/or modify specified print, notice, letter
templates, and other elements within time frames specified by the State.
The list of notices can be found in Contract Attachment 3.

The Contractor shall provide test environment and drafts for approval by
State business unit and business partners. The Contractor shall include
the State throughout the lifecycle of notice development and testing.

The Contractor shall, upon State approval, deploy new or modified
templates and print/letters to production environment.
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The Contractor shall set-up, execute, monitor, and take corrective action
on any/all issues related to print, notices, letters, and production/test
processes.

The Contractor shall work with State agencies and/or third party mail
vendors, mail co-mingle vendors, and other State partners to track the
guantity and quality of each type of print, notice, or letter created as part
of the daily processing cycle by the TEDS.

The Contractor shall take corrective action to resolve all production
discrepancies, issues, and incidents before errors reach the USPS.

The Contractor shall regenerate print data files as requested.

The Contractor shall monitor and review all print, notice, or letter file
outputs for completeness and ensure the correct print, notice, or letter is
generated for the intended purpose and the intended recipient.

The Contractor shall reconcile any discrepancies/differences and take
corrective action before progressing to the next step.

The Contractor shall compare counts of each printed notice/letter type
generated in TEDS with folder/inserter and USPS counts in real-time to
prevent any lost, incomplete or overage in production.

The Contractor shall produce and reconcile final counts of each print,
notice and letter type to validate postage charges and send final report to
the State daily.

The Contractor shall test new or modified print, letters and notices to
ensure quality and accuracy of templates.

The Contractor shall monitor daily print, validate quality, process letters
and notices and accommodate necessary changes to the daily print,
letter, and notices schedule based on outages, ad-hoc requests, or
needed system recoveries.

The Contractor shall design, develop, manage and practice letter and
notice processing portion of the BC/DR Plan for letter and notice
processing.

The Contractor shall provide proof of services and evidence of a contract
for a disaster recovery site for Print Output Management.

The Contractor shall develop and establish a program of regular DR
testing, at a minimum twice a year, to ensure critical components of the
BC/DR strategy can be recovered within the desired Recovery Time
Objective for Print Output Management.

The Contractor shall be responsible for planning and supporting turnover of the Solution
at the completion of the required term, or in the event of contract termination. The
Contractor shall provide a complete transition to a successor, which could include the
State or other State contractors. The State may exercise an option to extend the
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Operations and Maintenance period of this Contract and delay all Turnover activities for a
commensurate period of time. The State shall work closely with the Contractor during this
process and must approve all updates to the Contractors Turnover approach and plans.

A.18.2 The Contractor shall maintain staff throughout the Turnover period to satisfy and maintain
compliance with all performance standards and requirements identified in the Contract.
The Contractor shall supply additional staff on-call for three (3) months after the
successful Cut-Over. Turnover activities include:

A.18.2.1

A.18.2.2

A.18.2.3

A.18.2.4

A.18.2.5

Planning for the Turnover

Managing and Executing the Turnover
Turnover Training and Knowledge Transfer
Cut-Over

Contract Closeout

A.18.3 Planning For The Turnover

A.18.3.1

The Contractor shall develop, deliver, and execute a Turnover Plan. The Turnover
Plan shall include a comprehensive approach to turnover, including but not limited
to resources, staffing, training, milestones, and tasks to successfully transfer
responsibility for Operations and Maintenance of the Solution at a level of
performance and customer support equal to the level achieved by the Contractor.
The Turnover Plan shall include:

A.18.3.1.1  Procedures to identify all software, data, documentation, and

miscellaneous supplies that shall be transferred to the State

A.18.3.1.2  Approach to how the Contractor shall support training and knowledge

transfer from the Contractor to the State

A.18.3.1.3  Approach to testing and verification, consistent with agreed upon testing

procedures with the State

A.18.3.1.4  Approach to cut-over of the Service Desk, which can occur either

concurrent with or after the system cut-over at the discretion of the State

A.18.3.1.5  Success criteria for the completion of cut-over and final acceptance of all

Operations and Maintenance service activity, including defect resolution,
by the State

A.18.3.1.6  Mitigation and CPs to address turnover failures

A.18.3.1.7 State and Contractor tasks for Turnover

A.18.3.1.8 Schedule for Turnover

A.18.3.1.9  Approach to verification of the States readiness, including assessments

of staff, technology, and processes

A.18.3.1.10 Approach to managing change to the Solution throughout the transition
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A.18.4 Managing And Executing The Turnover

A.18.4.1  The Contractor shall provide consistent staffing, including Key Personnel and
management, during the execution of the Turnover to transition all aspects of
operation of the Solution from the Contractor to the State or other State
Contractors. The Contractor and State shall confirm transition to the successor.

A.18.5 Management of the Turnover

A.18.5.1  The management of the Turnover shall be integrated with the project
management structure and successor’s schedule. The primary activities in this
stage are focused on transition planning to support the continuation of operational
readiness of the TEDS. The Contractor shall manage all aspects of the Turnover
that affect cost, schedule, performance (scope and quality),
risk/issues/opportunities, and resources that are under Contractor control.
Additionally, the Contractor shall work with the State and/or successor to
implement the Turnover Plan.

A.18.5.2  The Contractor shall prepare, in cooperation with the Successor, and submit a
Turnover schedule within six (6) months or one hundred twenty (120) business
days (whichever is longer), of the State’s informing the Contractor of the start of
the turnover stage. The schedule shall address all Turnover activities until the
successful transition of operations.

A.18.6 Staffing the Turnover

A.18.6.1  The Contractor shall have an organizational staffing model in place to retain
appropriate staffing levels for the successful continuation of operations, and to
support the transition during the Turnover stage. The Contractor shall have staff to
successfully support all requirements of the Contract until Contract closeout is
finalized.

A.18.6.2  The staffing model shall include an estimate of the types of skills, responsibilities,
and salary of personnel required to assume full Operations and Maintenance
support as delivered by the Contractor under this Contract.

A.18.6.3  The staffing model shall include both the type of activity of the personnel and the
location of the personnel, including but not limited to the following activities:

A.18.6.3.1  Application Management Operations and Maintenance functions
A.18.6.3.2  Technical Management Operations and Maintenance functions
A.18.6.3.3  Systems, Network, Database, and Storage Management functions
A.18.6.3.4  Service Desk Operations and Maintenance functions

A.18.6.3.5  Administrative Staff

A.18.6.3.6 Management

A.18.6.3.7  Other Key Contacts

A.18.7 Executing the Turnover
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The Contractor shall execute the Turnover to transition all aspects of operation of
the Solution to the State or identified party. This includes the transfer of software,
including source program code, COTS systems, and executable copy of the
enhanced Solution, and all related system and process documentation. The
Contractor shall ensure that all transferred information is current as of the last
successfully implemented change.

Throughout the Turnover the Contractor shall work with the State to coordinate
system change activities, define a freeze period, and develop a process for
implementation and coordination of any emergency change required during the
execution. All transfers must be made on electronic media or network transfer and
approved by the State.

At a minimum, the Turnover shall include the Contractor providing the following
items and support:

A.18.7.3.1  Inventory and configuration of all hardware/system components required

to support Operations and Maintenance for all environments of the
Solution at the required level of performance, availability, and capacity,
including:

A.18.7.3.2  As-Is hardware configuration diagrams showing the relationship between

all system, network, security, and service management components

A.18.7.3.3  All System hardware/firmware descriptions, licenses, versions/releases

A.18.7.3.4  All security management, service management, storage management,

code management, and test management software

A.18.7.3.5 Inventory of all software, data and associated documentation to be

transferred

A.18.7.3.6  All source code, complied code, scripts

A.18.7.3.7  All System software/firmware descriptions, licenses, versions/release

A.18.7.3.8  Inventory of all development, Operations and Maintenance tools,

processes and procedures in use by the Contractor in support of the
Solution.

A.18.7.3.9  Inventory of all tools and documentation used by the Service Desk

A.18.7.3.10 Proof of licensing and maintenance contracts for all purchased software

components

A.18.7.3.11 BC/DR site requirements

A.18.7.3.12 Periodic transfers of all software, file systems and documentation

A.18.7.3.13 Transfer and verification of all user ID and access information to include

all configuration data and documentation in use to be establish and
maintain accurate user access
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Verification that documentation, including user, functional, maintenance,
development and operational manuals needed to operate and maintain
the system is available in electronic format

Transfer of all current and historical support records including but not
limited to:

a) Incident Management Records

b) Problem Management records including work-around(s) and known
errors or defects

c) Change Management records, including Post Implementation reports
d) Release Management records

e) Security Incident records

f) System and Network performance reports

g) System and Network performance data records

h) Root Cause Analysis reports

Assist the State in validating and verifying all systems are appropriately
configured, and support incident response, system restoration, problem
identification and problem resolution throughout all stand-up and testing
activity

Participate with the State in execution of all testing

Completion of the State readiness assessment to include assessment of
ability of technology, personnel and processes to support full Solution

Operations and Maintenance at the level of performance established by
the State

A.18.8 Turnover Training and Knowledge Transfer

A.18.8.1  The Contractor shall provide training to the State staff and/or the successor
Contractor for no less than 6 months prior to cut-over in order for the State to
assume responsibility of the O&M of the Solution. The contractor shall augment
training with mentoring and shadowing of personnel either in the Contractor’s
production environment or during set-up and testing of the States environments.

A.18.8.2 At a minimum, the Turnover training shall include the following:

A.18.8.2.1

A.18.8.2.2

A.18.8.2.3

A.18.8.2.4

Introduction to the Solution functions and capabilities
All application development tools, processes, and procedures

All application (custom or COTS)/system/infrastructure Operations and
Maintenance responsibilities

All application/system/infrastructure support processes and procedures
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A.18.8.2.5  All management tools (e.g., security management, systems
management, storage management, IT service management, etc.)

A.18.8.2.6  All Service Desk systems, processes, and procedures

A.18.8.2.7  Any and all other responsibilities necessary to sustain Operations and
Maintenance of the Solution at the required level of performance

A.18.8.2.8  Standard Operating Procedure manual

A.18.9 Contract Closeout

A.18.9.1  Contract closeout occurs at the end of the Turnover stage. The State expects the

Contractor to have completed all contracted work during the Operations stage
prior to contract closeout. Any incomplete or remaining work in which the
Contractor expects to transition to the State or successor Contractor must receive
prior approval from the State. Contract closeout responsibilities, deliverables and
penalties shall survive the termination date of this Contract and continue until the
Contractor has fulfilled all Turnover activities and met all closeout requirements to
the State’s satisfaction and approval. The Contractor shall provide verification in
writing to the State that all items required to be transferred to the State have been
transferred and removed from the Contractors systems. The verification in writing
shall be delivered to the State at a date before the end of the Turnover period as
determined by the State.

A.19  Security and Privacy

A.19.1

The Contractor shall, for any and all systems involved in the processing of the Patient
Protection and Affordable Care Act (PPACA) and HIPAA related information, comply with
the all applicable Federal and State laws and regulations as required for each data type
and classification.

A.19.1.1  Any reference to MARS-E, even under CMS context references, should also infer

A.19.2

A.19.3

A.19.4

compliance with current IRS Safeguards Program and IRS Publication 1075,
including future updates, where applicable by usage of data type and/or
classification.

The Contractor shall ensure capabilities are provided in their system design to support
CMS guidance issued in the “NIST Special Publication 800-63-2, including future CMS
updates.

The Contractor shall develop a FTI labeling methodology, included within the System
Architecture Design Document, for any location in which IRS data will be stored. This
shall be approved by the HCFA Privacy Office. IRS data shall be grouped together as
much as possible by design to prevent comingling.

The Contractor shall be responsible for the following phases with regards to security and
privacy related activities throughout the lifecycle of the contract under the oversight of the
State:

A.19.41 DDI

A.19.4.2  Operations and Maintenance

A19.43  Testing
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Monitoring

A.19.5 The Contractor shall ensure that all file uploads from remote users in the Solution shall
have a virus scan prior to being processed further with appropriate feedback to the
uploader of success or failure.

A.19.6 Data Classification

A.19.6.1

A.19.6.2

A.19.6.3

A19.6.4

A.19.6.5

A.19.6.6

A.19.6.7

The Contractor shall classify all data collected by the Solution, regardless of the
source (such as data entered through the web portal, data received through
interfaces from sources such as the FDSH, image scans, Department of
Homeland Security, IRS, or file uploads). The State shall approve the security and
privacy standards that shall be applied to each classification.

The Contractor shall identify why and how each data element is captured, how it is
to be retained, and the archive and purge processes that apply to the data.

Contractor shall retain records as required by applicable laws and regulations.

The Contractor shall classify data elements in a way that identifies applicable
security controls based on the Federal and State regulations and policies to the
class of the data elements.

The Contractor shall identify the security controls that apply to each data class
and/or type and ensure appropriate controls are established for the Solution
based on data flows through the system.

The Contractor shall maintain and track data types/classifications in the data
dictionary or equivalent process.

The Contractor shall have the ability to provide data classifications for all data
extracted from the Solution.

A.19.7 Regulatory compliance

A19.7.1

A.19.7.2

The Contractor shall demonstrate that the Solution meets or exceeds industry
standards and applicable federal and state security requirements.

The Contractor shall ensure the security of the Solution is compliant with state and
federal standards, regulations and publications, including but not limited to:

A.19.7.2.1 45 Code of Federal Regulations (CFR) Part 95.621(f) Automatic Data

Processing System Security Requirements and Review Process

A.19.7.2.2  NIST Special Publication 800 series

A.19.7.2.3  NIST Cryptographic Module Validation List

(http://csrc.nist.qov/groups/STM/cmvp/validation.html)

A.19.7.2.4 IRS Safeguards Program and IRS Publication 1075

A.19.7.2.5 Federal Records Retention Schedule 44 USC 3303a

A.19.7.2.6  Privacy Act of 1974 at 5 USC 552a
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Computer Matching and Privacy Protection Act of 1988 (CMPPA)

SSA Information System Security Guidelines for Federal, State, and
Local Agencies

Child Online Privacy Protection Act
Medicaid Confidentiality Rules at 42 CFR
HIPAA

Federal security and privacy standards adopted by the U.S. Department
of Health and Human Services for Exchanges (MARS-E)

18 USC 1905 Criminal Code: Disclosure of Confidential Information
HITECH

Patient Protection and Affordable Care Act and U.S. Department of
Health and Human Services (HHS) Final Rule

Governing State Agency Policies and regulations including State and
STS

A.19.7.3  Once established, no security provisions for firewalls, client and server computers,
and user profiles and controls shall be modified without written State approval.

A.19.8 Security controls

A.19.8.1  The Contractor shall be responsible for design, development, implementation,
documentation and operation of security controls over access to sensitive
functions and data of the Solution until termination of the contract. Security
controls include, but are not limited to:

A.19.8.1.1

A.19.8.1.2

A.19.8.1.3

A.19.8.1.4

Processes and procedures
Tools
Incident monitoring and response that is compliant with MARS-E

CMS, IRS and SSA continuous monitoring and incident reporting
directives.

A.19.8.2  The Contractor shall map security controls and standards established in MARS-E
and relevant CMS and IRS guidance to requirements for development and
operational processes and procedures.

A.19.9 SDLC-related Security Requirements

A.19.9.1  The Contractor shall prepare and submit artifacts related to security that shall be
reviewed in Gate Reviews, as defined in the SDLC, and approved by stakeholders
before development may continue.

A.19.9.2  The Contractor shall prepare architecture artifacts, deliverables and Gate Review
documents as specified in the Table of Deliverables in Section A.27.
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A.19.9.3  The Contractor shall resolve any findings identified from a vulnerability
assessment.

A.19.10 Operations and Maintenance-related Security Requirements

A.19.10.1 The Contractor shall report data breaches to HCFA Privacy, IS Director, and
Security offices as soon as possible, but no more than twenty four (24) hours from
awareness of the incident or sooner if overriding regulations apply.

A.19.11 Facilities-related Security Requirements

A.19.11.1 The Contractor’s facilities designated to the project shall meet or exceed all
applicable information security and privacy regulations and policies pursuant to
the data classifications contained, stored, or in transit within the facilities.

A.19.11.2 The Contractor shall be responsible for notifying The State of any data in the
facilities (electronic, paper, or other) that is not classified as public and related to
State concerns for security and privacy.

A.19.11.3 The Contractor shall make its facilities reasonably available for inspection by the
State or security staff when requested.

A.19.12 Continuous Monitoring for Changes to Security and Policy

A.19.12.1 The Contractor shall monitor Federal (CMS, IRS and SSA at a minimum) and
State security policies and regulations as well as those of the States departments
and offices including, but not limited to, STS, HCFA, Defense Information Systems
Agency, and Security Technical Implementation Guides for system hardening.

A.19.12.2 The Contractor shall define in the System Security Plan the approach to monitor,
analyze and implement any such changes to the State.

A.19.13 Coordination with Third-Party Vendors

A.19.13.1 The Contractor shall be responsible for ensuring that security and privacy policies,
processes, procedures and appropriate documentation related to the project
environment is satisfactory or identified as a gap for remediation and
escalated/tracked, as appropriate.

A.19.13.2 The Contractor shall, with regards to the TEDS, perform regular monitoring and
assessment of compliance with security and privacy policies, processes,
procedures and documentation for all those who access the system, as defined by
the State.

A.19.14 Risk Management Framework

A.19.14.1 The Contractor shall employ a Risk Management Framework consistent and
aligned with the most recent version of the NIST SP 800-37, Guide for Applying
the Risk Management Framework to Federal Information Systems, to ensure that
throughout all Gates Reviews and O&M:

A.19.14.1.1 Information system security related risks are managed in a way that is
consistent with the organization’s mission/business objectives and
overall risk management strategy established by the senior leadership
through the risk executive (function);
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A.19.14.1.2 Information security requirements, including necessary security controls,
are integrated into the organization’s enterprise architecture and System
Development Lifecycle (SDLC) processes;

A.19.14.1.3 The framework supports consistent, well-informed, and ongoing security
authorization decisions (through continuous monitoring), transparency of
security and risk management-related information, and reciprocity;

A.19.14.1.4 Information and information systems are effectively secured by
implementation of appropriate risk mitigation strategies.

A.20  Organizational Change Management and Training

A.20.1

A.20.2

The Contractor shall adhere to and support the implementation of the State’s OCMT
Approach, and work directly with the OCMT Team for all identified communication and
stakeholder engagement needs. The Contractor shall be identified as a Subject Matter
Authority in the OCMT Approach and shall assist in the execution of any and all sections,
activities, and/or policies per the State-approved OCMT Approach.

The Contractor shall follow timeline milestones that are representative of the required
sequence and timing of activities. Timelines are dependent upon several factors, and the
State reserves the right to adjust timelines and sequences of training events based on
number of users, availability of training facilities, and the determined combination of
instructor-led training and/or self-paced, web-based training learning. Timeline
requirements include but are not limited to:

A.20.2.1  Training delivery shall begin no fewer than two (2) months prior to each release

and remain open for no fewer than one (1) month after each release, as required
by the State

A.20.2.2  Training environment shall be established and access granted to the OCMT team

no fewer than seven (7) months prior to each phase release such that the
development of all requisite training materials may begin.

A.20.2.3 In accordance with the establishment of the training environment, the Contractor

shall provide system training to the OCMT personnel for the purpose of training
materials development.

A.20.2.3.1  System training shall occur six (6) months prior to Go-Live of the TEDS.

A.20.2.4  Training environment refreshes shall be completed at least daily during single-day

A.20.3

training delivery and as needed during multi-day training delivery.

In accordance with objectives of the OCMT Approach and the requirements defined
below, the Contractor shall fully comply with all responsibilities and/or perform all
activities as a contributing group that supports the successful execution of OCMT.

A.20.3.1  The Contractor shall provide subject matter experts for training activities.

A.20.3.2  The Contractor shall develop materials and facilitate train-the-trainer sessions.

A.20.3.3  The Contractor shall develop and maintain the TEDS training environment.

A.20.3.4  The Contractor shall perform data setup activities for the TEDS training

environment.
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A.20.4 The Contractor shall include, consult, and work directly with assigned project OCMT
personnel for any and all process, systems, and/or operating model planning, analysis,
and/or design efforts, workshops, and/or other meetings

A.20.5 The Contractor shall provide the project plan and validate major milestones and timing to
ensure alignment with Stakeholder and/or OCMT activities across the project lifecycle

A.20.6 The Contractor shall provide process flows (end-to-end processes), including application
process steps and systems documentation (including screen shots) to the OCMT team
that can be utilized as the foundation to build MMP related trainings

A.20.7 The Contractor shall provide resources sufficient in any quantity and capability as
deemed reasonable by the State to support the following training activities, including but
not limited to:

A.20.7.1  All those activities defined to support the various phases of the Training Approach
(Analysis, Design, Development, Implementation, and Evaluate) that are included
in subsequent sections of this document

A.20.7.2  Defining user roles

A.20.7.3  Supporting the identification of appropriate curriculum and delivery models

A.20.7.4  Participating and providing information during Training Development Knowledge
Share Sessions

A.20.7.5  Validating and approving training materials related to the technical Solution
A.20.7.6  Building and maintaining the training environments

A.20.7.7  Creation of user profiles and log-in credentials in any quantity as requested by the
State to allow trainers and end users appropriate access to the training
environments

A.20.7.8  Providing subject matter experts in specific work areas, processes, applications,
etc. to support classroom learning and train-the-trainer programs supplying at
least one (1) SME in each discreet classroom training event

A.20.7.9  Providing support of post Go-Live training events that encompass prior training
support activities delivered or supported by the Contractor for a period of time as
deemed reasonable by the State

A.20.7.10 The Contractor shall support the training analysis phase or process by providing
and collaborating with the OCMT Team on an ongoing basis in the following ways,
including but not limited to:

A.20.7.10.1 Providing insight into role definitions and assignments required to
operate and/or support future-state applications and processes

A.20.7.10.2 Providing insight into standard training curriculum requirements required
to support future-state applications and processes

A.20.7.10.3 Providing insights into the training delivery framework required to support
future-state applications and processes
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A.20.7.10.4 Actively collaborating with training team to select industry standard
training approaches for the State end user population

The Contractor shall build and maintain two (2) fully functional training environments per
concurrent release representative of the final-state operational system (e.g., final user
interface/GUI) that are dedicated to supporting training activities (training development
and training delivery). The two (2) separate environments must clearly and accurately
reflect upcoming software versions and closely align with the software release schedule.

Training development and training delivery environments shall include a minimum of the
following:

A.20.9.1 Transactional data (masked according to the security and/or confidentiality

guidelines provided by the State)

A.20.9.2  Training development environment to stage scenarios, get screen shots, etc., to

support the defined training schedule

A.20.9.3 Identification and provision of training environment data in order to provide for

scenario based training

A.20.9.4  Specific trainer profiles & credentials that provide fully functional capabilities within

both the development and delivery environments

A.20.9.5  Sufficient user profiles respective of future state roles within the State to perform

and execute any and all potential concurrent classes as defined by the training
schedule and/or the State

A.20.9.6  Associated log in credentials to support user profiles

A.20.9.7  Training environment shall be established and access granted to the OCMT Team

no fewer than seven (7) months prior to Go-Live of each release to allow the
development of all requisite training materials.

A.20.9.8  Training environment shall be established and access granted to end-users no

fewer than three (3) months prior to Go-Live of each release.

A.20.10 The Contractor shall support the training design and development phases (or process) by

providing and collaborating with the OCMT team on an ongoing basis in the following
ways, including but not limited to:

A.20.10.1.1 Aligning project plan(s) and validating major milestones to support
training timelines

A.20.10.1.2 Providing existing and historical baseline training materials (in digital or
print format as required by the State) such as but not limited to train-the-
trainer training manuals, quick reference guides, PowerPoints,
simulations, etc.

A.20.10.1.3 Actively participating and providing information during training
development knowledge share sessions
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Training and supporting the State-appointed OCMT personnel on any
and all system specific work areas, processes, applications, etc. as
deemed appropriate by the State for the purposes of executing a system-
based scenario training program to all impacted State personnel

Providing, as requested, validation of future-state process information
and documentation

Providing or cooperating in the identification of realistic, representative
business scenarios to be used for training development and delivery
purposes as defined by the State

Providing access to the training development environment at the outset
of the training development phase

Coordinating and supporting the development and maintenance of
hardware requirements (for example, but not limited to, classroom
computers or laptops, independent servers that might be required to
house training development tools and associated content, etc.) with the
State for training delivery purposes

Providing a minimum of one hundred (100) training laptops and other
required physical hardware to support the training design and
implementation of all TEDS-related trainings

Maintaining training and laptop software, hardware, and system services
required by each release’s training needs.

a) The Contractor shall ensure that each provided laptop has, at a
minimum, been configured with, and can successfully run, the then
most current version of Microsoft Suite products, Internet Explorer
and Adobe Reader.

b) The Contractor shall ensure that each laptop system has sufficient
access to the then current TEDS training environment(s) and other
associated software that will be required for training purposes.

c) The Contractor shall determine, with the assistance of the State, the
most efficient manner to access these environments through a
combination of downloaded and internet accessible applications.

d) The Contractor shall ensure that each laptop is installed and
maintained with virus protection software that meets the State
requirements at time of usage.

e) The Contractor shall provide the State any necessary advice and
support to ensure that the laptops software is functioning in a
consistent and secure manner throughout training preparation and
course delivery.

f) The Contractor shall maintain the required installed software with the
most current software versions and/or patches throughout the
timeframe of the engagement.

Adhering to the State’s approved OCMT QM process
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A.20.11 The Contractor shall support the Training Implementation phase (or process) by providing
and collaborating with the OCMT Team on an ongoing basis in the following ways,
including but not limited to:

A.20.11.1

A.20.11.2

A.20.11.3

A.20.11.4

A.20.115

A.20.11.6

Delivering (or supporting the delivery of) and actively participating in training
and/or classroom sessions and activities as needed and defined by the State in
order to provide subject matter expertise in specific work areas, processes,
applications, etc. (supplying at least one (1) Subject Matter Advisor in each
discreet classroom training event)

Providing feedback on training program for continuous improvement efforts

Providing necessary support for the appropriate maintenance of the training
environment (e.g., making updates to scenarios or transactional data to support
continuous improvement)

Providing necessary resources to execute and maintain an active training
environment refresh schedule based on scheduled training events to support any
and all potential concurrent classes defined by the training schedule

Actively participate in any and all necessary hardware and other training
infrastructure support activities to ensure smooth and consistent training delivery

Training Delivery shall begin no fewer than two (2) months prior to each release
and remain open for no fewer than one (1) month after each release as required
by the State

A.20.12 The Contractor shall support the Training Evaluation phase or process by providing and
collaborating with the OCMT Training team in the following ways, including but not limited

to:

A.20.12.1

A.20.12.2

Developing a Knowledge Transition Plan that encompasses prior training support
activities delivered or supported by the Contractor

Providing support of Post Go-Live training events that encompasses prior training
support activities delivered or supported by the Contractor for a period of time as
deemed reasonable by the State

A.20.13 The Contractor shall support any and all CMS related awareness and training. The
Contractor shall work with the OCMT team to ensure that the course is incorporated into
the overall curriculum, and the Contractor shall provide all relevant content/SME input,
and ensure that the presentation and delivery is consistent with State curriculum
standards

A.20.14

A.20.15

A.21

The Contractor shall support any and all other training activities to ensure an effective,

positive learning experience as required by the State

The Contractor shall provide a full-time, dedicated OCMT counterpart with appropriate

OCMT background, to be approved by the State, whose responsibilities shall include, at a
minimum, the effective and timely execution of any and all OCMT activities throughout
the duration of all relevant Program project lifecycles

Quality Assurance and Monitoring
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The Contractor shall comply with the State’s Quality Assurance Plan. The Contractor
shall maintain compliance with all Plan components including project management and
staff, contractors, and other participants in the project and all project activities.

The Contractor shall collaborate with the State to align the Contractor's Quality
Assurance Plan to the State’s Plan to support the monitoring methodology for the DDI
stage of the project.

The Contractor shall provide an overall Quality Assurance Plan, customized for the EMP.

The Contractor shall establish QA roles & responsibilities internally and with the State
Project Manager and sponsor.

In conjunction with the State and Other State Contractors, the Contractor shall support
the internal QA process, including adhering to quality standards and supporting the effort
to validate and verify that standards are met.

The Contractor shall provide access and training for usage of any tools that will be used
in implementing and monitoring the process

The Contractor shall incorporate a QA review which results in remediation plans for both
current and future project deliverables.

The Contractor shall conduct internal quality reviews for all deliverables before the
deliverables are submitted to the State.

The Contractor shall support QA reviews performed by the State or State Contractors.
The activities for which they will support include, but are not limited to: deliverable
walkthroughs, incorporating revisions into deliverables, and supporting Gate Reviews.

The Contractor shall monitor the performance of each service against the service specific
KPIs defined in Deliverable 28. The Contractor shall be responsible for reporting the KPIs
and the associated supporting metrics at an agreed upon frequency with the State. The
Contractor shall also be responsible for maintaining the agreed upon SLAs associated
with these KPIs and supporting metrics as designated by the State. The State reserves
the right to require the Contractor to monitor and report on additional KPIs for
performance areas based on deficiency. The KPI SLA reporting shall be input into the
Contractor’s CIP, described in detail in Section A.17.2.

A.22  Staffing

A.22.1

General Staffing Requirements. All personnel shall be employees or contracted staff of
the Contractor and shall be fully qualified to perform the work required in this Contract.
The Contractor shall provide experienced, qualified professionals to ensure the success
of this project. Contractor personnel shall be qualified, allocated, present, focused and
engaged with State, other State entities and other State Contractors. The Contractor shall
provide these personnel in sufficient quantity to enable the Contractor to provide
consistent and high quality deliverables and supporting work product, even during
periods in which work on multiple projects are underway.

A.22.1.1  Contractor work will normally occur during the State's core business hours (8:00

AM to 5:00 PM Central time, Monday through Friday), during which the Contractor
must provide coverage of key business areas. As directed by the State,
exceptions may occur to accommodate scheduled project events that must occur
during evenings or on weekends. The parties agree that the Contractor will furnish
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Contractor personnel as needed for these after-hours projects. Contractor work
and travel schedules shall be approved in advance by the Program Director. The
Contractor shall have production support staff available twenty four (24) hours per
day seven (7) days per week during Operations and Maintenance.

Other than required approval of Key Personnel and subcontracted staff by the
State, the Contractor shall have total responsibility for hiring and management of
any and all Contractor staff and subcontractors determined necessary to perform
the services in accordance with the terms of the Contract. The Contractor is
responsible for maintaining a level of staffing necessary to perform and carry out
all of the functions, requirements, roles, and duties as contained herein,
regardless of the level of staffing included in its proposal. After consultations with
the Contractor, the State shall make the final decision as to the required staffing
levels based upon current progress in meeting the goals of the EMP and
anticipated future needs for the Solution. The State will use the CM process to
indicate dates by which staffing increases or replacements must be made. Failure
to meet the staffing deadlines in the CM may lead to the imposition of Liquidated
Damages as specified in Section A.22.10.4.

On-site Staffing Requirements. For purposes of this Contract, whenever the term
“on-site” appears, it shall mean that the indicated Contractor staff and/or
subcontractors shall be physically present during the percentages identified in
Section A.22.15 and A.22.16, from their start date throughout the term of the
Contract or until they are no longer performing services under the Contract.
Personnel are considered on-site when working at either the Contractor’s offices
described in Section A.23 or at the HCFA offices located in Nashville, Tennessee
as required by the State. “On-site” positions also require the Contractor staff
and/or subcontractors to meet the dedication requirements for each role.
Percentage dedicated means that the personnel shall be assigned to work the
required portion of their time on the services to be provided under this Contract
and the personnel may not work full or part time on other work unless approved in
advance in writing by the State.

A.22.1.3.1  Roles that are established to support Operations and Maintenance

A22.1.4

A.22.1.5

through the remainder of the Contract and that are staffed shall be
included in the measurement of Operations and Maintenance headcount
for a given period, even though they may also be supporting
enhancement activity for the same period.

State approval of Contractor’s Staff. The State shall have the discretion to
approve or disapprove of the Contractor’'s and any of its subcontractor’s staff, or to
require the removal or reassignment of any Contractor's employee or
subcontractor personnel found unacceptable to the State for work under this
Contract only.

Contractor Staff and CMS Reporting Requirements. The Contractor shall keep
track of resource costs, both personnel and technical, on a per project basis in
order to satisfy both the State and CMS reporting requirements for enhanced
federal funding assistance. These resource costs shall be maintained by the
Contractor and provided to the State upon request to support all projects. After
consultation with the Contractor, the State will approve an invoice format that will
meet the needs of the State and CMS. The Contractor shall submit an invoice in
the required format for approval once the State has issued its acceptance of the
deliverable.
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Subcontracted Staff. The Contractor may not subcontract, transfer, or assign any portion
of the Contract without prior written approval of the State given after review and approval
of the Contractor’s proposed subcontract, transfer agreement, or assignment agreement.
The State reserves the right to refuse approval, at its sole discretion, of any subcontract,
transfer, or assignment and to revoke, at any time, its prior written approval of any
subcontractor, transferee or assignee.

With regard to those subcontractors approved by the State during procurement of this
Contract, the Contractor shall provide the State with a fully executed, complete copy of
each subcontract on or before the earlier to occur of; (a) such subcontractors beginning
work on this Contract, or, (b) within thirty (30) days of execution of the Contract. With
regard to subcontractors approved by the State and engaged by Contractor after the
Contract start date, the Contractor shall provide the State with a fully executed,
complete copy of each subcontract on or before the earlier to occur of: (a) such
subcontractors beginning work on this Contract, or, (b) within thirty (30) days of the
State’s approval of the subcontract.

The Contractor may only substitute another subcontractor for a subcontractor previously
approved by the State at the discretion of the State and with the State’s prior, written
approval.

Notwithstanding any State approval relating to subcontracts, the Contractor shall be the
prime contractor and shall be responsible for all work under the Contract.

Key Personnel Requirements. For purposes of this Contract, the term “Key Personnel”
refers to Contractor personnel deemed by the State to be essential to the Contractor’s
satisfactory performance of the requirements contained in this Contract. Contract Section
A.22.15 contains the required Key Project Personnel positions, corresponding roles and
responsibilities and minimum qualifications for each.

A.22.3.1  All Key Personnel shall be employed by the Contractor and be present full-time at

either the Contractor’s offices described in Section A.23 below or at HCFA's
offices in Nashville, Tennessee from their start date throughout the project.
Changes to this arrangement must receive prior approval from the State.

A.22.3.2  The Contractor shall obtain written prior State approval of all Key Personnel.

Resumes for Key Personnel must be provided for State review at least thirty (30)
days prior to the expected employee’s start date. The State may require in-person
interviews with these individuals prior to the employee’s start date. The same
person may be able to fill a different position in different Gate Reviews. The State
will consider suggestions for alternative alignment of duties. Changes to the
proposed positions, staff and responsibilities will only be allowed with prior written
permission from the State.

A.22.3.3 If the Contractor's methodology deems an additional Key Personnel position(s)

necessary, beyond the positions listed in the table below, the Contractor must
identify these positions and provide a complete description of how these positions
support the fulfillment of the Contract scope of work. All Contractor Key Personnel
must be formally committed to join the project by the beginning of the Contract
start date.

A.22.3.4  If any Contractor staff members are not employees of the Contractor, the

Contractor is required to identify those personnel, provide the State with
agreements establishing their subcontract and the Contractor must receive
approval of that subcontract with the State.
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References for Key Personnel shall meet the following requirements:

A.22.3.5.1  Mustinclude a minimum of three (3) professional references outside the

employee’s current employer who can provide information about the key
person’s work on relevant past assignments;

A.22.3.5.2  Mustinclude the reference’s full name, mailing address, telephone

number and e-mail address;

A.22.3.5.3  For any client contact listed as a reference, must also include the

agency’s or company’s full name with the current telephone number and
e-mail address of the client’s responsible project administrator or service
official who is directly familiar with the key person’s performance;

A.22.3.5.4  Must reflect the key person’s professional experience within the past five

(5) years; and

A.22.3.5.5 Mustinclude all professional certifications and affiliations.

A.22.3.6

Key Personnel resumes shall include the following information:

A.22.3.6.1  Employment history for all relevant and related experience

A.22.3.6.2  Names of employers for the past five (5) years, including specific dates

A.22.3.6.3  All educations institutions attended and degrees obtained

A.22.4 Key Personnel Replacements. The State retains the right to approve or disapprove

proposed Key Personnel staffing and reserves the right to require the Contractor to
replace specified staff. The Contractor agrees to substitute, with the State’s prior
approval, any employee so replaced with an employee of equal or better qualifications.
The Contractor shall provide an interim resource within five (5) business days for any Key
Personnel vacancies regardless of the reason for the vacancy. The Contractor agrees to
propose within thirty (30) days, and appropriately staff within forty-five (45) days, any
changes made to Key Project Personnel, regardless of the reason for the change. In the
event it becomes necessary to replace Key Personnel during the term of this Contract,
the Contractor shall:

A.22.4.1

A.22.4.2

A.22.4.3

A22.4.4

A.22.4.5

Provide the State Program Director with written notification of such replacement,
providing, when possible, for a two (2) week period for knowledge transfer from
the Key Personnel to the replacement personnel. This knowledge transfer shall be
provided at no charge to the State;

Provide the State Program Director with documentation describing the
circumstances of the need for the replacement;

Provide documentation of experience for the proposed replacement personnel;
and

Obtain prior written approval from the State Program Director.
During the first eighteen (18) months of the Contract performance period, no
substitutions of Key Personnel shall be permitted unless such substitutions are

necessitated by an individual’s sudden iliness, death, or resignation, or otherwise
approved by the State Program Director or requested by the State. In any of these
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events, the Contractor shall follow the steps outlined above. Failure to meet the
prior notice and approval requirements herein may result in the imposition of
Liguidated Damages as contained in Section A.22.10.4.

Non Key Personnel Requirements. The Contractor shall ensure that a State-approved
number of appropriately qualified and trained personnel are employed and available at all
times to provide the services required under the Contract. Staff proposed for assignments
shall be persons that have relevant domain knowledge as appropriate for such job title
classifications.

Unless otherwise agreed by the State, the job title classification of individuals assigned
to a project shall not change during the project.

In providing the services required under this Contract the Contractor shall provide, at a
minimum the Non-Key Personnel identified in Section A.22.16. The quantity of the
personnel for each of the positions shall be State-approved and shall provide an
appropriate level of service for the TEDS.

Staffing Management Plan

The Contractor shall develop and adhere to a Staffing Management Plan for conducting
the day-to-day management of all resources in support of EMP activities. The Plan shall
define the organizational structure, roles, and responsibilities of the personnel, staffing
levels, and other resources information. It shall define the criteria and process used to
develop staffing estimates and determine staffing qualifications. It shall contain detailed
organizational charts. The organization structure must identify Key Personnel by name,
title and job function, the percentage of time allocated to the EMP, and whether each
position will be filled by a State person, Contractor employee, or other Contractor
employees (i.e. TAS or SPMO).

Staffing Needs Planning and Monitoring Processes

A.22.8.1  The Contractor shall provide an overview of the preliminary and ongoing Staff

A.22.9

Planning and Monitoring Processes, specifically highlighting processes around
planning for future needs and monitoring of project assignments, contract
timelines, and associated decisions for release or renewal of personnel.

Staffing Tracker

A.22.9.1  The Contractor shall develop a Staffing Tracker that summarizes initial and

ongoing Solution resource needs and documents resource levels and
assignments.

A.22.9.2  The Contractor shall maintain and update the Staffing Tracker on a regular basis

for review, at least once per quarter and more frequently as requested by the
State.

A.22.10 Key Personnel Transitions

A.22.10.1 The Contractor shall develop a Key Personnel Transition Plan, for completion by

Key Personnel in the event that they change roles or leave the project. Completed
Plans shall identify a replacement for the Key Personnel in question.

A.22.10.2 The Contractor shall seek prior approval from the State for any replacements to

be made in key roles. The Contractor may replace Key Personnel with individuals
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with comparable experience and qualifications as those submitted by the
Contractor in their Response to RFQ 32101-15557 within fifteen (15) business
days, pending State approval. The Contractor shall submit resumes and allow the
State to interview applicants as part of the approval process, at least five (5)
business days before the intended start date.

A.22.10.3 The Contractor shall provide an interim resource within five (5) business days for
any Key Personnel vacancies regardless of the reason for the vacancy.

A.22.10.4 Staffing Liguidated Damages. Failure by the Contractor to meet the timeframes for
staffing vacancies and replacements as set forth in Sections A.22.4 and A.22.3, or
any staffing timeframe contained in a CM as specified in A.22.1.2, may, at the
State’s sole discretion, result in Liquidated Damages in the amount of five
hundred dollars ($500) per business day until Contractor complies with the stated
timeframe.

A.22.10.5 The Contractor shall maintain a State-approved quantity of staff composed of
Project Managers, Business Analyst, Programmer Analyst, and Testers to
accommodate enhancements during Operations and Maintenance (O&M).

A.22.11 Managing Staffing Changes

A.22.11.1 The Contractor shall provide an overview of the key steps required in order to
acquire, onboard, and off-board staff.

A.22.11.2 The Contractor shall provide guidance on the necessary steps to make staffing
assignment changes. The Contractor shall also define procedures for Key
Personnel transitions.

A.22.11.3 The Contractor shall develop the following documents for managing staffing
changes and use the documents in the processes as detailed in the table below:

Table 2: Documents

Form Onboarding Role Transitions Off-Boarding
Onboarding Checklist X

Onboarding Arrival Packet X

Acceptable Use Policy and X

Information Protection Plan

Roll-On Form X X

Team Member Transition Plan X

Roll-Off Form X
Off-Boarding Checklist X

A.22.11.4 The Contractor shall develop an Onboarding Checklist to assist in onboarding
new resources. The Onboarding Checklist shall provide the new employee with an
orientation to the EMP and relevant State and Federal regulations and policies.
Additionally, the Checklist shall ensure that administrative items such as building
access and equipment distribution are appropriately handled.

A.22.11.5 The Contractor shall develop a Team Member Transition Plan to be completed by
Contractor resources when assignments change within the project organization.

A.22.11.6 The Contractor shall submit all completed plans to the SPMO for review and
validation.
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The Contractor shall provide at least two (2) weeks' notice before resource roll-off.

A.22.12 Turnover Stage Staffing

A.22.12.1

A.22.12.2

A.22.12.3

A22.12.4

A.22.12.5

A.22.12.6

The Contractor shall provide a full-time turnover manager as a designated point
person to interact with the State and successor contractor until Contract closeout
is completed.

The Contractor shall provide and retain sufficient turnover staff in the required
mix, inclusive of technical (e.g. systems analysts, technicians) and non-technical
(e.g. clerical staff, business analysts) resources to complete the services and
meet the requirements specified in the Contract.

The Contractor shall include in the Staffing Management Plan staffing for
operations during the Turnover Stage.

The Contractor shall acquire State approval for Key Personnel appointments and
replacements.

The Contractor shall provide unrestricted access to appropriate Contractor
personnel for discussion of problems or concerns.

The Contractor shall provide, at minimum, a two (2) week overlap transition period
for all Key Personnel transitions. During this time the successor shall be trained
on all transferred activities to ensure continuity.

A.22.13 Off-Boarding

A.22.13.1

A.22.13.2

The Contractor shall complete the Off-Boarding Checklist, one (1) week prior to
resource departure, with assistance from the work stream lead and the team
member rolling off.

The Contractor shall provide prior notification, in the event of resource departure,
with appropriate forms to the State’s Access Management team and appropriate
State management staff, in advance of termination if known or immediately after
the employee submits their resignation.

A.22.14 CMS Certification

A.22.14.1

A.22.14.2

A.22.14.3

A22.14.4

The Contractor shall provide a State-approved quantity of staff to support the
enhanced efforts to monitor, identify, and address initial production issues and
plan, prepare, execute, and achieve CMS certification.

The Contractor shall provide a Certification Manager to interact in tandem with the
State and the V&V Contractor.

The Contractor shall provide a State-approved team of resources to monitor,
track, and correct identified issues.

The Contractor shall provide an State-approved team of dedicated resources for
preparation and support of CMS certification.
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Key Position Description Qualifications Requirements
Account a) Shall serve as the onsite program a) A minimum of eight (8) years of experience in a) Shall not serve in any other
Executive or executive for the Contractor managing and leading a large-scale or position.
Program enterprise-wide health care IT systems b) Shall be one hundred
Executive contract or project that encompasses a full percent (100%) allocated to
SDLC from initiation through post the project through
implementation and includes Operations and Implementation.
Maintenance. c) Shall be onsite ninety
b) A minimum of five (5) years of experience percent (90%) percent of the
serving in an account management or client time.
representative’ posiuon. d) Shall be available as needed
c) Subject matter expertise on State and post Go-Live.
Federal Medicaid regulations and policies.
d) Previous experience with cost reporting,
profit and loss statements, and budget
compliance.
e) Previous responsibility for managing
subcontractor resources, if subcontractors
are included as part of the Contractor’s
Response to RFQ 32101-15557.
f)  Previous experience following a standard
project management methodology and in
using various project management tools in
developing project plans, delivering tasks,
and tracking timelines and resources.
g) Broad IT-related experience
h) PMI or generally equivalent certification.
DDI Manager a) Responsible for the Design, a) A minimum of ten (10) years of experience a) Shall not serve in any other
Development, and implementing and integrating large-scale position.
Implementation of eligibility health care IT solutions within environments b) Shall be one hundred
Solution similar to that of the TEDS. percent (100%) allocated to
b) Subject matter expertise on State and the project through
Federal Medicaid regulations and policies. Implementation.
c) Previous experience following the c) Shall be onsite ninety
Contractor’s development methodology and percent (90%) of the time.
in using various project management tools in d) Shall be available as needed

developing project plans, delivering tasks,
and tracking timelines and resources.

138

post Go-Live.



RFQ#32101-15557

Key Position Description Qualifications Requirements
d) Heavy background in IT development,
infrastructure, security, and Operations and
Maintenance projects.
e) Relevant experience and advanced skills with
development tools, multiple software
languages, and programming best practices.
f)  PMI certification is preferred.
Technical a) Shall serve as the project Chief a) A minimum of seven (7) years of experience a) Shall not serve in any other
Solution Lead Information Officer (CIO) for the implementing large-scale health care IT position.
eligibility Solution. solutions within environments similar to that b) Shall be one hundred
of the TEDS. percent (100%) allocated to
b) Possess expert knowledge of the the project through
Contractor’s Solution, having implemented Implementation.
the Solution in no less than one (1) c) Shall be onsite ninety
environment at least as complex as the percent (90%) of the time
TEDS. d) Shall be available as needed
c) Possess extensive experience developing post Go-Live.
solutions utilizing an integrated development
environment, multi-tier platforms and
employing SOA architecture with high
availability/reliability requirements.
d) Must be proficient in multiple languages,
SOA technologies, operating systems and
security best practices.
Business a) Shall serve as the project Chief a) A minimum of seven (7) years of experience a) Shall not serve in any other
Solution Lead Operations Officer for the implementing large-scale health care IT position.
eligibility Solution. solutions within environments similar to that b) Shall be one hundred
of the TEDS percent (100%) allocated to
b) Possess five (5) years of experience the project through
extracting and documenting business rules Implementation.
c) Possess a working knowledge of business c) Shall be onsite ninety
process modeling percent (90%) of the time.
d) Possess expert knowledge of the d) Shall be available as needed
Contractor’s Solution, having implemented post Go-Live.
the Solution in no less than one (1)
environment at least as complex as the
TEDS
e) Possess expert knowledge of national policy
and standards that impact the Medicaid
environment.
Quality a) Shall serve as the project QA a) Possess a minimum of five (5) years of a) Shall not serve in any other
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Key Position Description Qualifications Requirements
Assurance/Cont Manager for the eligibility Solution experience developing and executing quality position.
rol Lead b) Responsible for EMP quality assurance/control programs for solutions b) Shall be one hundred
control similar to the Contractor’s Solution for the percent (100%) allocated to
TEDS the project through
b) Previous experience serving in a Quality Implementation.
Control Manager or Lead position. c) Shall be onsite ninety
c) Possess a working knowledge of the percent (90%) of the time.
Contractor’s Solution for the TEDS. d) Shall be available as needed
d) Previous experience leading large scale or post Go-Live.
enterprise-wide testing rollouts and
deployments.
e) Possess a working knowledge of business
processes associated with the TEDS.
f)  Must have general knowledge with multiple
programming languages, SOA technologies,
operating systems and security best
practices.
OCMT Liaison a) Working closely with State a) Possess a minimum of five (5) years of a) Shall not serve in any other
designated team to make sure experience developing and executing training position.
deliverables are met on time and programs for solutions similar to Contractor’s b) Shall be on-site for all
on budget Solution for the TEDS. training activities.
b) Coordinate and Manage b) Possess a working knowledge of document
instructional design staff management practices and principles.
c) Liaison between parties to c) Possess a working knowledge of the
address obstacles and ensure Contractor’s Solution for the TEDS.
time access to all required d) Possess a working knowledge of business
systems processes associated with the TEDS.
d) Adherence to project plan e) Previous experience working with document
e) Working with State Project OCMT management platforms to include document
Team to support the development version control and management workflow
of relevant materials and timely
deliverable of all training requests
f)  Facilitate working relationship
with State OCMT Team and
SME'’s
g) Facilitate working sessions
between State OCMT Team and
SME'’s to conduct knowledge
sharing sessions
h) Facilitate working sessions

between State OCMT Team and
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Key Position Description Qualifications Requirements
SI's technical groups for
collaboration and knowledge
sharing
Project a) Shall serve as the Contractor a) A minimum of five (5) years of experience a) Shall be allocated one
Management liaison to the SPMO and TAS developing and managing a PMO for a large hundred percent (100%) to
Office (PMO) Contractors. scale or enterprise-wide health care IT the project through
Manager b) Responsible for project's PMO. systems contract or implementation. implementation.
b) A minimum of ten (10) years of experience
managing IT systems programs and/or
projects.
c) Must be PMI certified.
Infrastructure a) Responsible for defining and a) Possess a minimum of five (5) years of IT a) Shall not service in any other
Architect documenting network, security, infrastructure management experience with a position.
server, SOA and the OS strong preference towards healthcare b) Shall be one hundred
specifications for the Solution. environments. percent (100%) allocated to
b) Shall ensure that policies, b) Possess a minimum of three (3) years of the project through
standards, and procedures experience managing projects of similar size Implementation.
related to infrastructure are and complexity. c) Shall be onsite ninety
established, communicated, and c) Must have advanced knowledge working with percent (90%) of the time.
enforced multiple programming languages, SOA d) Shall be allocated 75%
c) Shall work closely with the HCFA technologies, operating systems and security through subsequent
IS Architect and STS to translate best practices. deployments of DDI.
the infrastructure architecture for d) Expert understanding of OS(s) that Solution e) Shall be available as needed
the Solqtion intp.bui!d standard is running on post Go-Live.
STS build specifications. e) Strong understanding of VMWare
f)  Solid understanding of Load Balancing (F5
LTM & GTM preferred)
g) Solid understanding of Internet access using
a DMZ for things such as, but not limited to:
proxies, web servers, firewalls, DNS and
Certificates
h) Knowledge of complex network routing
i)  Familiarity of DBMS used for Solution
i)  Solid knowledge regarding Storage Area
Networks (Preferably Hitachi).
Configuration & a) Service Assets Management a) Minimum of five (5) years’ experience in a a) Shall be one hundred
Assets Manager b) Configuration ltems Management configuration e_mq asse_t_s manager role for a percen@ (100%) allocated to
¢) Product Currency Management large scale, mission critical §nV|ro.nment. the project through O&M.
d) License Management b) Possess k_nowledge of working with multl_ple b) Shall be on::,lte ninety
e) CMDB Implementation & programming languages, SOA technologies, percent (90%) percent of the
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Key Position Description Qualifications Requirements
Management operating systems and security best time
practices
c) Possess ITIL certification
Service Desk, a) Shall serve as the project a) Possess a minimum of five (5) years’ a) Shall be allocated one
Production Operations Manager for the experience managing Production hundred percent (100%) to
Control & eligibility Solution Control/Operations management of a the project beginning from
Operations b) Shall have the responsibility for 24/7/365 environment on large-scale health UAT through ongoing
Center Manager monitoring and support of the care programs and solutions similar to the operations
Solution. environments and scale of the TEDS. b) Shall be on site one hundred
c) Shall prepare the daily/monthly b) Possess (5) years’ experience in managing percent (100%) of the time
Operations Report. networks, servers, batch scheduling, console
d) Manage staff 7/24/365 and activit_ies, _se_rvice desk man_agement_, and
ensure reliability and availability security similar to the technical architecture
for multiple system platforms for the TEDS.
including infrastructure, ¢) Must have advanced knowledge working with
databases, backups, trouble output management, print, console
shooting, problem resolution, operations, system administration, operating
escalation, and notification. systems, production control scheduling,
e) Schedule and coordinate batch technical writing, and security best practices
jobs, system installs, upgrades
and outages.
f)  Establish priority problem
resolution, notification and
escalation to appropriate support
personnel to meet schedules and
Service Level Agreements
g) Monitor and administer support
and services for all Production
Control, Service desk, and
operations activities including
perform all batch scheduling,
production activities, printing, and
print distribution.
h) Provide application, hardware,
network, schedule support and
system monitoring for the
Solution.
i)  Shall be responsible for the
development and maintenance of
the SOP manual.
Security a) Responsible for managing the a) Possess a minimum of five (5) years IT a) Shall not serve in any other
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Key Position Description Qualifications Requirements
Manager implementation and development security industry experience with at least position.
of IT security over the course of three (3) years in a healthcare related b) Shall be one hundred
the project. environment. percent (100%) allocated to
b) Shall ensure that security policies, b) Possess a minimum of three (3) years of the project through O&M.
standards, and procedures are experience managing projects of similar size c) Shall be onsite ninety
established and enforced. and complexity to the EMP. percent (90%) percent of the
c) Shall coordinate information c) Possess a Certified Information Systems time.
security inspections, tests, and Security Professional (CISSP), Certified
reviews and oversee the security Information Security Manager (CISM), or
team. equivalent security certification (e.g., GIAC
d) Responsible for coordination and (Global Information Assurance Certification)
compliance activities relative to Security Expert, Certified Ethical Hacker,
the project inc|uding‘ but not GIAC Certified Incident HaCker, GIAC Web
limited to, MARS-E, Fortify Application Penetration Tester, GIAC
reporting, audit, SSR, etc. Penetration Tester)
d) Possess a Bachelor's Degree in an IT-
related field OR four (4) years of industry
experience in addition to the general
requirement for five (5) years of security
experience.
e) Must be familiar with at least one major
security compliance framework and be able
to demonstrate a firm understanding of
relevant State and Federal security/privacy
regulations and policies, specifically under
NIST, HIPAA, and IRS Pub. 1075
f)  Must have excellent communications skills,
technical writing skills, small group facilitation
skills, and formal presentation skills.
CIP Manager a) Shall collect data, compile, and a) A minimum of eight (8) years of experience in a) Shall not serve in any other
report on KPIs and SLAs. managing large scale or enterprise-wide position.
b) Responsible for managing the technology projects. Must have broad b) Shall be one hundred
customer expectations and all experience managing IT systems contracts, percent (100%) allocated to
CIP functions. SLAs, KPIs, and process improvement the project through O&M.
¢) Gather and analyze metrics to programs. c) Shall be onsite ninety
accurately reflect schedule b) Must have working experience with system percent (90%) percent of the
performance relative to design and capacity planning. time.
established SLAs. ¢) A minimum of five (5) years of experience d) Shall be available as needed
serving in an IT management position in a post Go-Live.
technical area.
d) Subject matter expertise on system design,

system build, and O&M.

143



RFQ #32101-15557

Key Position Description Qualifications Requirements
e) Previous experience with ITIL and other
operating frameworks.
f)  Must have relevant IT experience with all
technical aspects of the Solution.
Database a) Responsible for designing, a) A minimum of five (5) years’ experience a) Shall not serve in any other
Architect developing, and implementing developing and implementing one or more position.
infrastructure to provide highly- industry standard database systems. b) Shall be one hundred
complex, reliable, and scalable b) Capable of hands-on work in all phases of percent (100%) allocated to
databases to meet the database design and management the project through
organization’s objectives and c) Significant experience managing operational Implementation.
requirements. databases including handling complex c) Shall be onsite ninety
b) Shall assist in defining system migrations with mission critical applications percent (90%) percent of the
and f”‘pp".c"?‘“"” architecture and d) Extensive experience dealing with sensitive time.
proy@e vision, problem : data, and health care industry standards and d) Shall be available as needed
agp;plpatlon, and problem solving regulations post Go-Live.
ability. e) Experience with technical requirements for
data classification and implementing data
protection technologies.
f)  Must be knowledgeable of secure coding
practices for databases.
Conversion e) Oversees the conversion of a) Minimum of five (5) years’ experience a) Shall not serve in any other
Manager legacy data into the EMS managing complex conversion projects from position.
database. disparate legacy databases into different data b) Shall be one hundred
f)  Coordinates and manages models. percent (100%) allocated to
Conversion staff and tasks. b) Must have experience with the Contractor’s the project through
g) Works with all appropriate staff to chosen ETL/Conversion toolset (at least two Implementation.
coordinate conversion efforts. (2) prior conversions). c) Shall be onsite ninety
c) Experience with managing and documenting percent (90%) percent of the
conversion efforts and staff. time.
d) Shall be available as needed
post Go-Live
Application a) Shall provide application a) A minimum of five (5) years of experience a) Shall not serve in any other
Architect architecture and design building and supporting mission critical, multi- position.
recommendations based on tier large scale health care applications. b) Shall be one hundred
existing State standards. b) Shall be knowledgeable of secure coding percent (100%) allocated to
practices. the project through
c) Experience with technical requirements for Implementation.
data classifications and implementing data c) Shall be onsite ninety
protection technologies. percent (90%) percent of the
d) Must possess extensive experience time.
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Key Position Description Qualifications Requirements
developing solutions utilizing an integrated d) Shall be available as needed
development environment, multi-tier post Go-Live.
platforms and employing SOA architecture
with high availability/reliability requirements.
e) Must be proficient in multiple languages,
SOA technologies, operating systems and
security best practices.
SOA Architect a) Shall design and implement the a) Experience with Oracle Service Bus and a) Shall not serve in any other
integration between the TEDS Business Process Execution Language position.
and other State standard COTS service development — Web Services, SOAP, b) Shall be one hundred
software Web Service Description Language, XML, percent (100%) allocated to
b) Shall use the latest SOA Extensible Stylesheet Language the project through
technologies and Web Services Transformations, XML Path Language, Hyper Implementation.
frameworks Text Markup Language, and Universal c) Shall be onsite ninety
Description, Discovery, and Integration percent (90%) percent of the
b) Knowledge includes advanced work on time.
standard applications programs including d) Shall be available as needed
coding, testing, and debugging post Go-Live.
c) Strong knowledge of the object-oriented
analysis and design patterns/techniques
d) Extensive experience with web applications.
e) Must possess extensive experience

A.22.16 Non-Key Personnel Table

f)

developing solutions utilizing an integrated
development environment, multi-tier
platforms and employing SOA architecture
with high availability/reliability requirements.
Must be proficient in multiple languages,
SOA technologies, operating systems and
security best practices.

Position Description Qualifications Requirements
Technical a) Enterprise Architecture a) A minimum of five (5) years’ experience a) Shall not serve in any other
Solution b) Build book planning and design implementing large-scale health care IT position.
Architect ¢) Demand Management solutions within environments similar to that b) Shall be one hundred
&) vl FEmi of the TEDS percent (100%) allocated to
c itv Planni b) Experience implementing data warehouse the project through
=) apaqty ar.mmg ) solutions within an integrated environment Implementation.
f)  Security & Privacy compliance and employing SOA and intelligent business

reporting.
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Position Description Qualifications Requirements
c) Must possess extensive experience d) Shall be available as needed
developing solutions utilizing an integrated post Go-Live.
development environment, multi-tier
platforms and employing SOA architecture
with high availability/reliability requirements.
d) Must be proficient in multiple languages,
SOA technologies, operating systems and
security best practices.
Technical a) Platform support including a) Minimum of five (5) years’ experience with a) Shall not serve in any other
Specialist troubleshooting, contributing to Web technologies and tools position.
Application and root cause analysis, and problem b) Strong Systems Administration skills b) Shall be allocated one
Web Platforms resolution c) Web hosting, caching and proxy software hundred percent (100%) to
b) Identifying and assessing risks, and related technologies the project through
determi.ning impact to platform d) Extensive knowledge of Web Application and Implementation.
and mitigation plans Operating System security c) Shall be on site ninety
percent (90%) of the time.
d) Shall be available as needed
post Go-Live.
Database a) Shall recommend solutions by a) Minimum of five (5) years’ experience a) Shall be one hundred
Administrator defining database physical managing a complex RDBMS environment percent (100%) allocated to
structure and functional on a UNIX platform with multiple the project through O&M.
capabilities, database security, environments (development, test, production, b) Shall be onsite one hundred
data back-up, and recovery etc.) percent (100%) of the time.
specifications. b) Broad knowledge of database administration
b) Shall maintain database tool sets.
performance by calculating c) Experience with database software
optimum values for database installation, upgrades, management,
parameters, implementing new troubleshooting, design, support (including
releases, completing backups and recovery), data migration
maintenance requirements, and techniques and database security
evaluating computer operating d) Extensive experience using and tuning SQL
systems and hardware products. - ) .
. S e) Experience with database conversions from
c) Responsible for maintaining disparate systems(s).
separation of duties as required
by security industry standards.
Conversion a) Designs, programs, tests, and a) Minimum of five (5) years’ experience a) Shall not serve in any other
Architect/Progra tunes the conversion code to designing, programming, administering and position.
mmer move data from multiple database tuning complex conversions that move data b) Shall be one hundred
environments into the Contractor from multiple disparate legacy databases into percent (100%) allocated to
Solution. separate/different data models the project through
b) Ensures converted data maintains b) Must have hands on experience with the Implementation.
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Position

Description

Qualifications

Requirements

Interface Lead

Web Portal
Specialists

Senior (Web)
Programmer
Analyst

a)

b)

a)

integrity, accuracy and meets
performance expectations.

Shall serve as the project
Interface lead for the eligibility
Solution

Web portal systems administrator

Proactively monitor and maintain
Web Portal environments
ensuring high performance,
security, and quick issue
resolution

Assist staff with the analysis of
functional business applications,
design specifications, and
application development.

<)

a)

b)

c)

d)

e)

9)

a)

b)

c)

a)

b)

Contractor’s chosen ETL/Conversion toolset
(at least two (2) prior conversions)
Experience with writing, testing, configuring
and tuning conversion code

Possess a minimum of five (5) years of
experience developing and deploying
interfaces for systems similar to Contractor’s
Solution

Possess a minimum of five (5) years of
experience performing data warehouse, data
cleansing, or data conversion activities for
systems similar to the Contractor’s Solution.
Possess extensive experience supporting
multi-tier platforms that employ SOA.

Shall be familiar with multiple languages,
SOA technologies, operating systems, and
security industry standards.

Possess a minimum of three (3) years of
experience managing a data conversion or
interface design project similar to the needs
of the TEDS.

Possess excellent written and oral
communications skills.

A Bachelor's Degree in IT or a related field is
preferred but not required.

Minimum of five (5) years of experience
administrating web portal services in a large-
scale IT environment

Extensive experience with industry standard
web tools

Strong analytical and problem solving skills

Minimum of eight (8) years’ of working
experience as a computer specialist or a
computer systems analyst

At least five (5) years’ of experience as a
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c)

d)
a)

b)

<)

d)

a)

b)

<)
d)
a)

b)

Shall be onsite ninety
percent (90%) percent of the
time.

Shall be available as needed
post Go-Live

Shall not serve in any other
position.

Shall be one hundred
percent (100%) allocated to
the project through
Implementation.

Shall be onsite ninety
percent (90%) of the time.
Shall be available as needed
post Go-Live.

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
the project through
Implementation.

Shall be on site ninety
percent (90%) of the time.
Shall be available as needed
post Go-Live.

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
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Position Description Qualifications Requirements

b) Translates detailed designs into Computer Systems Analysts the project through
computer software c) Minimum of five (5) years’ experience Implementation.

c) Tests, debugs, and refines the implementing and maintaining web portals c) Shall be on site ninety
computer software to produce the d) Web application development using industry percent (90%) of the time.
required product standard tools d) Shall be available as needed

post Go-Live.
Performance a) Shall develop performance test a) Minimum of three (3) years’ experience with a) Shall not serve in any other
Analyst/Capacit strategies/methodologies, performance testing and engineering position.
y Planning scripting, and effective execution b) Expert understanding of how application a) Shall be one hundred
Analyst of the performance strategy. usage patterns and behaviors impact and percent (100%) allocated to

b) Shall perform troubleshooting and drive needs for capacity resources the project through
analysis to ensure business Implementation.
requirements are met. b) Shall be onsite ninety

¢) Shall manage, control, and percent (90%) of the time.
predict the performance, c) Shall be available as needed
utilization, and capacity of all post Go-Live.

LAN/WAN network resources and
individual network, application,
and system components to
ensure service level targets are
met.

d) Shall be responsible for assisting
with the development and
maintenance of the SOP manual.

Programmer a) Shall develop complex code and a) A minimum of five (5) years’ experience as a a) Shall not serve in any other
Analyst scripts for the eligibility Solutions Programmer Analyst in a healthcare related position.

b) Shall assist with design, testing, industry b) Shall be one hundred
implementation, and b) Possess advanced developmental and percent (100%) allocated to
troubleshooting code and scripts problem solving skills to support complex the project through
throughout the project application systems and interfaces for large Implementation.

c) Shall maintain a high level of scale healthcare projects. c) Shall be onsite ninety
technical competence in c) Working technical knowledge of platforms percent (90%) of the time.
healthcare and programming languages, including .Net, d) Shall be available as needed

d) Shall rely on experience and Visual Basic, C#, JavaScript, Windows post Go-Live.
judgment to plan and accomplish Presentation Foundation, and Silverlight.
goals while balancing priorities. d) Excellent understanding of coding methods

e) Shall function autonomously for and best practices.
most daily work efforts e) Extensive database experience with

Microsoft SQL Server and Oracle.
f)  Knowledge of applicable data privacy

practices and laws
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Position Description Qualifications Requirements
g) Hands-on experience developing test cases
and test plans
Senior Business a) Shall author and present business a) A minimum of five (5) years’ experience with a) Shall not serve in any other
Analyst requirements artifacts that inform a proven record of in-depth knowledge of position.
the SDLC using Enterprise- end-to-end Medicaid eligibility processes b) Shall be one hundred
standard templates and b) Able to quickly adjust style and approach to percent (100%) allocated to
methodologies (RSA) requirements elicitation and communications the project through
b) Shall analyze, review, forecast, based on intended audience. Implementation.
and trend complex data when c) Experience with the development process for c) Shall be onsite ninety
necessary large-scale enterprise applications. percent (90%) percent of the
c¢) Shall support short and long term d) Experience with general security awareness time
operational/strategic business and processes. d) Shall be available as needed
and IT solutions through research e) Possess general IT knowledge. post Go-Live.
and analysis of data and business
processes
Business a) Shall interface with multiple a) A minimum of three (3) years of experience a) Shall not serve in any other
Analyst departments within the State and implementing large scale health care IT position.
the Contractor to create and/or solutions within environments similar to that b) Shall be one hundred
translate business requirements of the TEDS. percent (100%) allocated to
into technical specifications, b) Possess expert knowledge of the the project through
deliver quality services using best Contractor’s Solution, having implemented Implementation.
practices, resolve issues, and the Solution in no less than one (1) c) Shall be onsite ninety
track, report, and analyze delivery environment at least as complex as the percent (90%) percent of the
and process metrics. TEDS. time
b) Support, develop, and organize c) Possess expert knowledge of State and d) Shall be available as needed
delivery elements, via Federal regulations and policies that impact post Go-Live.
requirements documentation, the Medicaid environment.
process flows, and user stories. d) Experience with general security awareness
and processes.
e) Possess general IT knowledge.
Process Analyst a) Responsible for end-to-end a) A minimum of three (3) years’ experience in a) Shall not serve in any other
process activities throughout the business process management methodology position.
project and concepts b) Shall be one hundred
b) Shall create, control, and improve b) Understanding of operations in healthcare percent (100%) allocated to
business processes c) Strong technical, analytical, and problem the project through
c) Shall lead process design and solving skills Implementation and O&M.
project implementation teams c) Shall be onsite ninety
d) Shall diagnose process percent (90%) of the time.
improvement opportunities and d) Shall be available as needed

develop solutions using a data
driven approach
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Position Description Qualifications Requirements

e) Shall design and create
dashboards, reports, and
presentations

Quality a) Shall oversee compliance for all a) A minimum of five (5) years’ experience in a) Shall be one hundred

Assurance Test of the QA testing processes and test strategy development, requirements percent (100%) allocated to

Manager procedures, for both functional traceability and design specifications, test the project through O&M.
and non-functional requirements planning, test case design, integration b) Shall be onsite ninety

b) Shall create and manage the testing, manual and automated testing, percent (90%) of the time
overall strategic direction of the development of defect tracking workflow
QA testing team and its testing methodology
methodologies b) Experience in development of test estimation

c) Responsible for the QA testing and staffing requirements.
team'’s adherence to processes c) Possess extensive experience developing
and procedures, as well as any testing solutions in a multi-tier platform SOA
and all Federal (CMS) and State environment with high availability/reliability
regulations and policies requirements.

d) Shall oversee all QA testing d) Must be proficient in functional and non-
phases ( functional and non- functional test management.
functional) and monitor and e) Experience in managing QA testing staff of
confirm accurate execution ten (10) or more emp|0yees'

e) Shall create metric reports and f)  Experience in software testing within an agile
status reports development methodology

f)  Shall represent the QA testing
team in executive leadership
meetings

g) Responsible for the staffing of the
QA team

h) Responsible for writing and
deliver of UAT test scripts to the
State Test Team Manager

i)  Shall be responsible for assisting
with the development and
maintenance of the SOP manual.

QA Analyst 3 — a) Shall receive strategic and tactical a) A minimum of three (3) years’ experience in a) Shall not serve in any other
Leads guidance from the Test Manager Quality Assurance, preferably in Health Care position.

b) Shall implement strategic or with Medicaid Eligibility Determination b) Shall be one hundred
planning while overseeing daily b) Capability to implement strategic planning percent (100%) allocated to
tactical QA execution while overseeing daily tactical QA execution the project through

c) Shall review and approve c) Experience in requirement review and Implementation and O&M.
requirements. approval, as well as in testable model ¢) Shall be onsite ninety

d) Shall create formal test plan analysis percent (90%) of the time
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Position Description Qualifications Requirements
documentation based upon d) Experience in review and approval of high- d) Shall be available as needed
requirements and technical level test scenarios post Go-Live.
design specifications e) Experience in interpretation of requirement
e) Shall confirm technical design and technical design specifications to create
specifications’ traceability to formal test plans.
business requirements. f)  Capability to interpret technical design
f)  Shall serve as liaison to Business specifications in order to clearly communicate
Analyst for the QA test team. with development staff.
g) Shall perform sample reviews of
test cases and periodically review
results of test case execution for
accuracy and adherence to policy
and procedures.
h) Monitor and review all
performance test results.
i) Shall be responsible for assisting
with the development and
maintenance of the SOP manual.
QA Analyst 2 a) Shall create test cases based on a) A minimum of three (3) years’ experience a) Shall not serve in any other
requirements and assure creating and executing test cases based on position.
requirements traceability to test requirements. b) Shall be one hundred
cases. b) A minimum of two (2) years’ experience of percent (100%) allocated to
b) Shall peer review test cases. performance and automation testing. the project through
c) Shall perform sample reviews of c) Experience with peer reviewing test cases Implementation and O&M.
test cases and periodically review d) Capability to review test case expected c) Shall be onsite ninety
results of test case execution for results for accuracy in adherence to policy percent (90%) of the time.
accuracy and adherence to policy and procedures d) Shall be available as needed
and procedures. e) Capability to confirm expected results adhere post Go-Live.
d) Shall assure the capture and to requirements intent
retention of testing artifacts for f)  Experience in process and procedure for
audit purposes. auditing purposes
e) Shall create test cases and
perform performance testing.
f)  Shall create and execute
automated tests.
g) Shall be responsible for assisting
with the development and
maintenance of the SOP manual.
QA Analyst 1 a) Shall create test cases based on a) A minimum of 1 year of experience a) Shall not serve in any other
requirements with assistance of b) Capable of creating test cases with minimal position.
the QA Analyst 2 assistance b) Shall be one hundred
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Position Description Qualifications Requirements
b) Shall assure requirements c) Experience in executing test cases and percent (100%) allocated to
traceability to test cases validating and verifying results the project through
c) Shall execute test cases d) Experience in capturing test artifacts for Implementatfon a.md O&M.
d) Shall verify capture and retention auditing purposes ¢) Shall be onsite ninety
of testing artifacts for audit percent (90%) of the time.
purposes. d) Shall be a_vailable as needed
e) Shall be responsible for assisting post Go-Live.
with the development and
maintenance of the SOP manual.
Change a) Shall work with the State and a) A minimum of five (5) years’ experience as a a) Shall be one hundred
Manager HCFA Technical Change Control Change Manager percent (100%) allocated to
Board to ensure that IT changes b) Experience leading Technical Change the project through
are recorded and then evaluated, Control meetings Implementation and O&M.
?eu;g%rizi;‘i)’lgg%r:tiégd' planned, c) Extensive knowledge of ITIL principals b) Shall be onsite ninety
’ 3 . g 0, I
documented, and reviewed in a d) High level of IT literacy percent (30%) of the time
controlled manner e) Superior attention to detail and methodical
b) Shall be responsible for assisting approach
with the development and f)  Excellent written and verbal communication
maintenance of the SOP manual. at all organizational levels
Service a) Responsible for assessing and a) A minimum of three (3) years’ experience a) Shall be one hundred
Architect designing complex solutions to b) Demonstrated capabilities in leading percent (100%) allocated to
meet the State’s technology and technical projects with large, enterprise the project through
business needs organizations Implementation and O&M.
b) Shall manage project teams that c) Proven ability to provide a high level of b) Shall be onsite ninety
consult with the State to analyze capability with respect to service percent (90%) of the time
and identify technical management, IT Service Management
requirements toolsets, service architecture, and business
c) Shall manage requirements and services
project scope while meeting State
expectations
d) Shall provide level of effort
estimates for deliverables, project
sizing, and generating proposals
IT Service a) BC/DR Planning a) A minimum of five (5) years’ experience in a a) Shall not serve in any other
Continuity b) Risk Management service continuity role. position.
Analyst c) Recovery Exercises b) Experience in a large-scale mission critical b) Shall be one hundred
environment. percent (100%) allocated to
c) Must possess general knowledge with the project through
solutions utilizing an integrated development Implementation.
environment, multi-tier platforms and c) Shall be onsite ninety
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Position Description Qualifications Requirements
employing SOA architecture with high percent (90%) of the time.
availability/reliability requirements. d) Shall be available as needed
d) Must be proficient in multiple languages, post Go-Live.
SOA technologies, operating systems and
security best practices.
Senior a) Monitor 7/24/365 and ensure a) A minimum of three (3) years’ experience in a) Shall not serve in any other
Operations reliability and availability for an operational or help desk position position.
Analyst (Service multiple system platforms b) Excellent problem solving skills b) Shall be one hundred
Desk) including infrastructure, c) Excellent job scheduling activities percent (100%) allocated to
databases, backups, trouble q lity § the project through O&M.
shooting, problem resolution, ) Quality focus P
b D ; ; ; c) Shall be onsite ninety
escalation, and notification. e) Experience with process improvement ercent (90%) of the time
b) Schedule and coordinate system f)  Ability to establish good client relationships P '
installs, upgrades and outages. g) Reporting skills
c) Establish priority problem h) Shall possess advance skills in batch
resolution, notification and scheduling activities
escalation to appropriate support i) Shall have extensive experience with
personnel. operating systems and system administration
d) Monitor and administer support ))  Understanding of networking concepts and IT
and services for all Production knowledge
Control, Service desk, and
operations activities including
perform all batch scheduling,
production activities, printing, and
print distribution.
e) Setup, coordinate, and execute
production batch schedules using
automated job scheduling
f)  Analyze the production cycle and
corresponding output to identify
issues
g) Communicate with internal teams
and external customers to resolve
issues
h) Ensure accurate and timely

transmission of secure data files
to/from business partners via FTP
and Contractor interface
management\

Shall be responsible for assisting
with the development and
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‘ Position

Description

Qualifications

Requirements

Operations
Analyst (Service
Desk)

Incident/Proble
m Manager

a)

b)

c)

d)

e)

9)

h)

b)

maintenance of the SOP manual

Monitor 7/24/365 and ensure
reliability and availability for
multiple system platforms
including infrastructure,
databases, backups, trouble
shooting, problem resolution,
escalation, and notification.

Schedule and coordinate system
installs, upgrades and outages.

Establish priority problem
resolution, notification and
escalation to appropriate support
personnel.

Monitor and administer support
and services for all Production
Control, Service desk, and
operations activities including
perform all batch scheduling,
production activities, printing, and
print distribution.

Setup, coordinate, and execute
production batch schedules using
automated job scheduling

Analyze the production cycle and
corresponding output to identify
issues.

Communicate with internal teams
and external customers to resolve
issues.

Ensure accurate and timely
transmission of secure data files
to/from business partners via FTP
and Contractor interface
management.

Shall drive the efficiency and
effectiveness of the
incident/problem management
process.

Shall produce management
information, including KPIs and

a)

b)
c)
d)
e)
f)
9)

h)

A minimum of two (2) years’ experience in an
operational or help desk position

Excellent problem solving skills

Quality focus

Experience with process improvement
Ability to establish good client relationships
Reporting skills

Shall possess advance skills in batch
scheduling activities

Understanding of networking concepts and IT
knowledge

Minimum of five (5) years’ experience in an
Incident/Problem Management role for a
large scale, mission critical environment

Proven leadership and coaching skills
Must be ITIL certified.
Excellent problem solving and analysis skills
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a)

b)

<)

a)

b)

Shall not serve in any other
position.

Shall be one hundred
percent (100%) allocated to
the project through O&M.
Shall be onsite ninety
percent (90%) of the time.

Shall be one hundred
percent (100%) allocated to
the project through O&M.
Shall be onsite one hundred
percent (100%) of the time
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Position

Description

Qualifications

Requirements

IT
Engineer/Syste
ms Monitoring
Analyst

Principal
Systems
Security Officer
(SSO)

<)

d)

e)

9)

a)
b)
c)

d)

e)

a)

b)

reports. e)
Shall monitor the effectiveness of
incident/problem management

and making recommendations for
improvement.

Shall develop and maintain the
incident/problem management
system.

Shall drive, develop, manage, and
maintain the major
incident/problem management
process and associated
procedures.

Shall ensure that all IT teams
follow the incident/problem
management process for every
incident.

Shall be assist with the
development and maintenance of
the SOP manual.

Works under the supervision of a)
the CIP Manager.

Shall be proficient with monitoring
tools management. b)

Shall be proficient with Reports &
Dashboards. C)

Shall be proficient with alerts
configuration and management a)
(metrics, thresholds, KPlIs, etc.)

Shall be proficient with trend
Analysis (vulnerability, capacity,
performance, and availability).
Shall be proficient with Qualitative
and Quantitative Analysis.

Shall be responsible for assisting
with the development and
maintenance of the SOP manual.

The Principal SSO will manage d)
the Medicare system security

program and ensure the

implementation of necessary

Good understanding of network and IT
knowledge

Minimum five (5) years’ of technical support
in a data center/service desk/network
operations center.

Extensive experience with industry standard
monitoring tools.

Must have extensive programming language
skills

Must have broad technical background in all
areas of IT.

Must have a minimum of ten (10) years’
experience in managing a large scale
Medicare system security program
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a)

b)

a)

e)

f)

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
the project through O&M.
Shall be on site ninety
percent (90%) of the time.

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
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Position Description Qualifications Requirements
safeguards. The SSO should be the project through
organizationally independent of IT Implementation.
operations and cannot have g) Shall be on site ninety
responsibility for operation, percent (90%) of the time
maintenance, or development. h) Shall be available as needed
c) Shall be assist with the post Go-Live.
development and maintenance of
the SOP manual.
Security a) Shall research and advise the a) Possess a minimum of five (5) years industry a) Shall be one hundred
Architect State on emerging technologies, experience with a strong preference towards percent (100%) allocated to
trends, and leading practices as healthcare environments. the project through
they pertain to enabling b) Possess a minimum of six (6) years on at |mp|ementati0n and O&M.
technology for eligibility least four (4) or more of the following security b) Shall be onsite ninety
modernization. functional areas: credential management, percent (90%) of the time.
b) Shall determine security access provisioning, authentication and
requirements by evaluating authorization, access governance,
business strategies and application security, penetration testing,
requirements and information infrastructure security, data security, and
security standards; conducting security monitoring
system security and vulnerability c) Possess a Bachelor's Degree in computer
analyses and risk assessments; science OR four (4) years of industry
studying architecture/platform; experience in addition to the general
identifying integration issues; and requirement for two (2) years of security
preparing cost estimates. experience.
¢) Responsible for planning the d) Must be familiar with at least one major
security systems by evaluating recognized architecture framework
TS 1Y ;ecurity . e) Must have excellent communications skills,
techr_iologies, developing writing skills, analytical skills, small group
requirements for Ioc_al Elrkel facilitation skills, and formal presentation
networks (LANSs), wide area iz
networks (WANS), virtual private
networks (VPNSs), routers,
firewalls, and related security and
network devices; evaluating the
design of public key
infrastructures (PKIs), including
use of certification authorities
(Cas) and digital signatures as
well as hardware and software;
and adhering to industry
standards.
d) Responsible for defining security
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Position

Description

Qualifications

Requirements

Senior Security
Engineer

Senior Security
Analyst

Security Analyst

e)

a)

b)

c)

d)

a)

b)

c)

d)

e)

b)

c)

boundaries for the project as
required and approved by the
State.

Accountable for delivering

security architecture artifacts and

deliverables as defined by the
project SDLC.

Responsible for penetration
testing, cross script testing,
perimeter testing, denial of
service, etc.

Responsible for validation and
verification of firewall settings.

Collaborate, review and approve

security infrastructure

effectiveness with the State and

STS.

Responsible for vulnerability
management

Shall work closely with leadership

and staff to identify, analyze,

manage, and mitigate information

security risk.

Responsible for security
monitoring activities.

Responsible for development of

compliance responses to

regulatory authorities (e.g. CMS,

SSA, State of TN, etc.)

Shall identify, manage and
escalate security incidents.

Shall be responsible for assisting

with the development and

maintenance of the SOP manual.

Shall assist to identify, analyze,
manage, and mitigate information

security risk.

Responsible for security
monitoring activities.

Responsible for assisting in the

development of compliance

a)

b)

a)

b)

Practical experience with DISA STIGS.
Minimum of five (5) years’ experience in
security testing.

Desired relevant professional information
security certification.

Minimum of five (5) years’ related experience
in a large scale mission critical environment.
At least one relevant professional information
security certification required: CISSP, CISM,
CRISC, SANS, GIAC, or similar.

Extensive experience dealing with sensitive
data information systems.

Minimum of two (2) years’ related experience
in a large scale mission critical environment
Desired relevant professional information
security certification: CISSP; CISM; Certified
in Risk and Information Systems Control;
SysAdmin, Audit, Network, and Security
Institute; GIAC; or similar
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a)

a)

d)

e)

a)

b)

c)

Shall be fifty percent (50%)
allocated to the project
through Implementation and
O&M.

Shall be onsite ninety
percent (50%) of the time

Shall not serve in any other
position.

Shall be one hundred
percent (100%) allocated to
the project through
Implementation and O&M.
Shall be onsite ninety
percent (90%) of the time.

Shall not serve in any other
position.

Shall be one hundred
percent (100%) allocated to
the project through O&M.
Shall be onsite ninety
percent (90%) of the time
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Position

Description

Qualifications

Requirements

Privacy/Complia
nce Specialist

Output
Document
Manager

a)

b)

c)

d)

a)
b)

c)

d)

responses to regulatory
authorities (e.g. CMS, SSA, State
of TN, etc.)

Responsible for overseeing
activities related to the
development, implementation,
and O&M of the eligibility Solution
in compliance with State and
Federal regulations and policies
applicable to the privacy of and
access to the sensitive data of the
applicants, members insured, and
members of the State work force.
Responsible for Privacy Impact
Analysis.

Responsible for identifying,
facilitating, and coordinating data
classification activities.

Assisting with privacy incident
responses.

Manages end-to-end output
document production.
Responsible for day-to-day
operational control.

Responsible for meeting high
paced production and delivery
schedule.

Responsible for assisting with the
development and maintenance of
the SOP manual.

c)

a)

b)

<)

d)

e)

a)

b)

c)

d)

e)

Extensive experience dealing with sensitive
data information systems

Possess a minimum of five (5) years of IT
security industry experience with at least
three (3) years in a healthcare related
environment.

Must be familiar with at least one major
security compliance framework and be able
to demonstrate a firm understanding of
relevant State and Federal security/privacy
regulations and policies, specifically under
NIST, HIPAA, and IRS Pub. 1075

Must possess working knowledge of

solutions utilizing an integrated development

environment, multi-tier platforms, and
employing SOA.

Must be familiar with multiple programming
languages, SOA technologies, operating
systems, and security industry standards.

Must have successfully guided security
compliance on at least one project with
similar size and scope to the TEDS (e.g.
Health Insurance Exchange, Integrated
Eligibility or Medicaid Eligibility in other
states) within the last five (5) years.
Minimum of five (5) years’ experience with
Output Management, printers, Print
technologies, mail management systems
technologies and tools

Shall have extensive experience with print
technologies, high-speed printers, and
spooling technologies

Must have broad IT experience and
background

Experience managing an enterprise level,

high volume, transactional document, output

operation.

Knowledge of USPS regulations and
requirements regarding mail piece
introduction into Postal mail stream.
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b)

c)

d)

a)

b)

<)

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
the project through
Implementation and O&M.
Shall be on site ninety
percent (90%) of the time.
Shall be available as needed
post Go-Live.

Shall not serve in any other
position.

Shall be allocated one
hundred percent (100%) to
the project through O&M.
Shall be on site one hundred
percent (100%) of the time
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Position Description Qualifications Requirements
f)  Experience with mail-piece tracking solutions.
Output a) Responsible for designing, a) Minimum of five (5) years’ experience with a) Shall not serve in any other
Document developing, creating, modifying forms design technologies and tools. position.
Programmer and maintaining all output b) Shall have extensive experience with print b) Shall be allocated one
documents. technologies, high-speed printers, and hundred percent (100%) to
b) Responsible for assisting with the spooling technologies, mail management the project through O&M.
development and maintenance of systems technologies and tools. c) Shall be on site one hundred
the SOP manual c) Experience with industry standard document percent (100%) of the time
management applications
d) Experience with transactional document
development and creation to include template
design and variable data insertion.
e) Knowledge of USPS regulations and
requirements regarding mail piece
introduction into Postal mail stream.
f)  Experience with mail-piece tracking solutions.
Management a) Shall support operations by a) A minimum of five (5) years’ experience in a) Shall be one hundred
and supervising staff and planning, handling a wide range of operational and percent (100%) allocated to
Administrative organizing, and implementing administrative related tasks the project through
Support administrative systems b) Ability to work independently as well as work Implementation and O&M.
closely with the management team b) Shall be onsite ninety
c) Must have exceptional verbal and written percent (90%) of the time
communication skills and a strong attention
to detail
Technical Writer a) Shall drive the creation of a a) A minimum of three (3) years’ experience as a) Shall not serve in any other
documentation methodology and a Technical Writer in a healthcare related position.
framework and maintain proper business b) Shall be one hundred
methodology for purposes of b) Good proofreading and editing skills percent (100%) allocated to
consistency and efficiency. c) Ability to convert technical knowledge into the project through
b) Shall prepare and/or maintain easily understood terms Implementation.
documentation pertaining to c) Shall be onsite ninety
programming, systems operation, percent (90%) of the time.
and user documentation. d) Shall be available as needed
c) Shall translate business post Go-Live.
specifications into user
documentation.
d) Shall assist with the development
of the SOP manual.
e) Shall be familiar with a variety of

the field's concepts, practices,
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Position Description Qualifications Requirements

and procedures
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A.23  Facility

A.23.1 The Contractor shall secure temporary office space within six (6) weeks of the start of the
Contract. At the end of the six (6) week period, the Contractor shall have another six (6)
weeks to secure a permanent facility sufficient to house its staff to fulfill the entire scope
of this Contract. The facility shall be located within twenty-five (25) miles of the State
offices located at 310 Great Circle Rd, Nashville, TN. All costs associated with the facility
are the responsibility of the Contractor for the entire Contract period and such costs shall
be factored into the Contractor’s bid included in the maximum liability of the Contract and
shall not be billed separately. The Contractor shall either directly house all necessary
subcontractors or otherwise ensure the availability of necessary subcontractors to
successfully complete the requirements of this Contract.

A.23.2 The State may require certain Contractor personnel, as determined by the State, to work
on-site at State offices at any point in the Contract, including during the time before the
Contractor’'s temporary office space is secured.

A.23.3 The Contractor staff shall be available for in-person meetings at the State office and at
the Contractor’s local office as needed. Meetings will be held at either the State’s offices
or the Contractor’s local offices. Whenever appropriate meeting space is available at the
State office, the meetings shall be held at the State offices. Should appropriate meeting
space in the State’s preferred office(s) be unavailable, the Contractor will provide
appropriate meeting space.

A.23.4 The Contractor shall provide the State with licenses for an industry standard
teleconferencing service to allow for remote meetings. Meetings shall be held remotely at
the sole discretion of the State.

A.23.4.1  The Contractor shall leverage the State’s video conferencing and collaboration
licenses and tools (WebEXx, Cisco TelePresence MX300 G2 and MX200 G2, etc.)
where possible.

A.23.5 The Contractor shall provide dedicated space for a minimum of ten (10) full time State
staff and Contractors to be collocated with the Contractor and provide additional hoteling
spaces as needed.

A.23.5.1  The Contractor shall provide parking locations for State staff and State contractors
at no additional cost to the State.

A.23.6 The Contractor shall be responsible for providing State approved training facilities in
accordance with the specifications and requirements set forth by the State and OCMT
Team.

A.23.7 Nothing in this agreement shall permit the Contractor's employees, agents,
representatives, or sub-contractors to share, store, access, use, transport, or disclose
State data in any form via any medium, including with any third parties, beyond the
boundaries and jurisdiction of the United States of America without express written
authorization from HCFA.

A.23.8 Nothing in this agreement shall permit the Contractor's employees, agents,
representatives, or sub-contractors to perform DDI or O&M activities on the Solution
beyond the boundaries and jurisdiction of the United States or to leverage systems
infrastructure, components, or resources that are hosted beyond the boundaries and
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jurisdiction of the United States in support of these activities without express written
authorization from HCFA.

Status Performance Reporting

A.24.1 Status and performance of the program shall be reported on by the Contractor to
establish effective program communication to all stakeholders. The Contractor shall
provide the State with Program Status Reports outlining progress against key milestones,
assessing scope, schedule, budget, resources, and quality and identifying project risks
and issues. In addition, the Contractor shall produce performance reports on an ongoing
basis and provide reports that communicate key program metrics including, but not
limited to, cost, schedule, budget, and testing. The Contractor shall produce each report
type in compliance with the frequency, audience and stakeholder needs, and report
delivery methods established by the State for the report type. The primary audience for
the reports includes, but is not limited to the following recipients: The Project Steering
Committee, State Program Director, SPMO Contractor, and TAS Contractor. The table
below provides more information about reporting requirements and includes the medium
in which the Contractor shall deliver the report. The list, and the respective report’s
contents, is subject to change at the State’s discretion.

Table 4: Status and Performance

Report/Meeti  Frequency Level and Method Reporting Elements
ng Internal or
Name External
Intent
Executive Monthly Program/Exte | Written Program status, progress towards roadmap and
Steering rnal materials overall outcomes, Items requiring decisions, Key
Committee delivered in risks & issues, Open Project Procurements
Meeting presentation Status, Project Advance Planning Document
Status, Open Project Recruiting Status, Monthly
State & Federal Agency/Committee
Communications Log Changes, Communication
Plan Status, Document Management
Contractor Biweekly Program/Exte | Live Status, progress toward roadmap and overall
Status rnal Meeting/Writt | outcomes, items requiring decisions, key
Report en materials issues/risks for management attention
Meeting delivered in
presentation
Contractor Biweekly Program/Exte | Live In depth discussion of key project risks, issues
Risk, Issues, rnal Meeting/Writt | and action items
and Action en materials
Items Focus
Meeting
Contractor Biweekly Project/Exter | Written Project status, items requiring decisions, key
State nal materials risks/issues and action items relative to the project
Business delivered in
Owners presentation
Status
Report
Meeting
CIO Status Weekly Program/Exte | Written Project status, progress, key issues/risks for
Report rnal materials management attention
Meeting(s) delivered in
presentation
Contractor Weekly Project/Intern | Written Project status, progress, key issues/risks, key
Testing al Materials successes
Status
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Report/Meeti  Frequency Level and Method Reporting Elements
ng Internal or
Name External
Intent
Report
Meeting
Contractor Monthly Program/Exte | Written QM project status and risk overview, key
Quality rnal Materials milestones, development of key initiative project
Management deliverables, planned versus actual and critical
Status path analysis, assessment of the EMP work plan,
Report project plan critical path, risk/issue assessment
Meeting
SDLC Status | Biweekly Program/Exte | Written, Web | Status of architecture artifacts during the SDLC.
Meeting rnal Pages, and
Query Tool
Contractor Weekly Program/Exte | Written Contractor test planning status, testing outcomes,
Testing rnal Results of the | potential issues or problems from testing for
Meeting Test leadership attention
Program Biweekly Program for Written Dashboard-style assessment of program status
Status all including milestone status and accomplishments,
Report Projects/Exte KPI and supporting metrics, new issues and risks,
rnal accomplishments this period, plans for next
period, and key decisions, focusing Steering
Committee on key issues for management
attention.
Risk & Issue = Weekly Program Written Risks/Issues across all initiatives, overall
Log (Identifiable assessment, trends, and resolution
by project)
Quality Risk | Monthly Project/Exter | Written Dashboard-style assessment of project status,
Management nal focuses Steering committee on key issues for
Status management attention
Report
CMS Status Monthly External Written Dashboard-style assessment of project status,
Report focuses Steering committee on key issues for
management attention
Contractor Weekly Project/Intern | Written Dashboard-style assessment of the testing
Testing al successes and risks related to the specific
Status projects
Report
Contractor Biweekly Project/Exter | Written Dashboard-style assessment of the deliverables
System nal status related to the specific projects
Deliverables
Report
Contractor Biweekly Project/Exter | Written Dashboard-style assessment of the retirement
Systems nal and transition status of legacy systems related to
Retirement the specific projects
Report
Contractor Daily Project/Exter | Written Interface events and issues, System events and
Daily/Monthl nal issues, Software events and issues, Errors and
y Operations Anomalies, Transactions Sent and Received
Reports (Daily and Total Amount), Transaction Types,
Staffing and Operational Activities and Issues,
Number of notices and letters received and sent
(including any and all reconciliation efforts), audit
tracking of letter/notices by page, Cumulative
statistics, Performance against Service Level
Agreements, and complete breakdown of all
letters and notices by type.
Contractor Weekly Project/Exter | Written Action plans, implementation of
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Report/Meeti  Frequency Level and Method Reporting Elements
ng Internal or
Name External
Intent
Root Cause nal solution/workaround
Analysis
Report
Contractor Monthly Project/Exter | Written Documentation of turnover plans for business
Turnover nal operations and system operations
Status
Reports
Contractor Monthly Project/Exter | Written Automated performance report, prior month
SLA Report nal performance of each service against all of its
respective KPIs
CIP Meeting = Quarterly Program/Exte | Written Solution health status, capacity, metrics, KPIs,
rnal infrastructure issues/concerns,, corrective actions,
gaps, future state, optimization improvement, etc.
Technical Biweekly Project/Exter | Live Existing technical change control items for review
Change nal Meeting/Writt
Control en materials
Board delivered in
Meeting presentation
Technical Weekly Project/Exter | Written Project status, progress, key issues/risks, key
Infrastructur nal materials successes
e Touch delivered in
Point presentation
Meeting
A.25  Work Product and Hardware Ownership

A.25.1 Contractor shall assign, transfer and convey to the State all right, title and interest in all
Work Product, as defined in Section E.4.a.5 of this Contract and all hardware developed,
procured or managed by the Contractor as required by this Contract. Contractor shall
also provide a document of the inventory of all Work Product and hardware developed,
procured or managed by the Contractor as required by this Contract and specify that the
supplied components and materials are current, accurate, and complete.

The Contractor shall assign, transfer, and convey to the State all right, title, and interest
in the following upon implementation of each Release of the TEDS:

A.25.2
A.25.2.1
A.25.2.2

A.26  Warranty

Software Code

A.26.1 Warranty Period

A.26.1.1

A.26.1.2

A.26.1.3

Intellectual Property for COTS customizations

The Contractor shall provide a warranty period, whereby any defects identified

during this period must be resolved within a timeframe defined by the State, with
no additional cost to the State or need for project change control processing.

The Contract shall provide a warranty period of six (6) months for each release of

the Solution upon deployment in the production environment.

Warranty defects shall be classified as critical, high, medium and low as described

in Contract Attachment 2 — Liquidated Damages.
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The identification of critical and high defects of the Solution during the Warranty
Period shall extend the warranty period for the Solution for six (6) months after the
time of resolution of critical or high defects.

The warranty period shall begin only after the resolution of all defects identified
prior to the Go-Live of that release.

In the event that a subsequent Release creates or identifies defects in the
deployed Solution, the Warranty period of the created or identified defect will be
covered by the warranty of that subsequent Release.

The Contractor shall warranty that each release of the Solution implementation
conforms to system requirements and expected outcomes as detailed in the
functional design documentation, technical design documentation, and System
Security Plan as approved by the State.

The Contractor shall warranty that each subsequent Solution implementation will
build upon and conform to previously released functionality, unless a change is
explicitly approved by the State.

The Contractor shall be responsible for resolving any and all warranty defects at
no additional cost to the State. This includes defects identified within the new
release, as well as newly identified defects that have caused previously
functioning components of the Solution to work incorrectly.

The term of the Warranty survives the termination of the contract. If warranty work
will occur after Turnover of the Solution, the Contractor shall include warranty
deliverables, testing, etc. as part of the Turnover Plan.

A.26.2 Documentation and Resolution of Warranty Defects

A.26.2.1

A.26.2.2

A.26.2.3

A.26.2.4

The Contractor shall define a process to classify and track defects that trigger the
warranty provisions in Section A.26.

The Contractor shall be responsible to resolve all critical and high warranty
defects within the periods described in Contract Attachment 2, or, if necessary,
provide the State with a mutually acceptable written work-around, downstream
impacts, and plan for resolution, all without additional cost to the State.

The Contractor shall resolve all medium and low defects within sixty (60) days of
identification.

The Contractor shall be subject to corresponding Liquidated Damages, listed in
Contract Attachment 2, for all identified warranty defects that are not resolved
within the associated resolution timeframes.

A.27  Table of Deliverables

A.27.1 The Contractor shall complete the following deliverables for each of the Scope of Work
sections above, as indicated in the Table below.

A.27.2 The Contractor shall ensure each deliverable’s compliance with the appropriate and
corresponding State plan, where applicable.
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A.27.3 Where identified deliverables require ad hoc updates or are updated periodically during
the course of the implementation:

A.27.3.1

A.27.3.2

The Contractor shall update content in the original deliverable. Updated content
provided in a Deliverable Amendment (and not integrated into the original
deliverable) requires prior authorization by the State.

The Contractor’'s completion of, and the State’s acceptance of, a deliverable

during one Gate Review does not constitute acceptance of that deliverable for any
subsequent Gate Review.

166



Table 5: Deliverables

RFQ #32101-15557

Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
Deliverable @ Project Once upon The Project Management a) The Project a) Issues List Type C A.8
1 Management = State Plan is the overall plan for Management b) Action Items
Plan approval; project execution, Plan and c) Decision Log
monitoring, and control component %) |Lessen e
Update if and should include plans have been Lo
necessary information describing the reviewed and 9 .
project management appropriately e) Staff Planning
approach, the internal updated. and Monitoring
organizational structure b) The Project Processes
and organizational chart, Management f)  Staffing Tracker
roles and responsibilities, Plan defines g) Resource
a summary of the how the project Availability
Project’s purpose, scope, will be executed, Calendar
e CliEthes © monitored and h) Key Personnel
desc[lpyotn o g? = controlled and Transition Plan
constraints and/or includes high . .
assumptions on which the level estimgtes ) 8E22|3?Sdtmg
Project is based, a list of of the baselines. ) )
product deliverables, a &) The Rroject ) Onboarding
summary of the Project’s Management Arrival Packet
schedule and budget, and Plan is fully k) Acqeptable Use
the methods for updating, sesi 2 A Policy and
reviewing and details all the Informa@tnon
disseminating the PMP appropriate Protection Plan
as well as specific components that [) Roll-On Form
supplemental address the m) Team Member
NG plans for needs of the Transitions Plan
critical project areas.. project. This n) Roll-Off Form
a) Overall Project includes the 0) Off-Boarding
Management definition of Checklist
Approach appropriately
b) Scope scaled reviews
Management and deliverables
Plan
c) Schedule
Management
Plan

d) Communication

167




RFQ #32101-15557

Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
Management
Plan
e) Quality
Management
Plan
f)  Risk/Issue
Management
Plan
g) Change
Management
Plan (including
Training Plan)
h) Configuration
Management
Plan
i) Performance
Management
Plan
j)  Staffing
Management
Plan
k) Financial
Management
Plan
The Project Management
Plan is created during the
PBR Gate of the SDLC
and State approval of the
project management plan
is required as a criteria
item for completion of the
Project Baseline Review
Deliverable | Key Once upon The KPI Management a) The Plan a) Continuous Type A A.l17
2 Performance | State Plan describes the properly Improvement
Indicator approval; processes and describes the Plan
Management mechanisms by which state-approved
Plan Update if Key Performance KPIs that will be
necessary Indicators will be defined, tracked during

tracked, and properly
reviewed during the
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
duration of the project. At b) The Plan
a minimum the KPI establishes the
Management Plan shall process by
include: which KPIs will

a) A description of

the KPI, and the

business value it

will bring to the

project c)
b) Identification of

the tools,

processes,

inputs, and d)

calculations that

will be used to

generate the

KPIs current

result

c) The process by
which KPIs will
be reported,
tracked, and
reviewed to
ensure that over
time the KPl s in
compliance with
established
limits

d) Additional
metrics that will
be needed for
each KPl ifis
found out of
compliance

e) The
communication
plan for
reporting KPI
results, including
escalation plans
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be documented,
tracked, and
updated over
time

The Plan details
how each KPI
will be
calculated

The Plan has a
properly defined
KPI
communication
plan
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
for KPIs found
out of
compliance
f)  Theroles and
responsibilities
for KPI
generation,
tracking, and
reporting
Deliverable = Requirement = Once upon The Requirements a) The Type A A.10
3 S State Management Plan Requirements
Management = approval; provides a clear and Management
Plan concise layout of how Plan prescribes
Update if detailed requi_remer}ts will the tools anq
necessary be gathered (including methodologies

sections for functional,
technical, security,
performance, operational,
etc.).

The Requirements
Management Plan must
outline a robust method
to store and track
functional, technical and
other operational and
performance
requirements.

b)

170

of capturing,
standardizing,
classifying,
monitoring,
reporting,
maintaining, and
managing
requirements.
The
Requirements
Management
Plan shall
outline methods
for maintaining
requirements
traceability
throughout the
development
process;
methodology
and processes
adopted during
development;
types and
conduct of test
activities, and
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
the change
control and
configuration
management
processes.
Deliverable | Business Once upon The Business Rules a) The Business Type A A.10
4 Rules State Management Plan will Rules
Management | approval; detail the tools, Management
Plan processes, and methods Plan outlines the
Update if by which business rules standards, tools,
necessary are managed, changed, and

or retired.

b)

c)

d)
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methodologies
that will be used
in managing
business rules
across the
solution life
cycle.

The Business
Rules
Management
Plan outlines the
industry-
recognized
Business Rules
Engine (BRE) or
Business Rules
Management
System (BRMS)
used to
document
business rules

The Business
Rules
Management
Plan outlines the
format that will
be utilized when
developing
business rules
The Business
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Deliverable
#

Name

Frequency

Description

Exit Criteria

Review
Cycle

Artifacts

Contract
Section
Reference

Deliverable
5

Design
Management
Plan

Once upon
State
approval;

Update if
necessary

The Design Management
Plan details the approach
to system design. The
plan must ensure that the
system conforms to the
defined standards for
system design and
systems architecture. The
plan also ensures that the
Enterprise Architecture
(EA) requirements within
the State are taken into
consideration during the

e)

b)
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Rules
Management
Plan identifies
the
responsibilities
of Business
Rules
Management,
including critical
access and
segregation of
duties
considerations

The Business
Rules
Management
Plan includes
explanation
regarding
compliance with
the Minimum
Acceptable Risk
Standards for
Exchanges
(MARS-E), and
proper alignment
with the project
Security Plan

The Design
Management
Plan details the
approach to
system design.
The Design
Management
Plan must
ensure that the
system
conforms to the
defined
standards for

Type A

A.27
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Deliverable
#

Name

Frequency

Description

Exit Criteria

Artifacts Review

Cycle

Contract
Section
Reference

Deliverable
6

Test
Management
Plan

Once upon
State
approval;

System design. The plan
must ensure
completeness and level
of detail in design c)
specifications. The
Design Management Plan
will outline considerations
of the design on the
selection of a Software
Development
Methodology.

d)

The Test Management a)
Plan outlines the
approach that will be

173

system design
and systems
architecture.

The Design
Management
Plan
demonstrates
conformance to
the States
Enterprise
Architecture
(EA).

The Design
Management
Plan
demonstrates
how all
requirements will
be addressed in
design.

The Design
Management
Plan must
ensure
completeness
and level of
detail in design
specifications.

The Design

Management

Plan will outline
considerations

of the design on

the selection of

a Software

Development
Methodology.

The Test a)

Management
Plan details the b)

Unit Testing
template

Smoke/Sanity

Type A

A.10
A.l7
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
employed to test the planning, Testing template
Update if Solution and to evalugte execution, and c) Regression
hecessary the results of that testing; management Testing template
outlines general te_sp_n_g activities t_o be d) Ad-hoc Testing
roles and responsibilities; executed in template
and serves as the top- order to monitor
level plan that will be and control €) Expl_oratory
used to govern and direct testing, and Testlr.l.g templgte
the detailed testing work. ensure f)  Usability Testing
The Test Management alignment of template
Plan should address corresponding g) GUI Software
complexities associated activities with Testing template
with a multiple release the project goals h) Accessibility
implementation. and objectives. Testing template
b) The Test i)  Security
Management Compliance
Plan references Testing template
a defect j)  Compatibility
resolution Testing template
process that is k) Functional
inclusive of ;
defect Testing template
identification, ) Boundary
prioritization, Testing template
creation, m) Negative Testing
tracking, and template
resolution and n) Error Handling
retesting Testing template
activities to be o) Alert/Monitoring
followed when a Testing template
defect is found. - .
p) Capacity Testing
c) The Test template
Management Performance
Plan defines the a) Pe
. Test Plan and
test!ng Results template
environments
hours of
operations
during testing
execution.
d) The Test
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
Management
Plan outlines the
expectations for
level of detail
that shall be
required in each
test case.
Deliverable = Implementati = Monthly, The Implementation and a) The a) Release Plan Type A A.10
7 on and throughout Deployment Plan Implementation b) Implementation A17
Deployment project explains the and Deployment Plan
Plan lifecycle implementation Plan contains an c) Monitoring
methodology to be used, up-to-date Strategy
explaining how detailed .
operations will transfer implementation d) Verspn .
from the legacy system to schedule to be LIRS
the new System. The followed. Docume_nt
Plan will also contain an b) The e) Information
up-to-date detailed Implementation SWsiism
implementation schedule. and Deployment Description
Plan describes f)  Release and
the major tasks Deployment
required to be Plan
taken, and the g) System Sunset
objective behind Plan
each task. h) Cut-Over Plan
c) The _ i)  Roll Back Plan
LmngleDrEFe)Inotirtrgzr;t )  Turnover Plan
Plan lists the k) Knowl_e_dge
support Transition Plan
equipment
(hardware),
software, data,
facilities and
materials
required for the
implementation,
if applicable.
Deliverable | Data Monthly, The Data Conversion and a) The Data a) Extract Control Type A A.14
8 Conversion throughout Synchronization Plan Conversion and Documents
and project describes the strategy, Synchronization
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
Synchronizati | lifecycle preparation, and Plan describes b) Roll Back Plan
on Plan specifications for data rationale for the
conversion activities. This conversion and
plan describes the overall a general
approach, assumptions, description of
and processes that will be the boundaries
used in the data of the data
conversion. It includes an conversion effort
inventory and cross b) The Data
reference of source and Conversion and
target data elements, Synchronization
schema, metadata and all Plan outlines the
self-describing files; approach that
process for data will be used to
extraction, transformation extract,
and loading for each data transform/cleans
source; tools needed to e and load data
execute the conversion; from the source
and strategy for data to target
quality assurance and destinations
control. during the
conversion/migr
ation process
c) The Data
Conversion and
Synchronization
Plan outlines the
schedule of
conversion
activities to be
accomplished in
accordance with
this Data
Conversion Plan
Deliverable = System The initial The System Security Plan a) The System a) Part A System Type C A.19
9 Security Plan  System documents the system’s Security Plan Identification A.26
Security security level and works in b) Part B Security
Plan shall be = describes managerial, synchronization Controls
completed in | technical and operational with the Workbook
Release | security controls. An safeguard ) PartC Privacy
then Initial copy of the System procedures to
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
reviewed Security Plan includes an detail the control Controls
and updated | initial Risk Assessment requirements for Workbook
on an as (RA) that contains the protection of d) PartD SSP
needed mission/business process all data Attachments
basis, risks and the monitoring received, stored, e) Appendix A —
including strategy, for review and processed and RS
annually, approval by the Technical transmitted in Requirements
and when Change Control Board compliance with for Safeguarding
there are (TCCB) and Project all Federal Laws e
rsr;asjtc‘)srm Steering Committee. ’ a?]d Regulations. Information (FT1)
The System YR
modification Security Plan f) ggsﬁﬂ?lxaﬁd
s that could includes the Privac J
potentially current level of A reer)r/1ents and
impact the existing security Cgm liance
security and controls within Artifarc):ts
privacy of the System that
the . protect the ) Me(rjnorand;m of
information confidentiality, L N9
system. integrity and h) Interconnection
availability (CIA) Security
of the system Agreements
and its (ISA)
information. i) Computer
c) The System Matching
Security Plan Agreement
outlines the j) Information
applicable Laws Exchange
or Regulations. Agreement
d) The System k) Privacy Impact
Security Plan Analysis
contains a [) Security Impact
review log that is Analysis
maintained to m) Asset Inventory
record the
reviews that n) Asset
have taken I\P/Ilzrr:agement
place for this 0) Information
system. L
S URSEE Avsessment
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
organizes (ISRA)
security controls
into groups of
families.
f)  Exit criteria
includes CMS
signoff
Deliverable | Business Monthly, The Business Continuity a) The Business a) Business Type A A.10
10 Continuity throughout and Disaster Recovery Continuity and Continuity Plan A17
and Disaster | project Plan describes the Disaster b) Disaster
Recovery lifecycle strategy and organized Recovery Plan Recovery
Plan course of_act!on that |§ to b) The Business c) Disaster
be taken if thln_gs don t go Continuity and Recovery Plan
as planned or if there is a Disaster Training
loss of use of the Recovery Plan . .
established business prescribgs d) R:Aor;flgurgtlc:]r:
product (e.g., system) responsibilities Plgnage €
due to a disaster such as as they relate to ) .
a flood, fire, computer actions that will e) Configuration
virus, or major failure. be taken in Management
The Business Continuity response to a Database
and Disaster Recovery disruption. f) Asset
Plan describes the ¢) The Business Management
strategy for ensuring Continuity and Plan
recovery of the business Disaster g) Business
product in accordance Recovery Plan Continuity Plan
with stated Recovery clearly outlines Training
Time ObJectl\_/e and milestones, h) Backup
Recovery Point notification Management
Objectives. activities, Plan
emergency i) Business Impact
handling of Analysis
routine
procedures,
required
contacts, formal
agreements,
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lessons learned
activities, and
procedures to
return normal
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
operations in the
event of a
disaster.
Deliverable = Capacity Plan = Monthly, The Capacity Plan will a) The Capacity a) System Capacity Type A A.17
11 throughout address business Plan and
project capacity, service demonstrates a Performance
lifecycle capacity, and IT State-approved Plan
component capacity skill and
management strategies resource level to
that will be executed effectively
through the duration of execute the
the project. The Capacity Capacity Plan.
Plan will also outline the b) The Capacity
management process Plan defines
and tools that will be used capacity
to complete capacity performance
management, as well as success at the
estimates of future business
system workloads. process level
The capacity plan will c) The Capacity
include, but not limited to, Plan outlines the
infrastructure, database, practices,
network, and any other objectives,
aspects required to meet performance
the performance factors,
requirements of the monitoring and
system. reporting
activities, and
communication
strategies of the
Capacity Plan.
d) The Capacity
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Plan addresses
steps and
activities needed
to address
instances of
abnormal levels
of system use
outside of
forecasted
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference

operating
procedures.

Deliverable | Data Monthly, A defined plan for the a) The Data Type A A.12

12 Management | throughout management of data that Management

Plan project provides, at a minimum, a Plan includes a
lifecycle summary of activities for summary of

data generation, a
summary of the types of
data generated by the
relevant activities, the
plans for preservation of
the generated data, and a
description of the
appropriate level of
access for the generated
data.

b)

d)
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activities that
generate data

The Data
Management
Plan includes a
summary and
appropriate
categorization of
the data types
generated by the
identified
activities.

The Data
Management
Plan includes a
plan for storage
and
maintenance of
the data
generated by the
identified
activities, in both
the short-term
and long-term (if
relevant).

The Data
Management
Plan includes a
plan describing
whether and
how the data
generated by the
identified
activities will be
reviewed and
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
made available
to the public and
how the
metadata
describing it will
be stored.
Deliverable = Performance = Monthly, The Performance and a) The a) Performance Type A A.10
13 and throughout Availability Plan will Performance Test Plan and A17
Availability project identify target and Availability Results
Plan lifecycle performance areas and Plan identifies Template
methods of and prioritizes b) Program
measurement; establish the performance Availability
the baseline metrics for measurement Management
the agreed upon goal goals and Plan
areas; and assist HCFA objectives to
in determining the level of align with the
achievement of the information
performance goals. needs of the
customer,
project,
organization,
and
stakeholders, as
applicable.
b) The
Performance
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and Availability
Plan includes a
Traceability of
Information
Needs to
Measurement
Objectives by
defining the
information
need,
measurement
objective, and
the performance
measure
threshold.
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
c) The
Performance

d)

e)
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and Availability
Plan describes
the methods,
processes, tools
and techniques
that will be used
for performance
measurement.

The
Performance
and Availability
Plan outlines the
data that will be
collected, how it
will be collected,
and where it will
be stored.

The
Performance
and Availability
Plan includes
analysis on the
data collected,
and a review of
the data to
identify trends
and
opportunities for
improvements
and corrective
actions.

The
Performance
and Availability
Plan includes an
approach for
identifying and
addressing
deficiencies in
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
performance
and availability.
Deliverable | Work Monthly, The Work Breakdown a) The WBS Type A A.8
14 Breakdown throughout Structure (WBS) is a defines 100% of
Structure project preliminary step in the the project
(WBS) lifecycle preparation of a project scope
work plan and schedule b) The WBS was

that encompasses all
activities from Project
Initiation to Project
Closure. The WBS must
define the project’s
overall objectives by
describing the project
tasks and deliverables.
The WBS must include:

a) A consolidated
view of the
activities, activity
descriptions,
and activity
durations

b) Resources
assigned to
each activity

c) Alistof
deliverables tied
to project
milestones

d) A way to track
the project
schedule against
the planned
schedule

e) Deliverable
approval periods

This deliverable is
associated with the PBR
Gate and must be
delivered to the State

<)

d)

e)
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created with
input provided
by all relevant
stakeholders

The WBS is
outlined as such
that the project
activities and
tasks are able to
be executed,
monitored, and
controlled.

The WBS is
broken down
such that any
work package
greater than 80
hours must be
broken down
into component
activities.

The WBS
includes a WBS
Dictionary, or
executable
activities being
followed to
completing the
process.
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
prior to the completion of
the project baseline
review.
Deliverable = Risk Register = Monthly, The Risk Register a) The Risk a) Risk Type A A.24
15 (update throughout contains the findings of Register will Management
weekly) project the Risk Management contain Risk Plan
lifecycle Process and serves as Category,
the source of record for Probability,
risk management Impact, Risk
activities to track the Score, Risk
approaches and action Ranking, Risk
plans for dealing with Response,
identified risks, which Trigger and Risk
typically involve one of Owner.
four options: avoidance, b) The Risk
mitigation, transference, Register should
or acceptance. Once an identify how
approach is selected, risks are
detailed actions to mitigated
implement are developed (change request,
and the risk register work around,
serves as a record of deferment)
those activities that
information throughout
the SDLC. The initial risk
register is created during
the ORR Gate and must
be approved by the state
prior to the completion of
the project baseline
review.
Deliverable | Baselined Monthly, This is a work plan and a) The schedule Type A A.8
16 Work Plan throughout schedule that is managed has sufficient
and Schedule @ project in an appropriate project detail to support
lifecycle management tool. the projected

b)
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durations.

The master work
plan must reflect
any changes
from the plan
submitted within
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Deliverable  Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
the Contractor’s
original proposal
that were
discussed and
agreed to during
project planning.
Deliverable = Status Weekly and = This deliverable must be a) The reports Type A A.8
17 Reporting Monthly, a recurring deliverable for contain all of the A.24
throughout the entire length of the required
project project. The deliverable elements as
lifecycle must at a minimum agreed upon by
include periodic reporting HCFA and the
of the following activities: Contractor.

a)

b)

c)

d)

e)

Status of work
completed
against the
Project Work
Plan

Objectives for
the next
reporting period
Client
responsibilities
for the next
reporting period
Recovery plan
for all work
activities not
tracking to the
approved
schedule

Projected
completion
dates compared
to approved
baseline key
dates

Escalated risks,
issues (including
schedule and
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Deliverable Name Frequency Description Exit Criteria Artifacts Review Contract
# Cycle Section
Reference
budget), and
Action items
g) Disposition of
logged issues
and risks
h) Important
decisions
i)  Actual/projected
Project Work
Plan dates
versus baseline
Project Work
Plan milestone
dates
i)  One-page
graphical
summary of the
Project Work
Plan status of all
major tasks and
subtasks for
each release in
a Desktop
Project Plan
Adjustments to status
reporting requirements
will be addressed through
the Memorandum of
Understanding (MOU)
process.
Deliverable | Financial Weekly and | The Financial Status a) Includes Type A A.24
18 Status Report | Monthly, Report tracks the project estimates to
throughout costs to the project completion, or
project budget baseline and cost
lifecycle outlines any budgetary performance
risks. index
information.
b) It will reflect
approved
changes to
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Deliverable Name

#

Frequency

Description

Exit Criteria

Artifacts

Review
Cycle

Contract
Section
Reference

Deliverable  Detailed

19 Requirement
s Traceability
Matrix

Updated
monthly
throughout
project
lifecycle

The Detailed
Requirements
Traceability Matrix
describes the life of a
requirement, in both a
forward and backward
direction, ideally through
each step of the entire
product’s life cycle,
ensuring scope is met.

<)

a)

b)

c)

187

project budget.

Includes
reporting on any
project work
stream that has
had activity
against it.

The
Requirements
Traceability
Matrix outlines
describes each
requirement
independently,
which Release
each
requirement was
met or updated,
and provides
traceability to
applicable test
cases to
demonstrate
how each
requirement was
implemented.
The
Requirements
Traceability
Matrix shows the
difference
between
functional and
non-functional
requirements.

The
Requirements
