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Reference Materials

 For this presentation:

 NHSN Facility Administrator Enrollment Guide

 Facility Start-up Guide

 Available at:  http://www.cdc.gov/nhsn/wcEnrollment.html

 Suggested materials:

 Data entry, surveillance, analysis

 Data entry, import, and customization 

 Introduction to NHSN Analysis: Learning the Terminology 

 Analysis: Advanced Features & Terminology

 Available at:  http://www.cdc.gov/nhsn/training.html#enroll

http://www.cdc.gov/nhsn/wcEnrollment.html
http://www.cdc.gov/nhsn/training.html


Key Personnel Roles

 NHSN Facility Administrator

 Rights to add, edit & delete facility‟s data

 Adds, edits & deletes users and modifies data access rights

 Authority to nominate groups (data sharing arrangements)

 NHSN Patient Safety Primary Contact Person

 Interacts most closely with CDC for Patient Safety Component

 NHSN Users

 Rights are determined by Facility Administrator

 May be given administrative rights

 One person may hold multiple roles



NHSN ENROLLMENT



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Steps 1 - 5

 Prior to Enrollment, complete required training



NHSN Set-Up

 After Enrollment is complete, set-up NHSN for your 

Facility

1.   Login to SDN – Select „NHSN Reporting‟1.   Login to SDN – Select „NHSN Reporting‟

2.   Add Users & Assign Rights2.   Add Users & Assign Rights

3.   Add „Outpatient Hemodialysis Clinic‟ Location3.   Add „Outpatient Hemodialysis Clinic‟ Location

4.   Creating Monthly Reporting Plans4.   Creating Monthly Reporting Plans

5.   Begin Reporting Data5.   Begin Reporting Data



NHSN Facility Administrator Enrollment Guide 

• Print this guide 

for your 

reference

• Lots of helpful 

information & 

links

http://www.cdc.gov/nhsn/PDFs/FacilityAdminEnrollmentGuideCurrent.pdf



Enrolling Multiple Dialysis Clinics

 If you have multiple dialysis clinics to enroll (for 

example, satellite clinics) start by enrolling one clinic 

first

 Once enrollment is completed for the first facility, 

contact us for instructions to enroll the others

 nhsn@cdc.gov

 Enrolling additional facilities is much simpler after the 

first one is done

mailto:nhsn@cdc.gov


1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Steps 1 & 2



Read and Agree to Rules of Behavior
(Enrollment Step 1)

 Go to http://nhsn.cdc.gov/RegistrationForm/index.jsp

http://nhsn.cdc.gov/RegistrationForm/index.jsp


Facility RegistrationFacility Registration

(Enrollment Step 2)(Enrollment Step 2)

Facility Administrator fills 

out this form:

Your name

 Correct email address!

 Facility identifier

Date of this presentation

Don‟t forget to click „Save‟!

For registration,  if you have 

completed training Parts 1 & 2, 

enter today‟s date to certify 

completion.



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Steps 1 & 2 Are Complete



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Step 3



Secure Data Network (SDN) & Digital Certificate

 SDN uses digital certificates to transfer information 

privately and securely to NHSN

 SDN is independent from NHSN

 Specific IT requirements for installation:

 Detailed in NHSN Facility Administrator Enrollment Guide

 Strongly recommended to involve IT department  in installation



Request Digital Certificate – NHSN Welcome Email
(Enrollment Step 3)

 Once successfully 

registered (Step 2), 

you will 

immediately 

receive an NHSN 

Welcome Email 

with instructions 

to request a digital 

certificate



Request Digital Certificate
(Enrollment Step 3)

 Arrive at this website from Welcome Email link

 Use password provided in the Welcome Email

 Press “Accept”



Request Digital Certificate – SDN Enrollment 
(Enrollment Step 3)

Important!

Enter an 

email 

address that 

you check 

often.

Be sure that 

is it correct.



Request Digital Certificate – SDN Enrollment 
(Enrollment Step 3)

 Select NHSN from the Programs listed, then Select 

„NHSN Enrollment‟, then „Next‟



Request Digital Certificate – SDN Challenge Phrase
(Enrollment Step 3)

 Create your SDN challenge phrase

 Your challenge phrase is used to access the NHSN site in 

the future

 Important – Make a copy of your challenge phrase for future reference

• Note upper and lowercase  letters and any special characters

 Enter and confirm your SDN challenge phrase,  choose 

“Next” 

Important!

Make a copy of your challenge phrase.



Request Digital Certificate – SDN Challenge Phrase
(Enrollment Step 3)



Request Digital Certificate
(Enrollment Step 3)

 Once challenge phrase is confirmed, „Digital Certificate 

Request Received‟ message appears



Install Digital Certificate
(Enrollment Step 3)

 Wait 1 – 3 business days for email from PHINTech with 

digital certificate installation instructions

 Email subject line:   Action Required – Your CDC Digital Certificate Is 

Ready to Install

 If you do not receive email after 4 or more business days,  contact SDN

• e-mail: phintech@cdc.gov

• telephone: 1-800-532-9929

mailto:phintech@cdc.gov


Install Digital Certificate
(Enrollment Step 3)

 Use the same computer to download the digital 

certificate  that you will use to access NHSN & report 

data 

 Strongly recommend involving your IT department

 Must use Internet Explorer to download

 Add trusted sites:

 https://*cdc.gov/

 https://*.verisign.com/

 Link in Digital Certificate Request Approved email

 Enter  SDN challenge phrase & click  “Submit”

https://*cdc.gov/
https://*.verisign.com/


Install Digital Certificate
(Enrollment Step 3)

 After you click submit, „Download Digital ID‟ page 

appears



Install Digital Certificate
(Enrollment Step 3)

 Download begins automatically

 If system settings are correct

 If settings are incorrect, contact your IT dept and/or SDN

 Security Warning asks if you want to install and run VeriSign Import 

Control, click yes

 Once installed, confirmation page appears

 Verify installation in Internet Explorer

• Click on “Tools”  > “Internet Options”

• Select the “Content” Tab >  click “Certificates”

 Save a copy:  select your certificate, then choose “Export”



Save a Copy of your Digital Certificate
(Enrollment Step 3)



Install Digital Certificate
(Enrollment Step 3)

 If the certificate is properly installed, you will 

immediately be able to access SDN at  

https://sdn.cdc.gov/

 If you cannot access SDN, contact them:

 e-mail: phintech@cdc.gov

 telephone: 1-800-532-9929

https://sdn.cdc.gov/
mailto:phintech@cdc.gov


Digital Certificates

 Digital certificates are user specific:

 Do not share your digital certificate!

 Install it on the computer you will use for NHSN reporting

 You can install your digital certificate on additional computers if 

necessary (e.g., your work desktop & laptop)

 If  different users share a computer for NHSN, multiple certificates 

(one/user) can be installed on same computer

 Make a copy of it as soon as it is installed

 CDC pays for digital certificates

 Must renew annually

 Warning email sent 30 days before expiration



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Steps 3 is Complete



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Step 4

Following 

successful 

digital certificate 

installation, you 

will immediately 

be able to 

access NHSN 

Enrollment 

Page



Access NHSN Enrollment
(Enrollment Step 4)

 To log onto the NHSN via the SDN, go to:  

https://sdn.cdc.gov

 Enter your challenge phase

https://sdn.cdc.gov/


Select „NHSN Enrollment‟
(Enrollment Step 4)



Access & Print Required Enrollment Forms
(Enrollment Step 4)



Complete Enrollment Forms
Enrollment Forms (Step 4)



Facility Contact Information



Facility Contact Information

 Dialysis requires a Patient Safety Primary Contact 

Person

 Person who will be most involved with Patient Safety surveillance

 Can be the Facility Administrator



Facility Contact Information Form HCP Safety 

Primary Contact 

is not required 

for Dialysis 

Lab Contact is 

Required – can 

use FA if N/A

Biovigilance

Primary Contact 

is not required 

for Dialysis



Outpatient Dialysis Center Practices Survey

 The Outpatient Dialysis Center Practices Survey is an 

enrollment requirement: 

 You cannot finish enrollment in NHSN until it is complete

 Print it out today and get started on it! 

 Available on the Dialysis Event website:
 http://www.cdc.gov/nhsn/forms/57.104_PSOutptDialysisSurv_BLANK.pdf



Outpatient Dialysis Center Practices Survey



Outpatient Dialysis Center Practices Survey



Enroll Facility
(Enrollment Step 4)

 After accessing, printing and completing required 

enrollment forms, click “Enroll a facility”

 From here, complete Enrollment Step 4 in one session!

 You cannot save work in progress



Submit Facility Contact Information
(Enrollment Step 4)

 Submit required form information



Submit Facility Contact Information
(Enrollment Step 4)

 Facility Type for dialysis clinics: 

 AMB-HEMO – Hemodialysis Center

 NHSN Component: Patient Safety



Submit Dialysis Survey
(Enrollment Step 4)

 Survey cannot be saved in progress, use paper form to 

submit electronically in one session



Submit Required Forms
(Enrollment Step 4)

 Once survey information is saved, a green checkmark 

displays next to it

 Can print a completed survey for your records

 Once all required forms information is entered and 

saved,  click „Submit‟



Enrollment Step 4 Confirmation

 Once required forms are saved and submitted, 

confirmation message displays

 Immediately receive an NHSN email with a link to your 

consent form

 If you do not receive this email, contact the NHSN Helpdesk

• nhsn@cdc.gov

mailto:nhsn@cdc.gov


1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior
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3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install
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NHSN Enrollment Step 4 is Complete



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Step 5



Consent Form
( Enrollment Step 5)

 NHSN email contains a link to your consent form

 Consent forms are facility-specific, you must print the consent form 

provided in the email link

 You have 30 days 

to open the link & 

print form

 Once printed, CDC 

must receive it 

within 60 days



Agreement to 
Participate and 
Consent
(Enrollment Step 5)

 Signed by

 Patient Safety Primary 

Contact Person

 Facility Leadership

 Requires signature  

from the highest level 

administrator at your 

facility



Consent Form
( Enrollment Step 5)

 2-3 business days after NHSN receives signed consent 

form, NHSN will activate your facility

 NHSN email notification of facility activation



1.   Agree to Rules of Behavior1.   Agree to Rules of Behavior

2.   Facility Registration2.   Facility Registration

3.   Acquire Digital Certificate3.   Acquire Digital Certificate

• Request
• Install

4.   Access NHSN Enrollment Page4.   Access NHSN Enrollment Page

• Submit Facility Contact Information
• Submit Outpatient Dialysis Practices Survey

5.   Print, Sign & Return Consent Form5.   Print, Sign & Return Consent Form

• Upon receipt, NHSN activates facility & sends 
confirmation email

NHSN Enrollment Step 5 is Complete

Enrollment is 

complete!



GET STARTED:  NHSN SET-UP



NHSN Set-Up

 Immediately following facility  activation, you will be 

able to  login to SDN and  select „NHSN Reporting‟  to 

set-up NHSN for your Facility

 If you do not have the NSHN Reporting link, contact the NHSN 

Helpdesk at nhsn@cdc.gov

1.   Login to SDN – Select „NHSN Reporting‟1.   Login to SDN – Select „NHSN Reporting‟

2.   Add Users & Assign Rights2.   Add Users & Assign Rights

3.   Add „Outpatient Hemodialysis Clinic‟ Location3.   Add „Outpatient Hemodialysis Clinic‟ Location

4.   Creating Monthly Reporting Plans4.   Creating Monthly Reporting Plans

5.   Begin Reporting Data5.   Begin Reporting Data

mailto:nhsn@cdc.gov


Login to NHSN

 Go to https://sdn.cdc.gov & enter your challenge 

phrase

 Click on „NHSN Reporting‟

https://sdn.cdc.gov/


NHSN Landing Page

 Select „Patient Safety‟ and click „Submit‟



NHSN Patient Safety Home Page



Add Users

 NHSN Facility Administrator adds Users

 NHSN navigation bar: select Users, then Add or Find

 Enter data for user 

 Assign basic set of Patient Safety rights

 Do not try to Customize Rights at this time

 New user must complete relevant training(s)

 Once added, new user will receive email with 

instructions to:

 Read & accept Rules of Behavior

 Request  their digital certificate



Add User

Use same email 

address for 

User„s digital 

certificate!





Deactivate Users as Necessary
(When Staff Member Leaves)



Add Outpatient Hemodialysis Clinic Location

 Surveillance locations need to be mapped to a CDC 

location description

 NHSN navigation bar:  select Facility, then Locations

 Most dialysis facilities have 1 location:

 Hospitals usually have several areas (e.g.,  ICU, CRU, ED)

 Outpatient Dialysis usually has only 1 surveillance location

 You choose a Code and Label

 They can be the same

 CDC location description:  ”Outpatient Hemodialysis 

Clinic”

 Bedsize is the number of dialysis stations



Add Outpatient Hemodialysis Clinic



1.   Login to SDN – Select „NHSN Reporting‟1.   Login to SDN – Select „NHSN Reporting‟

2.   Add Users & Assign Rights2.   Add Users & Assign Rights

3.   Add „Outpatient Hemodialysis Clinic‟ Location3.   Add „Outpatient Hemodialysis Clinic‟ Location

4.   Creating Monthly Reporting Plans4.   Creating Monthly Reporting Plans

5.   Begin Reporting Data5.   Begin Reporting Data

NHSN Set-Up

 You have now completed all one-time requirements!



Frequency NHSN Activity

One time
 NHSN enrollment

 Add locations

Once a year
 Practices survey (upon enrollment & 

annually thereafter)

 Renew digital certificate

Once a month
• Monthly Reporting Plan (or in advance)

• Monthly Patient Census (denominator)

As needed

• Dialysis Events (numerator)

• Conduct analysis

 Add/deactivate users

• Add patients



DATA ENTRY – REPORTING 
SURVEILLANCE DATA



Data Collection Forms

Where to find Dialysis Event forms

 http://www.cdc.gov/nhsn/psc_da_de.html

 Print from within NHSN

Forms Instructions

 Patient Safety Component Manual – Chapter 14: Tables 

of Instructions
 http://www.cdc.gov/nhsn/PDFs/pscManual/14_Tables_of_Instructions.pdf

http://www.cdc.gov/nhsn/psc_da_de.html
http://www.cdc.gov/nhsn/PDFs/pscManual/14_Tables_of_Instructions.pdf


Add a Monthly Reporting Plan
General Data

 NHSN Navigation Bar: select „Reporting Plan‟, then „Add‟

 Select Month & Year of surveillance

 Choose surveillance location from drop-down menu

 Select  „DE‟ checkbox

 Leave other modules blank

 Option to choose “No NHSN Patient Safety Modules 

Followed this Month”

 NHSN requires ≥ 6 months/year to remain active

 Collaborative members report every month

 Click Save



Add a Monthly Reporting Plan
General Data



Patient Census Patient Census –– Denominator DataDenominator Data

 Population:

 Chronic hemodialysis outpatients

 Denominator:

 Number of dialysis outpatients on the first 2 working days of the 

month

 Stratified by 5 vascular access types

 Complete Patient Census once per month

 Complete a Denominators for Outpatient Dialysis – Census form

 Count each patient once

 If they have > 1 access, record the highest risk access only:

• Fistula< Graft< Tunneled Central Line< Nontunneled Central Line



Add Monthly Patient Census
Denominator Data

 NHSN Navigation Bar: select Summary Data, then Add

 Choose “Device Associated – Outpatient Dialysis –

Census Form” from the drop down menu



Add Monthly Patient Census
Denominator Data



Dialysis Event – Numerator Data

 Population:  chronic hemodialysis outpatients

 Numerator: dialysis events

 IV antimicrobial start

 Positive blood culture

 Pus, redness, or increased swelling at the vascular access site

 Collect Dialysis Event information as events occur

 Complete a Dialysis Event form for each dialysis event

 Optional – use Dialysis Event Log form & complete 

Dialysis Event forms later



Add a Dialysis Event
Numerator Data

 NHSN navigation bar: select Event, then Add

 Add patient information

 Add patient directly now

 Leave Patient ID # blank & click Find to search by name

 Retrieve using Patient ID #

 Event Type:  DE – Dialysis Event

 Choose Dialysis Event type(s)

 IV antimicrobial start

 Positive blood culture

 Pus, redness, or increased swelling at the vascular access site

 Indicate Problem(s) & Outcomes

 Click Save



Add  a Dialysis Event



If a patient has 

previously been 

entered into 

NHSN, you can 

locate them using 

the “Find” button

Add  a Dialysis Event



Event Type: 

Always choose

DE – Dialysis Event 

even if other 

options seem 

applicable (e.g. BSI)

Add  a Dialysis Event



Add  a Dialysis Event

 All 3 Dialysis Event types require problem(s) specified

 Positive blood culture also requires pathogen(s) info



Add a Dialysis Event
Positive Blood Culture

 Enter up to 3 pathogens and  indicate antimicrobial 

susceptibility results:

S = Susceptible      R = Resistant      I = Intermediate      N = Not Tested



OPTIONAL: Add Patients

 Add patients one at a time



OPTIONAL: Add Patients
Import Patient Roster

 You can import a patient roster

 3 required fields: patient ID, date of birth & gender

 NHSN navigation bar: select „Import/Export‟

 Must be in an ASCII comma delimited format

 Download from an existing database



ANALYSIS



Analysis

 Monthly analysis is recommended to:

 Ensure all data have been reported

 Detect problems in your facility

 Provide feedback to your staff

 There are default analysis options, or you can 

customize output

 You can compare your rates against aggregate rates



Perform Analysis
within NHSN

1. NHSN navigation bar: select „Analysis‟

2. NHSN Navigation bar: select “Generate Data Sets” for 

up-to-date analysis

 May take a few minutes

3. NHSN Navigation bar: select „Output Options‟

 Device-Associated Module folder

 Dialysis Events folder

 CDC Defined Output folder

4. Choose desired output option(s)

5. Select „Run‟  for default output or „Modify‟ to change 

analysis specifications



Perform Analysis
within NHSN

 Generate an up-to-date dataset



Perform Analysis
within NHSN



Perform Analysis
within NHSN

 „Run‟ for default output or „Modify‟ to customize output



Perform Analysis
using other software

 Can also Export data for analysis with other software 

(e.g., Excel)

 NHSN navigation bar:  select „Export‟ > choose file type > „Submit‟



FINAL NOTES



NHSN Support

 NHSN Online Manual

 help button on the top right corner

 Email:  nhsn@cdc.gov

mailto:nhsn@cdc.gov


Important !!

 Email is our only way to communicate with you! Please 

send us any changes in your email address

 Make certain that your Information Systems will allow 

bulk email from CDC  



NHSN Changes & Updates

 NHSN changes & updates occur periodically

 Reflect changes in healthcare

 Web improvements

 Changes are communicated via email & NHSN 

newsletter



Suggested Timeline

Complete 

training

Rules of 

Behavior 

and 

Registration

Submit 

required 

enrollment 

forms 

online

Submit 
consent 

form, wait 
2-3 days 

for 
activation

Set-up 

NHSN & 

begin 

reporting 

data

1st week 2nd week 3rd week 4th week   5th week

Work on Outpatient Dialysis Center 

Practices Survey

Install 

Digital 

Certificate



Next Steps - If you plan to enroll

 TODAY:  

 Rules of Behavior (step 1) and Registration (step 2)!

 Print & begin Outpatient Dialysis Center Practices Survey

 Print NHSN Facility Administrator Enrollment Guide

 If applicable, inform your ESRD Network that you‟re enrolling

 Within 5 weeks:

 Begin reporting



Summary

 NHSN Enrollment

1. Rules of Behavior

2. Facility Registration

3. Acquire Digital Certificate

4. Access NHSN Enrollment to submit required forms

5. Consent form

 NHSN Set-Up

 Users, Locations, Monthly Reporting Plans

 Data Entry 

 Analysis

 Final Notes



For more information please contact Centers for Disease Control and Prevention

1600 Clifton Road NE, Atlanta, GA 30333

Telephone, 1-800-CDC-INFO (232-4636)/TTY: 1-888-232-6348

E-mail: cdcinfo@cdc.gov Web: www.cdc.gov

The findings and conclusions in this report are those of the authors and do not necessarily represent the official position of 

the Centers for Disease Control and Prevention.

Questions? Problems?

Contact the NHSN Helpdesk at 

nhsn@cdc.gov

mailto:nhsn@cdc.gov

