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Networking Essentials

Course Code # 3778
Term:____Fall____Spring
1 Credit

Recommended Prerequisites:
Keyboarding (working knowledge of desktop computer operating systems and a familiarity with files including autoexec.bat and config.sys.)
	Student:
Grade:

	
	Teacher:
School:

	
	Number of Competencies in Course: 53

	
	Number of Competencies Mastered:

	
	Percent of Competencies Mastered:


Suggested Prerequisite or Concurrent with: Computer Applications, Programming Course
Standard 1.0
Introduction to Networking


The student will learn the concepts of networking, different types of networks, their advantages and limitations. Students will learn the history of the Internet and an overview of how it works.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	1
	· 2
	Evaluates the advantages, disadvantage and limitations of the two (2) major types of networks.

· a
Peer-to-peer networks

· b
Client Server-based networks
	
	

	2
	· 
	Analyzes differences between centralize and non-centralize administration of networks.
	
	

	3
	· 
	Identifies different network architectures based on size, location and connectivity to include: LAN, WAN, CAN, MAN.
	
	

	4
	· 
	Demonstrates a knowledge of how the internet work and how and why it came into existence .
	
	


Standard 2.0
Network Topologies and Introduction to Protocols 


The student will examine the different network topologies and be introduced to the basic networking protocols and their functions.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	5
	· 
	Analyzes the different network topologies and appraises the advantages and disadvantages of each. 
	
	

	6
	· 
	Evaluates networks used in business today to determine what basic or highbred topologies are being used.
	
	

	7
	· 
	Determines which network protocols are used by default by specific vendors, IE Apple, Mac, Microsoft, Novell, etc.
	
	

	8
	· 
	Examines how to assign Protocols to single or multiple Nic’s.
	
	

	9
	· 
	Interprets the function of protocols and protocol stacks.
	
	


Standard 3.0
TCP/IP Protocol Suite and Introduction to Binary

The student will learn the protocol components that make up the TCP/IP protocol suite and how they function in the TCP/IP model. Students will be introduced to and perform practices in Internet Protocol to binary conversion.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	10
	· 
	Differentiates between private IP’s and public IP’s and recognize class A, B, C, and D IP addresses.
	
	

	11
	· 
	Analyzes the TCP/IP Model and the proper placement of the protocols that make it up.
	
	

	12
	· 
	Displays knowledge of the binary language but by converting four (4) octet IP’s into Binary.
	
	

	13
	· 
	Demonstrates a working knowledge of protocols such as: TCP, UDP, ARP, IPX, SPX, and IP. 
	
	


Standard 4.0
Open System Interconnection (OSI) Model 


Students will examine the OSI reference model and explain how data is transferred from one device to another. Students will learn where and how all-networking devices reside at and functions at the different layers of the OSI model.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	14
	· 
	Illustrates a understanding of the purpose and functionally of the OSI model.
	
	

	15
	· 
	Examines the function of each protocol that resides on the different layers of the OSI model.
	
	

	16
	· 
	Examines how devices such as: routers, switches, hubs, bridges, and many others function at different layers of the OSI model. 
	
	

	17
	· 
	Analyzes how data packets are chopped up and reassembled at the transportation layer.
	
	


Standard 5.0
Network Routing and Routers

Students will learn the purpose of routing the creation of subnets and gain an understanding of routing tables, static routes, and hop counts/TTL’s. Students will be introduced to Cisco routers and learn to setup a multi-homed Windows 2000/2003 server to function as a router using the Routing and Remote Access Server Service (RRAS).
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	18
	· 
	Understands the concepts of routing on small to extra large networks. 
	
	

	19
	· 
	Demonstrates knowledge of configuring static routes. 
	
	

	20
	· 
	Explains the concepts of hop counts and the TTL (time-to-live) of packets being passed around from router to router.
	
	

	21
	· 
	Enables the Routing and Remote Access Server Services on a Windows 2000/2003 server to be used as a router (NAT). 
	
	

	22
	· 
	Reviews the concepts that govern the creation of subnets and IP subnetting.  
	
	


Standard 6.0
Physical Hardware Devices Used in Networking

Students will examine in-depth the hardware devices used in networking and their proper placement. Students will receive hands on training with Hubs, Switches, Bridges, Media Converters, Punch down Panels, Routers, etc.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	23
	· 
	Properly places and configures network devices such as: hubs, switches, bridges, media converters, routers, etc., to enhance the availability of a network.
	
	

	24
	· 
	Properly terminates UTP cable to a punch down panel.
	
	

	25
	· 
	Understands the effects of broadcast on a network.
	
	

	26
	· 
	Understands the connectivity between devices and systems in the network.
	
	

	27
	· 
	Applies rules for placing repeaters.
	
	


Standard 7.0
Network Cabling Standards, Connectors and IEEE Standards 


Students will learn cabling types and standards for Token Ring, 10 BASE, 10 BASE T, Ethernet, etc. Students will receive hands on experience making Ethernet patch cables and crossover cables as well as hands on introduction to working with Coax and Fiber Optics.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	28
	· 
	Assembles cables and connectors using coaxial cable, twisted pair cable, RJ-45 connectors, and BNC connectors.
	
	

	29
	· 
	Examines the maximum and minimum lengths of different cable types and how they are populated.
	
	

	30
	· 
	Identifies the difference between STP and UTP cable and standard and plenum cable.
	
	

	31
	· 
	Identifies the data transmission capabilities of the different types of cabling. 
	
	


Standard 8.0
Introduction to Server Services and Server OS’s

Students will be introduced to the concepts of the major server services that are used throughout networks, to include a deeper study of DNS, WINS, and DHCP. Students will learn about the different Server Operating Systems such as: Windows NT Server, Windows 2000 Server, Windows 2003 Server, Unix, and Novell Netware.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	32
	· 
	Installs and configures some of the different server services.
	
	

	33
	· 
	Identifies FQDNs and NetBIOS naming structures.
	
	

	34
	· 
	Explains Domain structures and Active Directory.
	
	

	35
	· 
	Explains Novell NDS tree structures.
	
	

	36
	· 
	Install Novell client software on a Windows system.
	
	

	37
	· 
	Demonstrates how DHCP works and how it is configured.
	
	


Standard 9.0
Introduction to Wireless: 802.11b, 802.11g and Blue tooth 


Students will be introduced to the concepts of setting up and securing wireless networks with Access Points (AP), Wireless Routers, Wireless PCMIA cards, etc. Students will learn to set the three basic layers of wireless security and trouble shooting wireless connectivity.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	38
	· 
	Examines wireless products and know how to use them to create a wireless network.
	
	

	39
	· 
	Uses blue tooth and infrared connectivity to transfer data or send a document to a wireless printer.
	
	

	40
	· 
	Secures a wireless network using MAC registration, static IP settings, and 128-bit inscription.  
	
	


Standard 10.0
Trouble shooting Networks 


Students will learn to use both hardware and software tools to trouble shoot connectivity problems. Students will be required to work alone or in groups to diagnose and repair physical connectivity, software connectivity problems, and correct security issues
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	41
	· 
	Uses the Ping process to determine where a connectivity problem exists.
	
	

	42
	· 
	Differentiates between physical connectivity problems and software driven problems.
	
	

	43
	· 
	Setups and configures security on domain controllers.
	
	

	44
	· 
	Troubleshoots network connectivity.
	
	


Standard 11.0
Ethical and Legal Issues

The student will research and apply knowledge of ethical and legal issues within the industry.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	45
	· 
	Applies ethical conduct providing the proper credit to those whose ideas and content has been used in creating business documents.
	
	

	46
	· 
	Demonstrates ethical behaviors in what is written, spoken, or presented in a business document.
	
	

	47
	· 
	Applies knowledge of copyrights in seeking formal permission from copyright sources before using materials.
	
	

	48
	· 
	Recognizes the legal implications of violating federal and state laws in document content.
	
	

	49
	· 
	Demonstrates legal responsibilities using the Internet.
	
	

	50
	· 
	Demonstrates skills necessary for safety and environmental protection in electronic document publications.
	
	

	51
	· 
	Develops a keyed and formatted report on ethical and legal issues that could be posted on the web.
	
	


Standard 12.0
Leadership

The student will develop and demonstrate human relations, self-management, organizational and professional leadership skills.
	Student Performance Indicators: Evidence Standard is Met
Check the appropriate Mastery or Non-Mastery column
	Mastery
	Non-Mastery

	52
	· 
	Holds a mock meeting according to proper parliamentary procedure.
	
	

	53
	· 
	Develops a presentation on the significance and impact of networking and electronic communication systems on today society to be presented to the Business Professionals of America and/or Future Business Leaders of America members.
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