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This course is designed to teach the fundamentals of networking through the use of lecture, multimedia, and hands on training. Students will be introduced to the terminology, concepts and industry standards that govern how computers and other devices communicate with each other. This course will provide students with a good working knowledge of the hardware and software being used today in multi vendor networks throughout the business world. This course will particularly help prepare students who are planning to pursue international technology certifications such as the Microsoft Certified Systems Engineer/Administrator (MCSE) (MCSA), CompTIA Network +, or Certified Novell Engineer (CNE) just to name a few. This course may articulate to a postsecondary program.

Recommended Prerequisites:
Keyboarding

Recommended Prerequisite or Concurrent with: Computer Applications, Programming Course

Grades: 11, 12
Recommended Credit: 1 Credit
Standard 1.0
Introduction to Networking

The student will learn the concepts of networking, different types of networks, their advantages and limitations. Students will learn the history of the Internet and an overview of how it works.

Standard 2.0
Network Topologies and Introduction to Protocols 

The student will examine the different network topologies and be introduced to the basic networking protocols and their functions.

Standard 3.0
TCP/IP Protocol Suite and Introduction to Binary
The student will learn the protocol components that make up the TCP/IP protocol suite and how they function in the TCP/IP model. Students will be introduced to and perform practices in Internet Protocol to binary conversion.

Standard 4.0
Open System Interconnection (OSI) Model 

Students will examine the OSI reference model and explain how data is transferred from one device to another. Students will learn where and how all-networking devices reside at and functions at the different layers of the OSI model.

Standard 5.0
Network Routing and Routers
Students will learn the purpose of routing the creation of subnets and gain an understanding of routing tables, static routes, and hop counts/TTL’s. Students will be introduced to Cisco routers and learn to setup a multi-homed Windows 2000/2003 server to function as a router using the Routing and Remote Access Server Service (RRAS).

Standard 6.0
Physical Hardware Devices Used in Networking
Students will examine in-depth the hardware devices used in networking and their proper placement. Students will receive hands on training with Hubs, Switches, Bridges, Media Converters, Punch down Panels, Routers, etc.

Standard 7.0
Network Cabling Standards, Connectors and IEEE Standards 

Students will learn cabling types and standards for Token Ring, 10 BASE, 10 BASE T, Ethernet, etc. Students will receive hands on experience making Ethernet patch cables and crossover cables as well as hands on introduction to working with Coax and Fiber Optics.

Standard 8.0
Introduction to Server Services and Server OS’s
Students will be introduced to the concepts of the major server services that are used throughout networks, to include a deeper study of DNS, WINS, and DHCP. Students will learn about the different Server Operating Systems such as: Windows NT Server, Windows 2000 Server, Windows 2003 Server, Unix, and Novell Netware.

Standard 9.0
Introduction to Wireless: 802.11b, 802.11g and Blue tooth 

Students will be introduced to the concepts of setting up and securing wireless networks with Access Points (AP), Wireless Routers, Wireless PCMIA cards, etc. Students will learn to set the three basic layers of wireless security and trouble shooting wireless connectivity.

Standard 10.0
Trouble shooting Networks 

Students will learn to use both hardware and software tools to trouble shoot connectivity problems. Students will be required to work alone or in groups to diagnose and repair physical connectivity, software connectivity problems, and correct security issues

Standard 11.0
Ethical and Legal Issues
The student will research and apply knowledge of ethical and legal issues within the industry. 

Standard 12.0
Leadership
The student will develop and demonstrate human relations, self-management, organizational and professional leadership skills.

Course Description

This course is designed to teach the fundamentals of networking through the use of lecture, multimedia, and hands on training. Students will be introduced to the terminology, concepts and industry standards that govern how computers and other devices communicate with each other. This course will provide students with a good working knowledge of the hardware and software being used today in multi vendor networks throughout the business world. This course will particularly help prepare students who are planning to pursue international technology certifications such as the Microsoft Certified Systems Engineer/Administrator (MCSE) (MCSA), CompTia Network +, or Certified Novell Engineer (CNE) just to name a few. This course may articulate to a postsecondary program. (Networking hardware and software is required for this course) 

Standard 1.0
Introduction to Networking

The student will learn the concepts of networking, different types of networks, their advantages and limitations. Students will learn the history of the Internet and an overview of how it works.
Learning Expectations

The student will:


1.1
Explain the limitations and disadvantages of peer-to-peer networks with or without non-authenticating servers. 

1.2 Explain the advantages and scalability of client server networks and how the need to share resources effect both types of networks. 


1.3
Describe the differences between a (LAN) local area network and a (WAN) wide area network and other network architectures such as campus and metropolitan area networks.

1.4
Describe the history of the Internet and how it works through the use of name resolution and routing.
Student Performance Indicators: Evidence Standard is Met

The student:

· Evaluates the advantages, disadvantage and limitations of the two (2) major types of networks.

· Peer-to-peer networks

· Client Server-based networks

· Analyzes differences between centralize and non-centralize administration of networks.

· Identifies different network architectures based on size, location and connectivity to include: LAN, WAN, CAN, MAN

· Demonstrates a knowledge of how the internet work and how and why it came into existence 
Sample Performance Activity


Design a schematic for a 7-computer peer-to peer network with a non-authenticating server and a client server-based network. Illustrate the function of the server on each schematic and explain how administration is affected. Create a flowchart that shows how naming resolution affects the Internet.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education, Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 2.0
Network Topologies and Introduction to Protocols 

The student will examine the different network topologies and be introduced to the basic networking protocols and their functions.

Learning Expectations

The student will:


2.1
Explain the different network topologies and the major characteristics of each.

2.2
Understands the need for terminators and their proper placement in the BUS topology. 


2.3
Examine the basic networking protocols and how they serve as a standard for communication between devices.
Student Performance Indicators: Evidence Standard is Met

The student:

· Analyzes the different network topologies and appraises the advantages and disadvantages of each.
· Evaluates networks used in business today to determine what basic or highbred topologies are being used.
· Determines which network protocols are used by default by specific vendors, IE Apple, Mac, Microsoft, Novell, etc.
· Examines how to assign Protocols to single or multiple Nic’s

· Interprets the function of protocols and protocol stacks.  
Sample Performance Activity


Diagram the different network topologies in their most basic form and describe the special features of each. Diagram hybrid topologies using a combination of two (2) or more topologies. Illustrate knowledge of protocols by matching the appropriate protocol with its use.  

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education, Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network+, Future Business Leaders of America

Standard 3.0
TCP/IP Protocol Suite and Introduction to Binary
The student will learn the protocol components that make up the TCP/IP protocol suite and how they function in the TCP/IP model. Students will be introduced to and perform practices in Internet Protocol to binary conversion.

Learning Expectations

The student will:


3.1
Examine the TCP\IP addressing to identify IP classes, public and private IP’s. 


3.2
Analyze the TCP\IP Model and acknowledge the placement of the individual protocols throughout the different layers.


3.3
Describe the process of converting an IP address to binary code.


3.4
Examine how computers see and transfer data in the binary language. 


3.5
Gain an understanding of the function of each protocol that is included in the TCP/IP Suite.

Student Performance Indicators: Evidence Standard is Met

The student:

· Differentiates between private IP’s and public IP’s and recognize class A, B, C, and D IP addresses.

· Analyzes the TCP/IP Model and the proper placement of the protocols that make it up.

· Displays knowledge of the binary language but by converting four (4) octet IP’s into Binary.
· Demonstrates a working knowledge of protocols such as: TCP, UDP, ARP, IPX, SPX, and IP.  

Sample Performance Activity


Diagram the TCP/IP Model and place protocols in the correct layers. Perform practices converting IP’s to binary and binary code to IP addresses. Match the individual protocols of the TCP/IP Suite to their function.
Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 4.0
Open System Interconnection (OSI) Model 

Students will examine the OSI reference model and explain how data is transferred from one device to another. Students will learn where and how all-networking devices reside at and functions at the different layers of the OSI model.

Learning Expectations

The student will:


4.1
Examine the Open System Interconnection (OSI) Model its origin and function.


4.2
Analyze each of the seven (7) layers of the OSI model noticing the protocols and devices that reside at each layer.


4.3
Examine how data packets are formed and passed down through each layer of the OSI model.

4.4
Examine the effects of a data packet as it rises up through the OSI model on the receiving device.

Student Performance Indicators: Evidence Standard is Met

The student:

· Illustrates a understanding of the purpose and functionally of the OSI model.
· Examines the function of each protocol that resides on the different layers of the OSI model.
· Examines how devices such as: routers, switches, hubs, bridges, and many others function at different layers of the OSI model. 

· Analyzes how data packets are chopped up and reassembled at the transportation layer.
Sample Performance Activities


Diagram the OSI model and be able to place protocols and devices at their correct layers. Match the seven (7) layers of the OSI model with the function of each. Explain the difference between connect orientated and connectionless orientated communication, (TCP) versus UDP). Identify MAC addresses based on size and description.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 5.0
Network Routing and Routers
Students will learn the purpose of routing the creation of subnets and gain an understanding of routing tables, static routes, and hop counts/TTL’s. Students will be introduced to Cisco routers and learn to setup a multi-homed Windows 2000/2003 server to function as a router using the Routing and Remote Access Server Service (RRAS).

Learning Expectations

The student will:


5.1
Examine the function of routers and routing on networks.

5.2
Explain the proper placement of routers on a network and the creation of subnets.

5.3
Explain the purpose of routing tables and the reason and process for entering static routes.  


5.4
Explain the concepts of hop counts and the TTL (time-to-live) of packets being passed around from router to router.

5.5
Setup and configure a multi-homed Windows 2000/2003 server to serve as a router by enabling the Routing and remote access server services (RRAS).

5.6
Overview of subnets and subnetting. 
Student Performance Indicators: Evidence Standard is Met

The student will:

· Understands the concepts of routing on small to extra large networks. 

· Demonstrates knowledge of configuring static routes. 

· Explains the concepts of hop counts and the TTL (time-to-live) of packets being passed around from router to router.
· Enables the Routing and Remote Access Server Services on a Windows 2000/2003 server to be used as a router (NAT). 

· Reviews the concepts that govern the creation of subnets and IP subnetting. 
Sample Performance Activity

Design a schematic of a network with multi subnets show where routers will be placed and the inside and outside IP configuration of each. Perform a practice in IP subnetting using 172.16.0.0 with a need to configure create 128 networks and 500 host on each.  

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education, Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 6.0
Physical Hardware Devices Used in Networking
Students will examine in-depth the hardware devices used in networking and their proper placement. Students will receive hands on training with: Hubs, Switches, Bridges, Media Converters, Punch down Panels, Routers, etc.

Learning Expectations

The student will:


6.1
Recognize the differences between Hubs and Switches.


6.2
Analyze the proper placement of hubs, switches, bridges, and media converters throughout a network.


6.3
Demonstrate the proper way to terminate UTP cable to a punch down panel. 


6.4
Compare the functionality of multiple networking devices to determine the benefits or disadvantages to network traffic. 

Student Performance Indicators: Evidence Standard is Met

The student:

· Properly places and configures network devices such as: hubs, switches, bridges, media converters, routers, etc., to enhance the availability of a network.

· Properly terminates UTP cable to a punch down panel.

· Understands the effects of broadcast on a network.
· Understands the connectivity between devices and systems in the network.

· Applies rules for placing repeaters.
Sample Performance Activity

Conduct hand-on activities such as creating a star topology using an active switch, physically punching down cat5, 5e or cat6 to a local punch down panel and providing connectivity to a switch. Students will create a network with multiple subnets using routers, switches, and bridges. Students will consider trouble shooting concepts to determine downed devices. 

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, Comptia Network+, Future Business Leaders of America

Standard 7.0
Network Cabling Standards, Connectors and IEEE Standards 

Students will learn cabling types and standards for Token Ring, 10 BASE, 10 BASE T, Ethernet, etc. Students will receive hands on experience making Ethernet patch cables and crossover cables as well as hands on introduction to working with Coax and Fiber Optics.

Learning Expectations

The student will:


7.1
Examine the 586A and 586B wiring standards for twisted pair cabling. 


7.2 
Examine the IEEE standards for computers and communication, also known as the 802 standards. 


7.3
Create patch cable and cross-over cables using twisted pair cable and RJ-45 connectors.


7.4
Analyze the use of fiber optic cable for extending networks beyond the capabilities of basic cabling.

Student Performance Indicators: Evidence Standard is Met

The student:

· Assembles cables and connectors using coaxial cable, twisted pair cable, RJ-45 connectors, and BNC connectors.

· Examines the maximum and minimum lengths of different cable types and how they are populated.

· Identifies the difference between STP and UTP cable and standard and plenum cable.

· Identifies the data transmission capabilities of the different types of cabling. 

Sample Performance Activity
Students will be asked to determine the types of cabling and connectors that are need to setup different type of networks. Students will cut cable and install connectors on different type of cable. Student will compare the difference between thicknet and thinnet coax.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education, Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 8.0
Introduction to Server Services and Server OS’s
Students will be introduced to the concepts of the major server services that are used throughout networks, to include a deeper study of DNS, WINS, and DHCP. Students will learn about the different Server Operating Systems such as: Windows NT Server, Windows 2000 Server, Windows 2003 Server, Unix, and Novell Netware.

Learning Expectations

The student will:


8.1
Examine the different server services and their functionality on a network.


8.2
Explain the difference between a Fully Qualified Domain Name (DNS) and a NetBIOS name using the Windows Internet Naming Service (WINS).


8.3
Explain how DNS works and why it is so important to Windows 2000 and 2003 networks.


8.4
Analyze the Windows NT, 2000, and 2003 Domain, Tree, and Forest Concepts. 


8.5
Analyze how Novell Netware Servers and clients differ from Window servers and clients.


8.6
Explain how Dynamic Host Configuration Protocol (DHCP) works and what part it plays in the authentication (Logon) process. 

Student Performance Indicators: Evidence Standard is Met

The student:

· Installs and configures some of the different server services

· Identifies FQDNs and NetBIOS naming structures

· Explains Domain structures and Active Directory

· Explains Novell NDS tree structures

· Installs Novell client software on a Windows system

· Demonstrates how DHCP works and how it is configured 

Sample Performance Activity

Create schematics demonstrating the layout of Windows Domains, Trees, and Forest. Explain the authentication process on Novell, Unix, Apple, and Windows networks. Install and configure the DNS, WINS, and DHCP Server services.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education, Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network+, Future Business Leaders of America

Standard 9.0
Introduction to Wireless: 802.11b, 802.11g and Blue tooth 

Students will be introduced to the concepts of setting up and securing wireless networks with Access Points (AP), Wireless Routers, Wireless PCMIA cards, etc. Students will learn to set the three basic layers of wireless security and trouble shooting wireless connectivity.

Learning Expectations

The student will:


9.1
Analyze the IEEE standards for 802.11b and 802.11g wireless connectivity.

9.2
Explain how to setup and configure wireless networks.



9.3
Explain the use of Access Points (AP) and wireless routers.



9.4
Examine Methods of integrating wireless into and existing hard wired network.

9.5
Compare blue tooth wireless connectivity with standard Infrared.

9.6
Examine Methods to secure Wireless networks.
Student Performance Indicators: Evidence Standard is Met

The student:

· Examines wireless products and know how to use them to create a wireless network.

· Uses blue tooth and infrared connectivity to transfer data or send a document to a wireless printer.

· Secures a wireless network using MAC registration, static IP settings, and 128-bit inscription. 
Sample Performance Task

Create a schematic show how wireless access point and wireless routers can be integrated into an existing network. Explain the different connection speeds used by 802.11b and 802.11g. Configure a wireless router to create a new subnet. Use wireless cards (PCI) or (PCMIA) to logon to a existing Domain.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network +, Future Business Leaders of America

Standard 10.0
Troubleshooting Networks 

Students will learn to use both hardware and software tools to trouble shoot connectivity problems. Students will be required to work alone or in groups to diagnose and repair physical connectivity, software connectivity problems, and correct security issues

Learning Expectations

The student will:


10.1
Examine built-in and 3rd party software utility used for trouble shooting network connectivity 


10.2
Examine the use of the PING Process for troubleshooting


10.3
Analyze the problem solving method used in technology


10.4
Examine how to quickly differentiate between physical connectivity problems and software driven problems


10.5
Emplace security settings and 3rd party software to enhance network security

Student Performance Indicators: Evidence Standard Is Met

The student:

· Use sthe Ping process to determine where a connectivity problem exists.

· Differentiates between physical connectivity problems and software driven problems.
· Setups and configures security on domain controllers.
· Troubleshoots network connectivity.
Sample Performance Activity


Student will be required to work either alone or in groups to troubleshoot loss of connectivity or security issues. Students will be expected to use all the skills taught in this course to logically use the problem solving method to troubleshoot and repair minor to complex problems that are experienced in day-to-day networking.

Integration/Linkages


SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Delta Pi Epsilon, Policy Commission for Business and Economic Education Trade and Industrial Education, Mathematics, Computer Science, Language Arts, WC3 Users Interface domain, National Educational Technology Standards (NETS), Microsoft Certified Professionals, Novell Certified Network Engineer, CompTia Network+, Future Business Leaders of America

Standard 11.0

The student will research and apply knowledge of ethical and legal issues within the industry. 

Learning Expectations

The student will: 


11.1
Demonstrate work ethics that include integrity, honesty, loyalty, and perseverance that meet industry standards.


11.2
Research benefits and consequences resulting from the practice of business ethics.


11.3
Comprehend copyright laws and their applications to text, visual art, design, music, and photography.


11.4
Research legal responsibilities associated with the use of the Internet as required by federal and state government agencies. 

Student Performance Indicators: Evidence Standard is Met 

The student:
· Applies ethical conduct providing the proper credit to those whose ideas and content has been used in creating business documents.

· Demonstrates ethical behaviors in what is written, spoken, or presented in a business document.

· Applies knowledge of copyrights in seeking formal permission from copyright sources before using materials.

· Recognizes the legal implications of violating federal and state laws in document content.

· Demonstrates legal responsibilities using the Internet.

· Demonstrates skills necessary for safety and environmental protection in electronic document publications.

· Develops a keyed and formatted report on ethical and legal issues that could be posted on the web.

Sample Performance Task

Design and produce a brochure on legal and ethical issues to include: issues and penalties for plagiarism, copied data with permission and the process used in obtaining permission. Obtain formal permission for use of a quotations, art form, design, and photographs. 

Integration/Linkages

All subject areas, SCANS, National Standards for Business Education, Policy Commission for Business and Economic Education, National Science Education Standards, National Math Standards, National Language Arts Skills Standards, National Educational Technology Standards (NETS), Data Processing Management Association (DPMA), and International Association of Administrative Professionals (IAAP), Gateway Algebra I and Gateway English II 

Standard 12.0

The student will develop and demonstrate human relations, self-management, organizational and professional leadership skills.

Learning Expectations

The student will:


12.1
Demonstrate self-initiative through group projects.


12.2
Examine the value of leadership skills and confidence through personal reflection.

12.3
Examine the value of leadership skills.

12.4
Illustrate image-building and public relations techniques.


12.5
Assess decision-making skills.


12.6
Demonstrate effective teamwork and critical analysis applying conflict resolution techniques.


12.7
Demonstrate parliamentary procedure skills through group activities.


12.8
Analyze the goals and apply the principles of /or Future Business Leaders of America.

Student Performance Indicators: Evidence Standard is Met

The student:

· Holds a mock meeting according to proper parliamentary procedure.

· Develops a presentation on the significance and impact of networking and electronic communication systems on today society to be presented to the /or Future Business Leaders of America members.

Sample Performance Task 

· Create, key, format, edit, and revise a mail-merge letter to business and industry representatives, inviting them to become active partners in /or Future Business Leaders of America. Design a brochure that gives the organization's mission, goals, objectives, and benefits to participating members. 

· Design a middle school recruitment membership brochure. 
Integration/Linkages

Gateway Algebra I Gateway Standards, English II Gateway Standards, Language Arts, Mathematics, Computer Science, SCANS (The Secretary's Commission on Achieving Necessary Skills), National Standards for Business Education, Policy Commission for Business and Economic Education, Future Business Leaders of America, Delta Pi Epsilon, National Educational Technology Standards, Industry Standards, FBLA Chapter Handbook[image: image1.png]
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