CONNECTIVITY TO THE FUSION CENTER — CRMS AND TNCOP

Thas guilf shall not escape,
nor innocence suffer,

There are two methods currently available for connectivity from LEA
(law enforcement agency) to TBI headquarters for the purpose of
accessing the Fusion Center systems (for the purpose of this
connectivity, there is no difference between accessing CRMS or
TNCop.) Each of these methods provides a secure and encrypted path
for criminal justice data. LEAS requiring connectivity should first
determine the method most suited to their location and then refer to the
appropriate section in this document.

Method 1: SecuRemote Client VPN Software

This method is suitable for user stations with public Internet access.
This method requires the installation of Checkpoint VPN-1
SecuRemote software (available on a TBI web server) and a user
account provided by TBI. The user account is only available after all
appropriate training and paperwork have been completed.

Method 2: TIES network access
(State T1 circuit with Cisco PIX device)

This method is preferred, but requires that stations/servers reside on a
LAN segment that has access to the LEA’s TIES network through the
PIX device.
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SecuRemote Download:
SecuRemote instructions for outside access to the TNCop and CRMS

Your computer uses a program called SecuRemote to provide a VPN (Virtual
Private Network) encryption tunnel from the outside into TNCop and CRMS.

This program allows you to access the TNCop, CRMS, and Sex Offender Registry
(SOR).

The SecuRemote software link:
To download click this URL: SecuRemote.exe

Or copy and paste to your web browser the data below:
http://www.ticic.state.tn.us/SEX_ofndr/SOR/securemote.exe

You may either Save or Open the file. If you select Save be sure to note
the location where you are saving it and when the download is complete
double click the file to run the installer.

You will see the following screen.

InstallShield Wizard

Setup is preparning the [ngtallShield® \Wizard, which will guide
woul through the rest of the zetup process. Please wait.
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Welcome to Check Point Installation Wizard

Click the Next button.

Check Point SecuRemotefSecureClient NG with Application Intelligence ... @

\
A
F

bvielligant Securlty

Welcome to the Check Point Installabion Wizard.

The Check Point Installation “wizard will ingtall Check Point
SecuRemateSecureClient NG with Application
Inteligence [RBE] an pour computer. To continue click
MHest.

Click Next>!
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Click the Yes button.

Check Point SecuRemote/SecureClient NG with Application Intelligence {...

License Agreement
Fleasze read the follmwing license agreement carefully.

Press the PAGE DOWMN key to see the rest of the agreement.

YFN-1 SECUREMOTEASECURECLIEMT SOFT'WARE LICEMSE AGREEMEMNT
PLEASE READ THIS LICEMSE CAREFULLY BEFORE DOWHNLOADIMNG OF
IMSTALLIMG SECUREMOTE OF SECURECLIEMT REFERRED TO AS
"SECUREMOTE" OR "SECURECLIENT" AMD/OR "SOFT'WARE". BY
DOWHLOADIMG OR IMSTALLIMG AMDA0OR USING SECUREMOTE OR
SECURECLIEMT. YOU ARE AGREEING TO BE BOUMD BY THE TERMS OF THIS
LICEMSE. IF0OU DO MOT AGREE TO THE TERMS OF THIS LICEWSE, ¥OL ARE
WOT AUTHORIZED TO DOWNLOAD OR IMSTALL THIS SOFTWARE.

CHECK POINT SOFTWARE TECHWOLOGIES LT -~

X

[REE] .you must accept thiz agreement.

Click Yes>!
Do you accept all the terms of the preceding Licensze Agreement™? If pou o
will cloze. To install Check Point SecuRematesSecureClient MG with Application Intelllgence

< Back e I_

After clicking on the Yes option you will see a new screen. This is the

install screen for SecuRemote.
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Allow this program to run.

Check Point SecuRemotefSecureClient NG with Application Intelligence ... PX|

Setup Status

betelligant Seouriy

Check Point SeculemotesSecureClient MG with Application Inteligence [R5E] Setup iz
performing the requested operations.

025

Allow Program
to Run!

Check Paoint SecuRemotefSecureClient NG with Application Intelligence |... PX|

Setup Status

Irielligant Security

Check Point SecuRemotesSecureClient MG with Application Inteligence [R5E] Setup iz
performing the requested operations.

Installing:

D %

?Allow Program to Run!
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Upon completion of the program to run you will see the below screen,

allow the process to run. You may see this screen;
if not then proceed with
Check Point WPH-1 SecuRematesS ecureClient is the Finish Option below.

configuring drivers. —\

Please wait, thiz may take a few minutes. .. _

Insure the Radio button is clicked on the “Yes, | want to restart my
computer now” as shown below.

Click Finish.

Check Point SecuRemote/SecureClient NG with Application Intelligence (R56)

.F\
A
‘.

telligent Securlty The Check Point Inztallation Wwizard has successfully installed
Check Paoint SecuRemate/SecureClisnt MG with Application
Inteligence [R56).

Before pou can use the program, pou must restart wour
conputer.

Check Point Installation Wizard Complete.

(% ies | want to restart my compuber nove

7 Mo, | will restart my computer later,

Remowve any dizks from their drives, and then click Finish to
complete setup.

Click Finish!

Upon completion of the SecuRemote install and the computer restarted a Gold key
in the bottom right corner of your screen’s taskbar will appear.
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Once your computer has restarted you may receive a message; SecuRemote is
going to update the following... TBI, select Cancel on this screen.

Method 1: SecuRemote Client VPN Software

NOTE:

SecuRemote may be installed on any computers that need
access.

To activate your SecuRemote client, double click on the SecuRemote icon

located in the lower right hand corner of your desktop, in the system tray.
This will bring up the VPN-1 SecuRemote© Connection screen.

_ ote Connection  [X]

ﬂ Check Pomt

TEGHNOLOGIES LTI
We SECUI"& the |I'"Iter|"|&t

/f I_\_H_- ‘

Enter vour User Name!
Authentication ]

Username:  feamth <

i |
Password: | e —— Enter your password
Connection herE!
Location Profie: | TE|

[~
Destination: | J
[

[T Use Dialup: |

[ . —‘_// .
Cornect | e — \LC“CK on Connect! ’

Enter your SecuRemote username and password and click on the Connect button to
connect.
It will authenticate and you will receive the following progress screens.
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%, VPN-1 SecuRemote Connect Progress

EE Connection succeeded
S |

Once successful, SecuRemote will minimize itself back to the task bar, and it will

give you a key icon, notice this is without the red x, to let you know that it is
connected and that the session is encrypted.

NOTE: For RMS agencies only!

Currently SecuRemote has a default disconnect of Seven (7) days. In order to
prevent loss of transmission of data a person MUST physically disconnect and
reconnect to SecuRemote twice a week.

TBI is reviewing hardware options to eliminate the problems associated with this
disconnect timeout. Until another option is identified a manual
disconnect/reconnect is recommended on Monday and Friday to avoid
disconnection from TBI and subsequent delays in uploads.

To disconnect from SecuRemote just double click/or right click on the

key icon and select disconnect. You will get a pop up window asking
if you are sure and just click YES.
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SecuRemote instructions for:
Disconnecting and Connecting!

To prevent the time out issue with connection to SecuRemote you must disconnect
and reconnect weekly. The process to perform this action is to manually input the
commands on the server.

Below is the procedure to connect and disconnect from SecuRemote.

Located in the lower right hand corner of your desktop, in the system tray is
the key.

Click the Gold Key to bring a menu up as shown below.

= EIBIX

Clicking on this key will bring a menu up as shown below.
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Click on Disconnect to disconnect
SecuRemote®!

Help

Skop WPM-1 SecuF.enoke

Toos
Settings

Disoonneck
Status

To reconnect, click on the key again.

=3

Click on Connect to connect with
SecuRemote®!

Help
Stop WPM-1 SecuRemote

Toals
Settings

Conneck
Status
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Method 2: TIES network access
(State T1 circuit with Cisco PIX device)

e This method is preferred, but requires that stations/servers
reside on a LAN segment that has access to the LEA’s TIES
network through the PIX device.

e Accessibility to the TIES network will vary among LEA
locations and thus must be determined by appropriate
personnel within the LEA’s support staff possessing
networking expertise.

o Briefly, the accessibility to the TIES network is determined in
large part by the IP address scheme associated with the
stations/servers requiring access to the Fusion System versus
the IP address scheme associated with the LEA’s TIES
network.

o |If they are different then the feasibility of achieving
connectivity using this method must be determined locally and
Is dependent upon the specific network configuration at that
agency.

e Assistance with this determination may be provided by TBI IS
staff, but the responsibility of implementation of the
networking changes rests with the LEA.
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