
 
RESOURCE KIT FOR VICTIMS OF IDENTITY CRIME 

 
 
 
 
 
 

ARE YOU A VICTIM 
OF AN IDENTITY CRIME? 

 
 
 
If someone is using your identifying information, (name, date of birth, social 
security  number,  etc.),  you  ARE  a  victim  of  an  identity  crime   and  should 
IMMEDIATELY file a report with your local Police Department or Sheriff’s 
Office. 

 
 
 

The Identity Crimes Unit of the Tennessee Department of Safety and Homeland 
Security has compiled this resource kit to assist victims in minimizing the damage 
caused by identity crimes. 

 
 
 
This kit contains resources to help you with recovery of losses and assist the local 
agency with their investigation. This kit also contains an Identity Theft Victim’s 
Complaint and Affidavit that can be submitted online to the Federal Trade 
Commission at the following link:  www.ftc.gov/idtheft.   Complete the affidavit 
and read the remaining information in the kit to see if there are any other steps you 
should be taking to protect yourself from further damage or financial loss. 

 



 

Once you discover you are a victim of identity theft the following should be 
accomplished as soon as possible:  

 
1. FILE A POLICE REPORT 

Contact your local police department or Sheriff’s Office and request that a report be made. You may be 
required to provide a copy of your driver license or another government issued photo ID along with your 
Social Security Card and birth certificate. 
 

2. FILE A COMPLAINT WITH THE FEDERAL TRADE COMMISSION 
You can file a complaint with the FTC online at https://www.ftccomplaintassistant.gov or you can call 
the FTC's Identity Theft Hotline, toll-free: 1-877-ID-THEFT (438-4338); TTY: 1-866-653-4261; or you 
can write to the Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, 
NW, Washington, DC 20580. A printed version of your complaint is available only if you file your 
complaint online. The FTC will not investigate the case, but after making a report, your information will 
be entered into the Identity Theft Data Clearinghouse which is a nationwide data bank that documents 
instances of identity theft in the U.S. to assist law enforcement in the investigation and prosecution of 
identity thieves. 
 

3. REPORT THE FRAUD TO THE THREE MAJOR CREDIT BUREAUS 
The identity crime can be reported to all three credit bureaus by calling any one of the credit bureau’s 
toll-free fraud number, however it is recommended to call all three. The system is automated and will 
ask you to enter your Social Security number and other information to identify yourself. This allows you 
to flag your file with a fraud alert at all three bureaus which stays in effect for 90 days. Each credit 
bureau will send you a letter confirming your fraud alert along with instructions on how to get a free 
copy of your credit report. 
 
 
 
 
 
 

 

 

 

 

 

 

 

Equifax                                                  
P.O. Box 7402741                          
Atlanta, GA 30374            
www.equifax.com                         
Report Credit Fraud:                        
(800) 525-6285                           
Request Credit Report:                   
(800) 685-1111 

TransUnion                                                  
P.O. Box 2000                          
Chester, PA 19022            
www.transunion.com                         
Report Credit Fraud:                        
(800) 680-7289                           
Request Credit Report:                   
(800) 888-4213 

Experian (TRW)                                                  
P.O. Box 2002                          
Allen, TX 75013            
www.experian.com                         
Report Credit Fraud:                        
(888) 397-3742                           
Request Credit Report:                   
(888) 567-8688 

https://www.ftccomplaintassistant.gov/
http://www.equifax.com/
http://www.transunion.com/
http://www.experian.com/


 

4. WRITE THE CREDIT BUREAUS 
After calling the credit bureaus to report the identity crime, follow-up by writing a letter to each one and 
send it certified mail, return receipt requested along with a copy of your police report and completed ID 
Theft Affidavit. Keep a copy of each for your records.  
 
 

5. REQUEST YOUR FREE CREDIT REPORT 
Everyone is entitled to a free credit report every 12 months and upon notification to the credit bureau 
that you are a victim of identity theft. You may request a copy online at 
https://www.annualcreditreport.com/cra/index.jsp or by phone at 1-877-322-8228 or by mail at Annual 
Credit Report Request Service, P.O. Box 105281 Atlanta, GA 30348-5281. Online requests are viewable 
immediately upon authentication of identity. Free reports requested by phone or mail will be processed 
within 15 days of receiving your request. 
 
 

6. CONTACT CREDITORS 
Call creditors for each account which was fraudulently opened or used and ask for the security or fraud 
department. Tell them you are a victim of an identity crime. Ask the creditor to close the accounts and to 
report them to the credit bureaus as “closed at consumer’s request.” Have new accounts set up to require 
a password or PIN to approve use. Ask for copies of documentation on the fraudulent accounts. Follow-
up by sending a letter to each creditor, along with a copy of the police report and ID Theft Affidavit, 
using certified mail return receipt requested.  
 
 

7. STOLEN CHECKS 
If you have had checks stolen or accounts set up fraudulently and you believe checks were for the 
fraudulent account, report it to the financial institution and close the accounts. Create new accounts and 
place stop payments on the outstanding fraudulent checks. You should also report the stolen checks to 
the check verification companies. 
 
 
 SCAN: 1-800-262-7771 
 TeleCheck: 1-800-710-9898 or 927-0188 
 Equifax Check Systems: 1-800-437-5120 
 ChexSystems (800) 428-9623 
 National Check Fraud Service: 1-843-571-2143 

 
 

8. DEBIT CARDS AND CREDIT CARDS 
Contact the issuing institution and request new cards with new account numbers. Create new PINs for 
each card.  
 
 
 
 

https://www.annualcreditreport.com/cra/index.jsp


 
9. BANK ACCOUNTS 

If bank accounts are involved, report the loss to each financial institution. Cancel existing accounts and 
open new ones with new account numbers. When opening new accounts, use new Personal 
Identification Numbers (PINs) and passwords. If you have bills set up to automatically draft your 
account, be sure to contact those companies and make other arrangements to pay the bills.  
Note: Acquire reports from your financial institutions to assist the investigator. This will alleviate 
the investigator from obtaining a court order or subpoena. 
 
 
 

10. DRIVER LICENSE  
If your driver license is involved and you have a Tennessee Driver License, contact the Identity Crimes 
Unit at 615-251-5185. If you have a license in another state, contact the agency issuing motor vehicle 
driver license in that state.  
 
 

11. FRAUDULENT CHANGE OF ADDRESS 
Notify the local US Postal Inspector if you suspect someone has fraudulently changed your 
address. Meet with your Postmaster to identify the new address and attempt to recover your 
fraudulently diverted mail. Contact information for US Postal Inspectors can be found at: 
www.usps.gov/postalinspectors . 
 
 

12. SOCIAL SECURITY NUMBER 
If your social security number has been used fraudulently, contact the Social Security Administration at 
1-800-269-0271 or through their website at www.ssa.gov/org . 
 
 

13. HOUSE AND CARS 
If there is any indication that the keys to your house or car has been copied or otherwise compromised, 
change the locks immediately. 
 
 

 

In dealing with the authorities and financial institutions, keep a log of all conversations, including dates, 
times, names, and phone numbers. Note the time spent and any expenses incurred. Confirm 
conversations in writing. Send correspondence by certified mail (return receipt requested). Keep copies 
of all letters and documents. 

 
 

 

 
 
 

http://www.usps.gov/postalinspectors
http://www.ssa.gov/org


 
ADDITIONAL RESOURCES 

Remember that you are entitled to a free credit report if you are a victim 
of identity theft, if you have been denied credit, if you receive welfare 

benefits, or if you are unemployed. 

 

U.S. Federal Trade Commission (FTC) 
The FTC oversees the operation of credit bureaus. You can find a copy of the Fair Credit Reporting Act on its web site. 
The FTC also provides assistance for identity theft victims. Its web site provides a complaint form that can be 
transmitted to the FTC via the Internet. www.ftc.gov/idtheft 
 

Consumer Response Center: (202) FTC-HELP or (202) 382-4357.  
E-mail: crc@ftc.gov 
Web site: www.ftc.gov 

 
U.S. Postal Service  
Call the U.S. Post Office to obtain the phone number of the nearest Postal Inspector (800) 275-8777. 
Web site: www.usps.gov/websites/depart/inspect 
 
  
U.S. Secret Service 
For the Secret Service office nearest you, look in the Government pages of your phone book.  
Web site: www.treas.gov/usss 
 
 
U.S. Social Security Administration 
Report fraud: (800) 269-0271.  
Order your free Personal Earnings and Benefit Estimate Statement: (800) 772-1213.  
Web site: www.ssa.gov 
 

 TO FIND THE LATEST NEWS AND INFORMATION ON IDENTITY THEFT: 

 

Inside ID Theft 
This is a website designed to provide the latest news and information about identity theft. 
Web site: www.InsideIDTheft.info  
 

 To remove your name from mail and phone lists 

Direct Marketing Association 
Mail Preference Service, P.O. Box 9008, Farmingdale, NY 11735. 
Telephone Preference Service, P.O. Box 9014, Farmingdale, NY 11735. 
Web site: www.the-dma.org 
 
 

mailto:crc@ftc.gov
http://www.ftc.gov/
http://www.usps.gov/websites/depart/inspect
http://www.treas.gov/usss
http://www.ssa.gov/
http://www.insideidtheft.info/


 
To report fraudulent use of your checks 
If you are unable to write checks because of bad checks written in your name, the merchant will direct you to one of the 
check verification services below. If you are unable to open a checking account because of the activities of an imposter, 
contact Chexsystems. 

CheckRite (800) 766-2748 
Chexsystems (800) 428-9623 
CrossCheck (707) 586-0551 

Equifax (800) 437-5120 

National Processing Co. (800) 526-5380 

SCAN (800) 262-7771 

TeleCheck (800) 710-9898 

CONSUMER ORGANIZATIONS: 

Identity Theft Prevention and Survival 
28202 Cabot Road, Suite 300, Laguna Niguel, 92677 
Contact: Mari J. Frank, Esq., Author, The Identity Theft Survival Kit 
Phone 800-725-0807 or 949-364-1511 
E-mail contact@identitytheft.org 
Web site: www.identitytheft.org 
 
 
Privacy Rights Clearinghouse 
1717 Kettner Ave., Ste. 105, San Diego, CA 2101  
Phone: (619) 298-3396 Contact: Director, Beth Givens 
E-mail: prc@privacyrights.org 
Web site: www.privacyrights.org  
 

Valuable PRC resources: 

PRC Identity-Theft Resource Link 

Coping with Identity Theft: What to Do When An Imposter Strikes 

Identity Theft: What to Do When it Happens to You -- A Guide for Victims 

Identity Theft: How It Happens, Its Impact on Victims, and Legislative Solutions 

 

VOIT (Victims of Identity Theft Support Group) 

www.pirg.org/calpirg 

What to do when they ask for your Social Security Number  
              
http://www.cpsr.org/cpsr/privacy/ssn/ssn.faq.html 

mailto:contact@identitytheft.org
http://www.identitytheft.org/www.identitytheft.org
mailto:prc@privacyrights.org
http://www.privacyrights.org/
http://www.privacyrights.org/identity.html
http://www.privacyrights.org/fs/fs17-it.htm
http://www.privacyrights.org/fs/fs17a.htm
http://www.privacyrights.org/ar/id_theft_legis.html
http://www.pirg.org/calpirg
http://www.cpsr.org/cpsr/privacy/ssn/ssn.faq.html
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