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	The purpose of this document is to obtain key information on a system to assist the Privacy Office in assessing its associated level of risk. Please provide responses to the questions below and include any supporting or clarifying comments. If you have questions or need assistance, please contact Sarah.Raybin@tn.gov. Once completed, please submit the document to the Privacy Office at Privacy.TennCare@tn.gov and copy Sarah.Raybin@tn.gov. 

	SYSTEM NAME:
	

	RESPONDENT NAME:
	


	Collection
	

	1. How is the information collected?
	

	This question is asking for the means by which PII is provided/collected (e.g., telephone, web form, new hire processes, etc.).

	2. Is the PII collected limited to only what is needed?
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	Please select “Yes” if data collection is limited to only the data necessary to fulfill the purposes for which the data is collected pursuant to the principle of data minimization.

	3. Are automated collection methods used in the collection process (e.g. cookies)?
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	PII can be collected in a variety of ways, including by automated means. For example, when applicants/ members visit a website, a cookie may be placed on their devices. Cookies are small files that are stored on a user’s computer or device when someone visits a website that are used to “remember” the visitor and their preference or track a user over time for marketing purposes.


	Notice
	

	4. Will a Privacy Notice be provided prior to collection and/or new use?
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	The Privacy Notice is a foundational document that provides data subjects with information about how their PII will be processed. This question is asking whether a Privacy Notice is provided when the PII is collected from the Data Subject.

	5. How and when will the Data Subject receive the Privacy Notice?
	

	Please describe the format (e.g., website, email, in-person, TennCare intranet, fax/mail, web link/URL, other) the Data Subject will receive the Privacy Notice and when the Data Subject will receive the notice. 


	Consent
	

	6. Will the Data Subject be provided with the opportunity to consent to the Data Processing?
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	Please select “Yes” if data subjects are provided the opportunity to consent before the system processes their PII.

	7. If consent is given, how will/was it obtained?
	

	If you answered "Yes" to the previous question, please describe how it was/will be obtained.


	Use, Retention, & Disposal
	

	8. Will PII be used outside of the production environment?
	

	Please describe whether PII will be used outside of the production environment. If “Yes”, what is the purpose for use outside of production and what safeguards are in place?

	9. Where will the PII be stored?
	

	This question is asking for the physical location of the server where the program or application is stored and if it is in the possession of a Third Party. Specify the location and method the supporting system or application is hosted (e.g., TennCare On-Premises, Third Party On-Premises, Third Party Private Cloud, Third Party Public Cloud). Please specify the name of the location/data center or if it is a Third Party/Vendor.

	10. How long will the PII be retained within the system?
	

	Specify the actual period that PII is retained within the system.

	11. Is there a plan to transfer PII to another location?
	

	If "Yes", describe where the data will be transferred.

	12. Will the data within the system be deidentified or masked?
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	The process of de-identification, by which identifiers are removed from the health information, mitigates privacy risks to individuals and thereby supports the secondary use of data for comparative effectiveness studies, policy assessment, life sciences research, and other endeavors.

	13. How will the PII be disposed of? Will a Records Disposition Authorization be completed prior to disposal?
	


	Data Transfer and Sharing
	

	14. Does this process allow a Third Party to access TennCare's network?
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	Please select “Yes” if third parties will be granted access to TennCare's network to access Personal Data.

If ""Yes"", then complete the Third-Party section questions.

	15. If sharing data with a Third Party, does a contract/agreement exist and incorporate language governing the protection and use of any data provided by TennCare?
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	As referenced in the TennCare Privacy Policy and Plan, the Privacy Office and Office of General Counsel require contracts and agreements covering the use, sharing or access of TennCare data by third parties to incorporate language governing the protection and use of any data provided by TennCare. If appropriate, a Business Associate Agreement under HIPAA may also be required depending on the activities performed by the contractor and what types of data is involved.


	Quality
	

	16. Does this system allow data subjects to access their PII?
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	Please select “Yes” if there is a process in place to enable data subjects to access to their PII. Please select “Partial” if the data subject has some, but not all, access to their data.

	17. How will a Data Subject's identity be authenticated prior to granting access to PII?
	

	Please describe the means by which an individual's identity will be authenticated in order to obtain access to their own PII.

	18. Does this activity allow data subjects to request amendments to their PII?
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	Please select “Yes” if there is a process in place to allow a data subject to correct inaccuracies in their PII.

	19. What steps will the vendor/system take to make sure this PII is accurate, complete, and up to date? What is the frequency to review and amount of time to correct inaccuracies?
	

	20. Is there a process to delete/erase PII upon request of the Data Subject?
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	Please select “Yes” if there is a process in place to honor requests to delete/erase PII at the request of a data subject.

	21. Is there a process for the data subjects to request the portability of their PII so that they may send the data to a Third Party?
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	Please select “Yes” if there is a process in place to transfer a data subject’s PII to another service provider at the data subject’s request.


	Processing
	

	22. What types of PII may be collected, maintained, or processed in this information system?
	

	This question is asking what PII elements will be collected or created in the process.  Please identify the specific data elements.

	23. Does the system involve Member data? 
	

	If “Yes”, please describe the types of Member data included (e.g., Criminal Records, HIV, Mental Health, or Substance Abuse). 

	24. Are the proposed/existing processing operations involved using new technologies or new kind or processing?
	

	If "Yes", please describe.

	25. What is the scale of PII processed by the system?
	

	Please describe the estimated amount of data subjects impacted by the process.

	26. Will the data be processed through internal systems or Third-Party platforms?
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	If "Third Party Platforms", then complete the Third-Party section questions.

	27. Is a PII Data Flow documented for the processing activity?
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	This question is asking whether a data flow map exists, or other information exists that may be helpful in completing the questionnaire. Select whether a Business Process/Data Flow documenting the flow of data between systems or business units/functional areas has been documented for the Business Process.

	Please submit any relevant documentation (e.g., data/process flows, security documentation) to the Privacy Office with PIA.


	Security
	

	28. Does this system store or transfer unencrypted PII?
	

	Certain data elements require additional safeguarding practices depending on their record classification. This may include encrypting data at rest.

Please explain if the PII elements involved will be stored or transferred unencrypted. 

If transferred, please explain where the unencrypted PII will be transferred to.

	29. Which functions or Business Units within TennCare will be provided access to the PII? How/why will the PII be accessed by these individuals?
	

	Please describe if access to the PII will be limited to individuals within Business Unit/functional area or whether access will be extended to individuals in another Business Unit/functional area within TennCare.

If PII will be transferred to another Business Unit/Function, please list all Business Unit/Functions that use or have access to the PII and how/why the PII will be accessed by these individuals.

	30. Does the system use TennCare IAM for access control?
	

	Please describe if the system uses TennCare IAM for access control. If the system does not use TennCare IAM for access control, please describe the process for granting access.

	31. If applicable, has the system undergone appropriate security risk assessments?
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	Examples would include IS Security Risk Assessment, SSPs, or third-party risk assessments. 

If "Yes", please provide a copy to the Privacy Office upon submission of PIA.

	32. What additional technical and organizational security safeguards will be implemented to secure the PII?
	

	Describe any additional technical or organizational security measures safeguarding the personal data leveraged within the Business Process.


	Access
	

	33. Please provide an estimate of the number of users with system access to the PII.
	

	This question is asking how many individuals have access to the PII, who may be processing the data, or who may be keeping copies of the data on their local machine. Additionally, please describe how many of these users have elevated access (i.e. admin) to the system.

	34. Is access to the system based on minimum necessary access principles?
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	Limiting unnecessary access to PII helps reduce risk. It is important to keep access limited to those who need it to perform a job function. 

Please select “Yes” if access will be based on minimum necessary access principles.

	35. Is user access reviewed periodically to determine whether the access is needed and whether the level of access is appropriate?
	

	Access rights should be reviewed periodically to confirm that the access levels and rights provided to each user are correct for their ongoing business needs.

Please explain if user access to PII is reviewed periodically and provide the frequency of user access reviews.

	36. What access levels are granted to the system?
	

	Please describe the type of access users will be granted (e.g., read-access, write-access, both) and how many users have each.


	Auditability
	

	37. What are the system's data auditability capabilities? 
	

	Please describe the scope of auditability of the system in full, including how changes are tracked, monitored, and logged, and whether search queries and user views are captured.

	38. How and where are audit logs maintained?
	

	Please describe the process for maintaining audit logs for the system.

	39. What is the retention period for audit logs?
	

	Please describe how long audit logs are stored.


	Third party
	

	40. Is this a new Third Party/Vendor relationship or does TennCare have an existing relationship?
	

	Existing third parties are likely to have undergone previous reviews and are more likely to be approved for data sharing.

Please describe whether the Third Party/Vendor has an existing relationship with TennCare or if this is a new Third Party/Vendor and if there is an agreement governing this relationship (e.g., Contract, Data Sharing Agreement, Pass Through with another vender, etc.).

	41. Does the Third Party/Vendor have a process in place to delete PII should erasure be requested by the Data Subject or by TennCare?
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	Please select “Yes” if the Third Party/Vendor has a process to delete PII should a Data Subject or TennCare make a request.

	42. Does the Third Party/ Vendor have the ability to make changes to PII?
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	The principle of data quality and integrity requires that PII is accurate and complete throughout the data lifecycle.

Please select “Yes” if the Third Party/Vendor can make changes to TennCare PII.

	43. Does a privacy program exist within the entity that owns/operates the system, and have you identified an individual point of contact employed by the Third Party/Vendor in the event of a PII Breach, Data Subject Access Request, or Governmental Access Request?
	

	It is critical that TennCare can contact someone at the Third Party/Vendor to understand the risks posed to PII and potential reporting and notification requirements.  

Please describe if a privacy program exists and a Third Party/Vendor point of contact has been identified. If "Yes", please include the individual's contact information.

	44. What is the period of time the Third Party/Vendor is contractually obligated to notify TennCare by if there is suspected breach involving TennCare PII?
	

	Please enter the reporting timeframe that the Third Party/Vendor is required to notify TennCare by if there is a suspected breach involving TennCare PII.


	Signature and Date

	Signature:
	

	Date:
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